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BA3OBAA MOAE/1b
YIPO3 BE3OMNACHOCTU NEPCOHAJIbHbLIX IAHHBIX MPU X OBPABOTKE
B NHO®OPMALIMOHHbIX CUCTEMAX NEPCOHA/IbHbIX AAHHbIX

(Bbinucka)

MpyvmeyaHue: nNpPU  PACCMOTPEHMM YIPO3 YTEYKM WHPOpPMaUMM MO  KaHanam NoBOYHbIX
3N1eKTPOMArHWUTHbIX U3Yy4YeHUI 1 HaBogoK (MIMUH) HeobxoaMMO NPUMEHSATL NOJIHYIO BEPCUIO AAHHOTO
OOKYMEHTa.

O603HauYeHus u COKpauieHunAa

APM - aBTOMaTM3MpOBaHHOEe paboyee mecTo

BU - BngoBasa nHpopmaums

BTCC - BcnomoraTenbHble TeEXHUYeCcKne cpeacTBa U CUCTEMBI
NCNAOH - nHbopMaLMOHHAA cMCTEMA NEPCOHANbHbIX AaHHbIX
K3 - KOHTpOAMpYyemas 30Ha

M3 - meKceTeBOM 3KpaH

H/AB - HeaeknapMpoBaHHbIE BO3MOXKHOCTHU

HC/J, - HecaHKUMOHMPOBAHHbIM A40CTYN

OBMNAH - obecneyeHne 6e30NaCHOCTM NEPCOHAsIbHbIX AAHHbIX
OC - onepaumoHHasa cuctema

MNAH - nepcoHanbHble AaHHbIE

MMB - nporpaMMHO-mMmaTeEMaTUYECKOE BO3AENCTBUE

MO - nporpammHoe obecneyeHmne

M3MMUH - no60YHbIE 3NEKTPOMATHUTHbIE U3/IYYEHUA N HABOAKMU
PU - peyeBas nHpopmayma

CBT - cpeCTBO BbIMMCANTENBHOMN TEXHWUKM

C3U - cpeacTBo 3aWMTbl MHGOPMALLUK

CMNMU - cteraHorpaduyeckoe npeobpasoBaHne MHGoOpPMaLmUm
CIYIMU - cneumanbHble 31EKTPOHHbIE YCTPONCTBA NepexsaTa MHopMaLLmm
TKYWU - TEXHUYECKMI KaHan yTeukn MHopmaLmm

TCOW - TexHMYecKune cpeactsa 06paboTkmn nHGopmaLmm
YBNAH - yrpo3bl 6e30nacHOCTU NepcoHanbHbIX AaHHbIX

1. TepmuHbl M oNpepeneHun

B HacTosALLEM JOKYMEHTE UCMO/Ib3YIOTCA Cieaylolwme TEPMUHBI U UX ONpeaenieHns:

ABTOMATM3NPOBAHHAA CUCTEMA - CUCTEMA, COCTOAWAA W3 MEpPCOHaNa W KOMMMEKCa CpeacTs
aBTOMATM3aUMM ero AeATesbHOCTW, peanusylowas WMHPOPMAUMOHHYIO TEXHO/IOTUIO BbINOJIHEHUA
YCTAHOB/IEHHbIX QYHKLMNA.

AyTeHTUdMKAUMA OTNPABUTENS AAHHbIX - NOATBEPXKAEHWE TOro, YTO OTMPABUTE/Ib MOJYYEHHbIX
[AaHHbIX COOTBETCTBYET 3asiB/IEHHOMY.

be3onacHOCTb MepPCOHaNbHbIX AAHHbIX - COCTOAHME 3alUMLLEHHOCTM NEPCOHANbHbLIX AAHHbIX,
XapaKTepusyemoe CnocobHOCTb0 MNOJib30oBaTenel, TEXHUYECKMX CpeacTe M MHPOPMaUMOHHbIX
TexHosornim obecneuntb KOHGUAEHLUMANbHOCTb, LENOCTHOCTb M AOCTYMHOCTb MEePCOHaNbHbIX AaHHbIX
npu nx 06paboTke B MHGOPMALMOHHbBIX CUCTEMAX NEPCOHANbHbIX AaHHbIX.

BNoKMpoBaHME MepcoHasbHbIX AaHHbIX - BPeMeHHoe npekpalleHune cbopa, cucTematmsaumm,



HaKON/JEeHUA, NUCNOJb30BaHUSA, PACNPOCTPaHEHMA NePCOHa/bHbIX @aHHbIX, B TOM YMUC/e UX Nepeaaqn.

Bupyc (KOMMbIOTEPHbIN, MNPOrpamMmHbIA) -  WUCMNONHAEMbIA  MPOrPaMMHbIA  KOA UM
MHTepnpeTupyemblit Habop WHCTPyKUuit, o6nagatowmnii  CBOMCTBAMU  HECAHKUWMOHWPOBAHHOIO
pacnpocTpaHeHua n camoBocnpousseseHma. Co3garHble ayb6MKaTbl KOMNbIOTEPHOTO BMPYCa He BCceraa
COBMAZalOT C OPMUIMHANOM, HO COXPaHAT CAOCOBHOCTL K AanbHehwemy pPacnpoCTPaHEHUD W
CaMOBOCMNPOU3BEAEHMIO.

BpegoHocHas  nporpamma - MNporpamMma,  npegHasHavyeHHas  ANnA  OCYLecTB/eHMA
HEeCaHKLUMOHNPOBAHHOIO A0CTyna M (MaM) BO3AEWCTBMA HA NepcoHasibHble AaHHble WKW pPecypchbl
MHGOPMALNOHHOM CUCTEMbI NEPCOHAJbHbBIX AaHHbIX.

BcnomoraTenbHble TEXHMYECKME CPEACTBA U CUCTEMBI - TEXHUYECKME CPeacTBa M CUCTEMbI, He
npegHasHayeHHble aaa nepeaayn, obpaboTKM U XpaHEHMA MEPCOHaNbHbIX AAHHbIX, YCTaHaB/lMBaeMble
COBMECTHO C TEeXHWYEeCKMMW CpeacTBaMW M CUCTEMAMM, MpeAHasHaYeHHbIMW ana o06paboTKu
NepcoHanbHbIX AAHHbIX, UIWN B MOMELLEHMAX, B KOTOPbIX YCTAaHOB/AEHbI MHPOPMALMOHHbIE CUCTEMBI
NnepcoHanbHbIX AaHHbIX.

JocTyn B onepauMoHHy cpeny KomnbioTepa (MHOOPMAUMOHHOW CUCTEMbI MEPCOHAsbHbIX
OaHHbIX) - NMosly4YeHMe BO3MOKHOCTU 3aMyCKa Ha BbIMOJIHEHME LITATHbIX KOMaHA, GyHKUUMI, npoueayp
onepaLmoHHOM cUCcTeMbl (YHUUTOXKEHUA, KOMMPOBAHUA, NepeMELLEHNS U T.M.), UCNONAHSAEMbIX dannoB
NPWUKNaAHbIX MPOrpamMmm.

HocTyn K nHdopmaumm - BOSMOXKHOCTb NoJly4eHns MHGopMaL MM U ee NCNONb30BaHUA.

3aK/NagouyHOe YCTPOMCTBO - 3/IEMEHT CpeacTBa Cbema MHPOPMaLMK, CKPbITHO BHeApPAEMbli
(3aknappiBaembli MM BHOCMMbIA) B MeCTa BO3MOXKHOTMO cbema uHpopmauum (B TOmM uumcne B
orpa)kaeHue, KOHCTPYKUMIO, 060pya0BaHMe, NpeaMeTbl MHTEPbePa, TPAHCNOPTHbLIE CPEACTBa, a TaKKe B
TeXHUYeCcKMe cpencTsa U cuctembl 06paboTkn nHGopmaLmm).

3awmwaemaa uWHPopmauma - MHPoOpMaUMA, ABAAKOWAACA NpeaMeToM COBCTBEHHOCTU W
nognexKaliaa 3aliuTe B COOTBETCTBMU C TPebOOBaHMAMW MPABOBbIX AOKYMEHTOB WAW TpeboBaHUAMM,
YyCTaHaBANBAEMbIMWN COBCTBEHHMKOM MHbOPMALUN.

NaoeHTudMKauma - npucsoeHuMe cybbektam M obbekTam goctyna uaeHtudukatopa U (Mam)
CpaBHEHUWe NpeabABAAEMOro MaAeHTUdMKaTopa C NepeyHeM NPUCBOEHHbIX MAEHTUDMKATOPOB.

NHbOPMATMBHDBIN CUFHAN - SINEKTPUYECKME CUTHAJbI, aKYCTUYECKMNE, 3EKTPOMArHUTHbIE U apyrue
du3mnyeckme nons, No NapameTpam KOTOPbIX MOXKET ObiTb packpbiTa KOHPUAEHUMaNbHAA HPopmauus
(nepcoHanbHble gaHHble), 0bpabaTbiBaeman B MUHGOPMALIMOHHOM CUCTEME NEPCOHANbHbIX AaHHbIX.

MHbopmaumoHHas cucTema MNepcoHanbHbIX JaHHbIX - 3TO WHPOPMALMOHHAA CUCTEMa,
npeacrasasiollas coboli COBOKYMHOCTb MEPCOHasbHbIX AaHHbIX, coAepyKaluxcs B 6a3e AaHHbIX, a
TaKXe MHPOPMALIMOHHbBIX TEXHOMOMMIM U TEXHUUYECKUX CPEACTB, NO3BOIAIOLWMNX OCYLLECTBAATL 06paboTKy
TaKUX NepCcoHasbHbIX AAHHbIX C MCMO/Ib30BAaHWEM CpeacTB aBTOMaTM3auMM UM 6e3 MCNonb3oBaHUA
TaKUX CpeacTs.

NHbopmMaLUMOHHbIE TEXHONOMMM - MPOLECChl, MEeToAbl NMoucKa, cbopa, XpaHeHus, 0bpaboTKwy,
npeaocTaBNeHus, PacnpocTpaHeHus WUHOOPMaUUM U CNocobbl OCYLLECTBAEHUA TaKMX MPOLLECCOB WU
MEeTO/0B.

NCcTOYHUK yrpo3bl 6e3onacHocTM MHpopmMaumm - cybbekT AocTyna, maTepuanbHblii 06BbEKT Un
dusnyeckoe ABNEHUNE, ABASIOWMECH NPUYNHON BOSHUKHOBEHMA Yrpo3bl 6e30MnacHOCTU MHbOopMaLUu.

KoHTposnpyemas 30Ha - 3TO NPOCTPAHCTBO, B KOTOPOM MCK/IIOYEHO HEKOHTPO/Mpyemoe
npebbiBaHWE COTPYAHWKOB M NOCETUTENEN onepaTopa M NOCTOPOHHUX TPAHCMNOPTHbLIX, TEXHUYECKUX U
MHbIX MaTepPUasbHbIX CPEACTB.

KoHduMaeHUMaNbHOCTb NEPCOHanbHbIX AaHHbIX - 06A3aTeNbHOe ANnA cobatoAeHMA OMnepaTopom
WAWN MHBIM NONYYMBLUMM AOCTYN K MEepCcoHasibHbIM AaHHbIM /MULOM TpeboBaHMe He [OonycKaTb WX
pacnpocTpaHeHusa 6e3 corfacus cybbekTa NepcoHanbHbIX AAHHbIX WMAM HaAMuUS MHOTO 3aKOHHOTO
OCHOBaHwuA.

MesKceTeBOlM 3KpaH - NoKanbHoe (OAHOKOMMNOHEHTHOE) MaM GyHKUMOHaNbHO-pacnpeaeneHHoe
nporpammHoe (nNporpamMmmHo-annapaTHoe) cpeacTBo (KOMMNAEKC), peanusylollee KOHTPOAb 3a
nHbopmaument, noctynawowerr B WHOOPMALMOHHYIO CUCTEMY NEPCOHaNbHbIX AaHHbIX U (1an)
BbIxoAALwen U3 MHPOPMALMOHHOM CUCTEMBI.

HapywuTteno 6e30MacHOCTM MNepcoHanbHbIX [AaHHbIX - GU3MYecKoe AULOo, CAy4yaliHO Wan
npeaHamepeHHO CoBeplualollee AEUCTBUA, CNEACTBMEM KOTOPbIX ABAAETCA HapylueHMe be3onacHOCTU



NepCcoHanbHbIX JaHHbIX NPU UX 06paboTKe TEXHUYECKUMU CPeacTBamM B MHOOPMALIMOHHBIX CUCTEMax
NnepcoHanbHbIX AaHHbIX.

HeneknapupoBaHHble BO3SMOXHOCTU - PYHKLMOHA/IbHbIE BO3SMOXHOCTU CPEACTB BbIMUCAUTE/IbHOM
TeXHUKU, He OMnUCaHHble NN He COOTBEeTCTBYOWMNE OMMUCAaHHbIM B AOKYMEHTaLMN, NPU NCNON1b30BaHUN
KOTOPbIX BO3MOXHO HapylweHune KOHd)VI,EI,EHLI,VIaﬂbHOCTVI, AOOCTYNMHOCTU nnn LLe/TOCTHOCTUN
obpabaTtbiBaemoit HOpMmauum.

HecaHKUMOHUPOBaHHbIM A0CTYN (HECAHKLMOHUPOBaHHbIE AENCTBUA) - AOCTYN K MHPOPMALIUN UK
aencteusa ¢ MHbopmaLmen, ocywecTsasemble ¢ HapyweHWeM YCTaHOB/IEHHbIX NpaB U (MAM) npasun
[ocTyna K MHPopmauum uanm AencTBUA C HEM C MPUMEHEHMEM LUTATHbIX cpeacTB MHGOPMaLMOHHOMN
cncrembl UM Cpeacts, aHaANOMMYHbIX MM MO CBOUM d)yHKLI,VIOHaﬂbHOMy npeagHasHa4YeHUo w“
TEXHUYECKMM XapaKTEPUCTUKAM.

Hocutenb uHdopmauum - dusmnyeckoe n1Lo UAM MaTepuasibHblii 0OBEKT, B TOM Yyncie pusmnyeckoe
nose, B KOTOPOM WMHPOPMaLMA HaxoguT CBOE OTPa’KeHWe B BUAE CUMMBONOB, 00pas3oB, CUrHasOB,
TEXHUYECKMX PeLleHU U NPOLECCOB, KOJIMYECTBEHHbIX XapaKTEPUCTUK PUINYECKMX BENUYNH.

O6paboTKa nepcoHanbHbIX AaHHbIX - AelcTBMAa (onepauuu) C NepcoHasbHbIMU  OAHHLIMM,
BK/loYas cbop, cuctemaTMsalMmio, HaKOM/eHMe, XpaHeHMe, YTOYHeHue (OBHOBNEeHWe, U3MEeHeHue),
NCNosb30BaHMe, pacnpocTpaHeHne (B TomM uucne nepegady), obesnnumsaHue, 6G/10KMpPOBaHUE,
YHUUTOXKEHNE NEePCOHA/bHbIX AaHHbIX.

OnepaTop - rocyAapCTBEHHbIV OpraH, MyHUUUNANbHbIA OpraH, lopuamMyeckoe nam dusmyeckoe
Lo, opraHusylowme U (Mam) ocywecteaawowme o6paboTKy NepcoHasbHbIX AaHHbIX, a TaKXke
onpeaensiolme Len n coaepkaHne obpaboTkM NepcoHanbHbIX AAHHbIX.

MNepexsaT (MHPOpMauUMKM) - HenpaBoMepHOe nojyYyeHue WHPOPMALMN C UCNOb30BaHMEM
TEXHUYECKOro CpeacTBa, OCYLLEeCTBAAKOLWEro obHapyKeHue, npuem u o6paboTky MHOOPMATUBHbLIX
CUTHANOB.

MepcoHanbHble paHHble - w0bas WMHPOpMauMA, OTHOCAWAACA K OonpeaeneHHOMY Wau
onpeaensieMoMy Ha OCHOBaHWW TakoW MHdopmaumm odusmyeckomy nuuy (cybbeKkTy nepcoHasbHbIX
AaHHbIX), B TOM 4ucne ero ¢aMuans, MMA, OTYECTBO, AaTa M MECTO POXAEeHUA, aapec, cemenHoe,
coumanbHoe, MMYLLEeCTBEHHOE NoIoXKeHne, obpasoBaHmMe, npodeccus, Aoxoapl, Apyras HGopmauus.

MoboYHble 3N1EKTPOMArHUTHbIE U3/IlYYEHUA W  HABOAKM - 3JIEKTPOMATHUTHbIE  U3/IyYEHUSA
TEXHUYECKUX cpeacTs 06paboTKkM 3almuaemon MHGoOpMaL MK, BO3HUKAIOLLME KaK MOOOYHOE ABNEHME U
BbI3BaHHblE 3/IEKTPUYECKMMM CUTHaANAMU, AENACTBYIOWMMM B UX INEKTPUUECKUX U MArHUTHbIX Lenax, a
TaK¥Ke 3/IeKTPOMArHMTHbIE HaBOAKM 3TUX CUTHA/MIOB Ha TOKOMPOBOAALLME JIMHUKN, KOHCTPYKLMU U Lenu
nuTaHuA.

Monb3oBaTenb MHPOPMALMOHHON CUCTEMbI NEPCOHaNbHbIX AaHHbIX - AMLO, y4acTBylollee B
bYHKUMOHNPOBAHMM  MHPOPMALMOHHON CUCTEMbI MEPCOHA/bHbIX AaHHbIX WAM  UCNOAb3ylollee
pe3ynbTaTbl ee GYHKLMOHNPOBAHMA.

MpaBuna pasrpaHUYeHMA A0CTyna - COBOKYMHOCTb MPaBWJ/, peraMeHTUpYyoWmMxX npasa AocTyna
CybBbEKTOB AOCTyNa K 06beKkTam AocTyna.

MporpammHan 3aKnagKa - CKPbITHO BHECEHHbIV B NporpaMmmHoe obecneyeHne GyHKUNOHANbHbIN
OOBEKT, KOTOpbIA NpM onpegeneHHbIX ycnoBuax crnocobeH obecneunTb HecaHKUMOHMPOBAHHOE
nporpammHoe Bo3geictaume. MporpammHas 3aknazKka MOXKeT 6biTb peasiM3oBaHa B BUAE BPeaoHOCHOM
Nporpammbl UKW NPOTrPaMMHOIO Koga.

MporpammHoe  (MporpaMmMHO-maTeEMaTUYECKOe) BO3AENCTBME -  HEeCaHKUMOHMPOBaHHOE
BO34ENCTBME Ha pPecypcbl aBTOMATM3MPOBAHHON WMHGPOPMALMOHHOM CUCTEMbI, OCYLLECTBAAemoe C
NCMNO/Ib30BaHUEM BPEAOHOCHbIX MPOTrPaMM.

Pecypc MHGOPMAUMOHHOW CUCTEMBI - MMEHOBAHHbIN 3/IEMEHT CUCTEMHOrO, MPUKAALHOMO UK
annapaTtHoro obecneyeHma GYHKLMOHNPOBAHMA MHPOPMALIMOHHOM CUCTEMDBI.

CpeacTtBa BbIYMCAUTENIBHON TEXHUKU - COBOKYMHOCTb MPOrPamMMHbIX U TEXHUYECKUX 3/IEMEHTOB
cuctem ob6paboTKM AaHHbIX, CNOCOOHbIX GYHKLMOHMPOBATL CaMOCTOATENbHO W/IM B COCTaBe ApYrux
cucTem.

CybbekT pocTyna (cybbeKkT) - nMuUo WMAM npouecc, AeWCTBMA KOTOPOro persiaMeHTUpPYHoTCS
npaBuNamm pasrpaHuyeHua goctyna.

TexHMyeckne cpeactsa MHGOPMALMOHHOM CUCTEMbI MEPCOHa/bHbIX [aHHbIX - CpeacTsa
BbIYUC/IUTENIbHOMN TEXHUKN, MHPOPMALIMOHHO-BbIYUCANTENbHbIE KOMMJIEKCbI U CETU, CPEACTBa U CUCTEMbI



nepegayn, npuema u o6paboTKM NepcoHasibHbIX AaHHbIX (cpeacTBa WM CUCTEMbl  3BYKO3anwucH,
3BYKOYCW/IEHUs,, 3BYKOBOCMPOM3BEAEHWUS, NEPeroBopHble M TeNeBU3UMOHHbIe YCTPOWMCTBA, CPeacTBa
N3roTOBNEHUA, TUPAKUPOBAHUA LOKYMEHTOB U ApyrMe TexXHUYeckue cpeactsa obpaboTkM peuyesold,
rpaduyeckon, Bngeo- n byKkBeHHO-UNPPOBOIM MHPOPMALMK), MPOrPamMMHbIe CPeacTBa (onepaumoHHble
CUCTEMbI, CUCTEMbI YNpaB/ieHUsA 6azamu AaHHbIX M T.MN.), CpeacTBa 3aWmuTbl MHGOPMaL MK,

TeXHUYEeCKUn KaHai yTeykn MHOOPMaUMKM - COBOKYMHOCTb HOCUTensa WHbopmauuun (cpeactsa
06paboTkn), dM3mMUeckon cpeabl pacnpocTpaHeHUAa MHPOPMATUBHOIO CUrHaNa U CPeacTs, KOTOPbIMU
[06biBaeTca 3awmLaemas MHGoOpmauUma.

Yrpo3bl 6e30nacHOCTU NepPCOoHasbHbIX AaHHbIX - COBOKYMHOCTb YCAOBMI U GaKTOPOB, CO34a0LLMX
ONACHOCTb HECAHKUMOHMPOBAHHOFO, B TOM YUCAE CAYYAaMHOro, AOCTYNa K MepPCOHANbHbIM LAHHbLIM,
pe3ynbTaTOM KOTOPOro MOMKET CTaTb YHUUTOXEHUE, M3MeHeHWe, OIOKMpOBaHME, KOMUPOBAHWE,
pacnpocTpaHeHWe NEepCcoHaNbHbIX AAHHbIX, @ TaK¥Ke MHbIX HEeCAHKLUMOHWPOBAHHbIX AEUCTBUIA NPU UX
06paboTKe B UHPOPMALMOHHOM CUCTEME NEPCOHANbHbIX AAHHbIX.

YHUUTOXKEHME NEPCOHANbHbIX AAHHbIX - AEWCTBUA, B pe3y/abTaTe KOTOPbIX HEBO3MOMKHO
BOCCTAHOBWUTb COAEpKaHMe NEepPCOHaNbHbIX AaHHbIX B MHGOPMALMOHHON CUCTEME NepPCOHaNbHbIX
OaHHbIX MW B PE3YNbTaTe KOTOPbIX YHUUTOXKAKOTCA MaTepuasibHble HOCUTENN NEPCOHANbHbIX AAHHbIX.

YTeuka (3awmiaemont) uHOpMaLMM NO TEXHUYECKMM KaHafNaM - HEKOHTPO/AMpyemoe
pacnpocTpaHeHne MHGOpPMaL MK OT HOCUTENA 3alMLLAaEeMON MHOPMaumm Yepes GpU3nYeCKyto cpeay 40
TEXHUYECKOro CpeacTBa, OCYLLECTBAAOWEro nepexsaTt MHGopmMmaLmm.

YA3BMMOCTb - HeKana €nabocTb, KOTOPYHD MOXHO WMCMO/Ib30BaTb A/1A HAPYLIEHUA CUCTEMbI MM
cofepKallencs B Hell MHopmaLUun.

UenoctHocTb MHPopmaumm - coctosHMe WHGPOPMALMKM, NMPU KOTOPOM OTCyTCTBYeT ntoboe ee
M3MeHeHMe MO0 U3MEHEHME OCYLLECTBAAETCA TOIbKO NpeaHaMepPeHHO CyObeKkTaMn, MMEeLMMKN Ha
Hero npaso.

2. O6Lwme NosioKeHus

HactoAawasna "ba3oBas mogenb yrpo3 6e30nacHOCTU NMEepPCOoHasibHbIX AaHHbIX NPU UX 0b6paboTKe B
MHPOPMALMOHHBIX CUCTEMAX MEePCOHaANbHbIX AaHHbIX" (ganee - Mogenb yrpos) COAepPKUT
CUCTEMATU3NPOBAHHbIN NepeyeHb yrpo3 6e30nacHOCTU NepcoHasnbHbIX AaHHbIX NpU MX 0bpaboTke B
MHPOPMALMOHHDBIX CUCTEMAX NEPCOHANbHbBIX AAHHbIX. ITU Yrpo3bl 00YyCNOBAEHbI NpegHAMEPEHHbBIMM
AN HenpeaHaMepeHHbIMU AeNCTBUAMU GUINYECKUX WL, AENCTBUAMMU 3apyberKHbIX CNeucayko mam
opraHu3aumii (B TOM YMUc/e TEPPOPUCTUYECKMX), @ TaKKe KPMMMUHAMbHbLIX TPYNNMPOBOK, CO34at0LLIMX
ycnosua (NpeAnocbliKK) Aaa HapyweHua 6e3onacHOCTM NepcoHanbHbIX AaHHbIX (MAH), KoTopoe BegeT K
yw,epby XU3HEHHO BaXKHbIX MHTEPECOB JIMYHOCTM, 0bLLECTBA U FOCYAapCTBa.

Mogenb yrpo3 CoaepKuUT eanHble UCXOAHblE AaHHbIe MO yrpo3am 6e30MacHOCTU NepCcoHasbHbIX
OaHHbIX, obpabaTtbiBaemMblXx B WHPOPMALMOHHBIX CUCTEMAX NEPCOHaNbHbIX AaHHbIx (UCMAH),
CBA3aHHbIM:

¢ nepexsaTtom (cbemom) MAH NO TEXHMYECKMM KaHanam C LEAbld UX KOMWPOBAHMA WK
HenpaBOMEpPHOrO PACcNPOCTPAHEHUS;

C HECAHKLMOHUPOBAHHbIM, B TOM YuUcae ciydalHbim, goctynom B MCMOH ¢ uenbio M3MeHeHus,
KOMMPOBAHWA, HEMPaBOMEPHOro pacnpocTpaHeHus [MOH wWAN  OeCcTPYKTUBHbIX BO3AEWCTBMIA Ha
anemeHTbl NCMOH 1 obpabaTtbiBaembix B HUX MH ¢ MCNONb30BaHMEM MPOrPaMMHbBIX U NPOrPaMMHO-
annapaTHbIX CPeACTB C Le/blo YHUUTOXKEHUA Uam 6aokmposanHus MNAH.

Mogenb yrpos ABAAETCA METOAMYECKUM LOKYMEHTOM M NpeAHA3HayYeHa A1A rocyAapCTBEHHbIX U
MYHULIMNANbHbIX OPraHoB, lOpUAMYECKUX U (uan) dusmueckmx nuy (panee - onepatopos),
OpraHmMsylolWmMx U (uau) ocylwecteaawowmx obpaboTky MOH, a TakKe onpesensolmx ueav wu
copeprkaHune ob6paboTkm MNAH, 3aKasumMKos 1 paspabotunkos UCMOH 1 ux noacuctem. C npumeHeHnem
Mogenu yrpos peluatoTca cnegyowme 3a4a4m:

pa3paboTKka 4YacTHbIX mogenen yrpo3 6esonacHocty MAH B KOHKpeTHbIX UCMAH c yyeTom MX
Ha3HayeHusA, ycnoBuit n ocobeHHoCTen GYHKLNMOHNPOBAHUS;

aHanus s3awmueHHoctM UCMAOH ot yrpo3 6e3onacHocTy MAH B Xo4e OpraHM3aunmn 1 BbiNOJHEHMUSA
paboT no obecneueHunto 6esonacHoctu MNAH;

pa3paboTka cuctembl 3awmTbl MAH, obecneymBatoLLelt HeMTPaAM3aLMo NpeanoaaraemMbix yrpos ¢



MCNo/sib30BaHMEM METoA0B M cnocoboB 3awmTbl MH, NpeaycMOTPEHHbIX A1 COOTBETCTBYHOLWLEro Kiacca
MCNAx;

npoBeAeHNe MepOonpUATUA, HamnpaBAEHHbIX Ha nNpeaoTBpalleHne HecaHKLMOHUPOBAHHOIO
poctyna K MAH n (Mnun) nepenayuun nUx IMLUam, He UMeoLLMM NpaBa A0CTyNa K Takoi nHdopmauuu;

HeJonyleHMe BO3AENCTBUS Ha TexHuyeckue cpeactsa MCIAH, B pe3y/ibTaTe KOTOPOro MOXKeT
6bITb HAPYLIEHO UX PYHKLIMOHUPOBAHME;

KOHTPO/Ib 0becneveHmA yPOBHA 3aLLMLLEHHOCTM NEPCOHASbHbLIX AaHHbIX.

B Mopgenu yrpo3 gaHo obobuieHHoe onwucaHue UCIMNAH Kak 06BbEKTOB 3alumTbl, BO3MOMKHbIX
WUCTOYHUKOB Yrpo3bl 6€30NacHOCTU NepcoHanbHbiX AaHHbIX (YBM/H), OCHOBHbIX KNaccoB yA3BMMOCTE
MCMAOH, BO3MOXHbIX BUAOB AECTPYKTUBHbIX BO3aencTBuit Ha [[H, a TakXe OCHOBHbIX cnocoboB ux
peanusauuu.

Yrposbl 6esonacHocTn MNAH, obpabaTtbiBaembix B UCMOH, cogepkawmeca B HacToawen Mogenm
Yrpo3, MOryT YTOYHATLCA M AOMONHATLCA NO Mepe BblIABNEHUA HOBbIX UCTOYHMKOB Yrpo3, Pas3BUTUA
cnocoboB u cpeacts peanmsaumm YBMOH B WUCNOH. BHeceHne wsmeHeHuin B Mogenb yrpos
ocywectsnaetca PCTIK Poccum B ycTaHaBAIMBAaEMOM NOpAAKe.

3. Knaccnoukaumsa yrpos 6e3onacHoCTM NepPCcoHabHbIX AaHHbIX

CoctaB u coaeprkaHue YBIAH onpeaensaetca COBOKYMHOCTbIO YC/I0BMA U GAKTOPOB, CO3A4aOLLMX
OMaCHOCTb HECAHKLUMOHMPOBAHHOIO, B TOM Y1Cae Cly4anHoro, goctyna K MAHx.

COBOKYMHOCTb TaKuUX YCnoBUiA M ¢dakTopoB dopmUpyeTca € ydyeTom xapaktepuctuk WCMAOH,
CBOWMCTB cpeabl (nyTn) pacnpocTpaHeHuss MHGOPMATUBHbLIX CUTHAMOB, COAEPKalLMX 3alluLLaemyto
MHpopMaLMIO, N BO3MOXKHOCTEM UCTOYHUKOB Yrpo3bl.

K xapaktepuctukam WCMNAH, obycnosnmBatowmm BO3HUKHOBeHWe YBIM[H, MOXHO OTHeCTU
KaTeroputo u obbvem obpabatbiBaembix B MCMOH nepcoHanbHbIX AaHHbIX, cTPyKTypy UCMOH, Hannume
noagknoveHuin UCNAH K ceTam cBA3M 0b6ulero nosnb3oBaHUA U (MAKN) ceTAM MeXKayHapoAHOro
MHGOPMAUMOHHOIO 0BMeHa, XapaKTepucTuKM noacuctembl 6esonacHoctn MOH, obpabaTbiBaembix B
NUCNAOH, pexumbl 06paboOTKM MepCOoHasbHbIX AaHHbIX, PEXWUMbl pasrPaHUYeHUs npasB  AoCTyna
nonb3osatenenn UCMNAH, MECTOHAXOKAEHWNE U YCNOBUA PasMeLLLEHNA TeXHUYeCKuX cpeacts UCTOH.

NHpopmaumoHHble cuctembl MOH npeacTaBAstOT cOOOM COBOKYMHOCTb MHGPOPMALMOHHBLIX U
NPOrpaMMHO-anMNapaTHbIX 31EMEHTOB, a TaKXKe WMHPOPMALMOHHbBIX TEXHOJIOTUIM, NMPUMEHAEMbIX NpU
obpaboTtke NAH.

OcHoBHbIMK anemeHTamn UCMNOH asaatoTca:

nepcoHanbHble AaHHble, coaeprawmecs B 6a3ax AaHHbIX, KaK COBOKYMHOCTb MHOpMaALMK U ee
HocuTenen, ncnonb3yembix 8 UCMAH;

MHOOPMALUOHHbIE TEXHOJIOTUK, NPpUMEHsEeMbIe Npu obpaboTke MAH;

TeXHUYECKME CpeacTBa, ocyllecTeastowme obpaboTtky MAH (cpencrTsa BbIUNCAUTENBHOM TEXHUKH,
MHPOPMALNOHHO-BbIYNCUTENIbHBIE KOMMJIEKCbI M CeTWU, CpeacTBa U CUCTEMbl Nepegayu, npuema u
obpabotkm [MOH, cpeacTBa M CUCTEMbl 3BYKO3anucK, 3BYKOYCUIEHUA, 3BYKOBOCMPOM3BEAEHMUS,
neperoBopHble U TeNEBMU3MOHHbIE YCTPOMUCTBA, CPEACTBA M3rOTOBNIEHNA, TUPAXKUPOBAHMA AOKYMEHTOB U
Apyrve TexHu4yeckue cpeactsa o6paboTKM peuyesoi, rpaduyeckoit, BUAEO- U OYKBEHHO-LUPOBON
nHbopmauun) (aanee - TexHuyeckue cpeactsa MCNAH);

nporpaMmHble cpeacTBa (onepaumoHHbIE CUCTEMbBI, CUCTEMbI YNPaBeHUA 6a3zamMmmn AaHHbIX U T.MN.);

cpencTBa 3aWwmTbl HGOPMaLLUKY;

BCMOMOraTe/ibHble TeXHUYEecKue cpeactsa u cuctembl (BTCC) - TexHUYeCKMe cpencTBa U CUCTEMBI,
MX KOMMYHWKaUMK, He npegHasHayeHHble gns obpabotkm MAH, HO pasmelleHHble B MOMELLEeHMAX
(manee - cnyxebHble NomelleHUs), B KOTOPbIX pacnonoxkeHol WCMNAH, UX TexHU4Yeckue cpeacTsa
(pasnuuHoro poaa TenedoHHble cpeacTBa U CUCTEMbI, CPEACTBA BbIMUCAUTENIbHOWM TEXHWUKU, CpeacTsa U
CUCTEMbl Mepefayn AaHHbIX B CUCTEME PagMOCBA3KM, CPeACTBA U CUCTEMbI OXPaHHOW M MOXKApPHOM
CUIHANM3auum, cpeactsa M CUCTEMbI OMOBELLEHMA M CUTHAAM3AUMU, KOHTPObHO-U3IMEPUTE/NbHAA
annapaTypa, CpeacTBa W CUCTEMbI KOHAMUMOHWMPOBAHWUSA, CpPeacTBa M CUCTEMbI  NMPOBOAHOM
PagMOTPaAHCAALMOHHOM CEeTUM M Npuema nporpamm paauoBellaHns W TeneBuAeHua, cpeacTea
3/1eKTPOHHOM OPrTeXHUKK, CPeACTBa U CUCTEMbI 3N1eKTpodacodmKaLmm).

CeoiicTBa cpegbl (nyTn) pacnpocTpaHeHus MHPOPMATUBHbLIX CUFHANOB, COAepXKallmxX



3awmwaemyto  MHGoOpmaumio,  xapakTtepusyloTca  BMAOM  M3MYEcKOM  cpedbl, B KOTOPOM
pacnpoctpaHatotca MNAH, n onpeaenaroTca Npu OUeHKe BO3MOXKHOCTU peanunsauunm YBINOH.

Bo3moXKHOCTH MCTOYHMKOB YBMNAaH obycnoBneHbl COBOKYMHOCTbIO cnocobos
HECaHKLUWMOHUPOBAHHOIO U (MAaM) cnyyaliHoro goctyna K [[H, B pe3ynbTaTe KOTOPOro BO3MOMKHO
HapyleHMe KOHPUAEHUMANbHOCTM (KoNMpoBaHMe, HenpaBOMEpPHOe PacnpocTpaHeHue), LeNoCTHOCTU
(YHWUTOXKEHME, U3MeHeHMe) U AoCcTynHOoCTU (61oknposaHme) NAH.

Yrposa 6e3onacHoctu MOH peannsyetca B pe3ynbTate obpa3oBaHUs KaHana peanusaumn YBMNAH
MEeXKAY WUCTOYHMKOM Yrposbl U HocuTenem (McTouHuKom) MAOH, 4To co3AaeT ycnoBuA ANA HapyLIeHWUs
6e3onacHocTM NAH (HECAaHKLMOHMPOBAHHbIW UK CAYYalHbIN JOCTynN).

OCHOBHbIMW 31IeMeHTaMM KaHana peanusaumm YBIMNIOH (pucyHok 1) asnstorca:

UCTOYHMK YBMOH - cybbekT, maTepuanbHbii 0BBEKT uan ¢usmyeckoe sBAeHWE, co3patome
YBNAn;

cpena (nyTb) pacnpoctpaHeHus MNOH Man BO3LeNCTBMIA, B KOTOpoW du3Myeckoe None, CUrHan,
AaHHble WAM NPOrpammMbl MOTYT PACNPOCTPAHATBCA W BO3AEMCTBOBATL Ha 3alLMLiaeMble CBOMCTBA
(KoHPMAEHLMANBHOCTD, LLENOCTHOCTb, JOCTYNHOCTL) MAH;

Hocutenb MNOH - Pusmyeckoe NMLO AU MaTePUaNbHbIA 0BBEKT, B TOM Yncie GpU3nYeckoe nosne, B
KoTopom MN[JH Haxo4AT CBOe OTpaXKeHWEe B BUAE CMMBO0B, 06Pa30B, CUFHANOB, TEXHUYECKUX PELLUEHWUI
W NPOLLECCOB, KONIMYECTBEHHbIX XapaKTEPUCTUK PU3NYECKMUX BETUYUH.

Cpena pacnpoCcTpaHeHud

VICTOUHUK [IIH u BO3IOEeMUCTBUMN
yIpo3 06e30nacHoCTH | <——> [IpueMHMK <—> Hocurens IIIH
IIou MHOOPMAaTUBHOTO CMITHAJa
[lepenaTumk

BO3IEMCTBYIETO CHUI'HaJa

PucyHok 1. ObobLieHHan cxema KaHaia peasim3almm yrpos
6e30NacHOCTN NEePCOHA/bHbIX AaHHbIX

Hocutenun MNAH moryT cogep»kaTb UHGOPMALUIO, NPeACcTaB/eHHYIO B CAeAyIOLNX BUAAX:

aKycTuyeckas (pedesas) nHdpopmauma (PU), copeprrawianca HENOCPEACTBEHHO B NMPOU3HOCMMOW
peun nonb3osatens UCMNAH npu ocywectsieHMm um dyHKUMM ronocosoro seoga NAH 8 MCAOAH nnbo
BOCMPOM3BOAMMAS aKycTudeckummn cpeacteamm UCMOH (ecan Takve ¢yHKUMM NpeayCcMOTpPEHbI
TexHonornen obpaboTtku MOH), a TaKKe COAEPKALWAACA B INEKTPOMArHUTHBIX MOAAX U SNEKTPUYECKUX
CUrHanax, KoTopble BO3HMKAIOT 3a CYET NPeobpa3oBaHKUit aKyCTUUYECKOM MHbOPMALLUWK;

BMaoBaa uHbopmaumsa (BU), npepctaBneHHas B BMAE TEKCTA U M306parKEHWN PA3AUYHbBIX
YCTPOWUCTB OTOOpaxeHua WHPOPMALMU CPEACTB  BbIMUCAUTENBHOW TEXHWUKM, WHPOPMALMOHHO-
BbIYMCAUTENbHBIX KOMMJIEKCOB, TEXHUYECKUX CPeacTB8 06paboTku rpaduyeckon, Buaeo- n HGykBeHHO-
umdposoit nHbopmauuu, exoaawmx B coctas UCMOH;

UHbopMmauus, obpabatbiBaemas (umMpkyaupytowaa) B WCMOH, B BUAE 3NEKTPUYECKUX,
3/IEKTPOMArHUTHbIX, ONTUYECKUX CUTHANOB;

nHbopmauus, obpabatoisaeman B NCMNAH, npeactaBneHHas B Buge out, 6ait, dannos n apyrux
JIOTUYECKUX CTPYKTYP.

B uenax ¢opmumpoBaHma cuctemaTmsanpoBaHHoro nepeyHa YBMOH npu nx obpabotke 8 UCMAH n
pa3paboTKe Ha MX OCHOBE YaCTHbIX MoAefNeil NMPUMEHUTENbHO K KOHKpeTHomy Buay MCMNAH yrpossbl
KnaccuduumpyroTca B COOTBETCTBUM CO CAEAYIOLLMMM NPU3HAKaMM (PUCYHOK 2):

no smAay 3awmwaemoii ot YbNAH nHpopmaummn, cogepawen MNoH;

no BMAAM BO3MOXHbIX UCTOYHUKOB YBIH;

no tuny UCMNAH, Ha KoTopble HanpasaeHa peannsauma YBINAH;

no cnocoby peanusaumm YBNAH;

no BMAY Hapylwaemoro CBOMCTBa MHbOPMALMM (BMAY HECAHKLMOHMPOBAHHbLIX AENCTBUN,
ocyuiecteasemblix ¢ MNAH);

no UCMNOJIb3yeMOM YA3BUMOCTH;



Nno o6bEKTY BO3AENCTBUA.

Mo Bnaam BO3MOXHbIX MICTOYHMKOB YBIH BblgenatoTca caeayolme KAaccol yrpos:

Yyrpo3bl, CBfi3aHHble C MNpegHaMepPEeHHbIMWU WAN HenpegHaMepPeHHbIMU  AEUCTBUAMMU  NnL,
nmetowmx goctyn K UCMNAH, sBkatovas nonb3osatenen UCIMNAH, peannsyrolmx yrposbl HENocpeacTBEHHO
B8 UCMNAH (BHYTPEHHWIA HApyWNUTENDb);

Yyrpo3bl, CBA3aHHble C NpegHaMepPeHHbIMWU WU HenpeaHAMEPEHHbIMU AEUCTBUAMMU UL, He
nmetowmx goctyna K UCMOH, peanunsyowmx yrpo3bl U3 BHELWHUX CETeN CBA3M 0bLEero nosib3oBaHMa U
(nnu) cetelt mexkayHapoAHOro MHGOPMALMOHHOTO 0OMEHa (BHELIHWIA HApyLWnTENb).

Kpome TOro, yrposbl MOryT BO3HMKATb B pe3ysbTaTe BHEAPEHWA annapaTHbIX 3aKNafoK U
BPEeAOHOCHbIX MPOrpamm.

Mo Tuny UCMAH, Ha KOoTOpble HanpasaeHa peanu3auna YBIMOH, Bblaenatorca cnegyrowme Knaccol
yrpos:

yrposbl  6esonacHoct [MAH, obpabatbiBaembix B WCNAH Ha 6a3ze aBTOHOMHOrO
aBTOMaTM3MpPOBAHHOro paboyero mecta (APM);

yrposbl 6esonacHoctu MAH, obpabatbiBaembix B UCMNOH Ha 6a3ze APM, NoAKAOYEHHOIO K CeTu
061Lero Nonb3oBaHMA (K CETU MeXAYHAPOAHOr0 MHPOPMALMOHHOTO 06MeHa);

yrposbl 6esonacHoctn MNAH, obpabaTtbiBaembix B ICMNAH Ha 6a3e foKaNbHbIX MHPOPMALIMOHHbIX
cuctem 6e3 NoAKNIYEHUA K CeTM OBLLEero NoAb30BaHMA (K CETU MEXAYHAapOAHOTrOo MHPOPMALLMOHHOIO
obmeHa);

yrpo3sbl 6esonacHoctv MNAH, obpabaTbiBaemblx B MCMOH Ha 6a3e noKanbHbIX MHPOPMALMOHHbIX
CUCTEM C NOAKNIOYEHUEM K CeTM 0b6LLero nosb3oBaHMA (K CETU MeXKAyHapoAHOro MHPOPMaLNOHHOTO
obmeHa);

yrpo3sbl 6e3onacHoctu  [AH, obpabatbiBaembix B WCMAH Ha 6a3e pacnpeaeneHHbIxX
MHPOPMALMOHHBIX CUCTEM 6€e3 MOoAKAYEHUA K CETU 0bLEero Nonb3oBaHUA (K CeTM MeXKayHapogHOoro
MHPOPMaLNOHHOTO 06MeHa);

yrposbl 6e3onacHoctu  [AH, obpabatbiBaembix B WCMAH Ha 6a3e pacnpeaenieHHbIX
MHPOPMALMOHHBIX CUCTEM C MOAKNOYEHMEM K CETU OB6LLEro nonb3oBaHMA (K CETU MEKAYHapoLHOro
MHbOPMaLMOHHOIO 06MeHa).

Mo cnocobam peanusaumm YBMNH BblAenaoTca cnepyowme Kaaccol yrpos:

yrposbl, cBAzaHHble ¢ HCA K MAH (B TOM Yyncne yrposbl BHeAPEHUA BPpeJOHOCHbIX MPOorpamm);

yrpo3bl yTeyku MNOH No TeEXHNYECKMM KaHanam yTeqykn nHpopmaumu;

yrposbl cneuunanbHbix Bo3genctenin Ha UCMNAH.

Mo BMAY HECAaHKUMOHMPOBaAHHbIX AENCTBUN, ocywecTendemblx ¢ MOH, BblAenAwTCA cnegyouwme
KNaccbl yrpos:

yrposbl, MNpMBOAAWME K HapyleHUo KoHouaeHumanbHocT TMNAOH  (KONMPOBaHUIO  WAM
HECAaHKLUMOHNMPOBAHHOMY PACMpPOCTPAHEHUIO), NpPU  Peanms3aumm  KOTOpbIX He OCyL,ecTBAseTcA
HenocpeACTBEHHOrO BO3AENCTBMA Ha coaepkaHme nHbopmauuu;

yrpo3bl, NpMBOAALME K HECAHKLMOHUPOBAHHOMY, B TOM 4YUC/Ee CAy4alHOMY, BO3AEWUCTBUIO Ha
cogepXaHne uHPopmaumu, B pe3ynbTaTe KOTOPOro ocyliectsnsercA uameHenue MNAH uam umx
YHUYTOXKEHMUE;

Yyrposbl, NpMBOAALME K HECAHKLMOHMPOBAHHOMY, B TOM 4YuC/ie CAy4alHOMY, BO3AEWUCTBUIO HA
nporpammHbie  WAM  nporpammHo-annapatHole anemeHtbl WCIMAH, B pe3ynbTate KOTOPOro
ocyuiecteaseTca 61okuposaHme MNAH.

Mo ncnonb3yemoi yA3BMMOCTHM BblAENAOTCA CAeayowme Kaaccol yrpos:

Yrpo3bl, peannsyemble C UCMOAb30BaHNEM YA3BUMOCTU cuctemHoro MO;

yrpos3bl, peasinsyemble ¢ UCNOb30BaHUEM YA3BMMOCTM NpuknagHoro MNo;

yrpo3bl, BO3HUKatOWMe B pe3ysibTaTe UCMONb30BaHUA YA3BMMOCTM, BbI3BaHHOM Hannunem B AC
annapaTHOM 3aKNafKu;

Yrpo3bl, peannsyemble C UCNONb30BAHNEM YA3BUMOCTEN NPOTOKO/I0B CETEBOIO B3aMMOAENCTBUA U
KaHaN0B nepenayn AaHHbIX;

yrpo3bl, BO3HMKaAlOWMeE B pe3yabTaTe MCNOAb30BaHWMA YA3BMMOCTM, Bbl3BAaHHOM HeAoCTaTKamu
opranmsauunm T3U ot HCL;

yrposbl, peannsyemble C WCMNONAb30BAHWEM YA3BMMOCTEW, OOYCIOBAMBAOWMX HaAU4yme
TEXHUYECKMX KaHAN0B yTeUYKM MHPOpMaLMK;



Yrpo3bl, peanmsyemble ¢ UCNOAb30BaHMEM ysA3BUMOCTen C3U.

Mo 06beKTY BO34ENCTBMA BbIAENAIOTCA CieAytoLMe KNacchl Yrpos:

yrpo3sbl 6e3onacHoctn MAH, obpabaTbiBaembix Ha APM;

yrpo3bl 6e3onacHoctu MAH, obpabaTtbiBaembIx B BblaeNeHHbIX cpeacTBax 06paboTku (MpuHTepax,
naoTtrepax, rpadonocTpouTensx, BblHECEHHbIX  MOHWUTOPAX, BWAEOMPOEKTOPAx, CPeAcTBax
3BYKOBOCMNPOW3BEAEHUA U T.N.);



yrpo3bl 6esonacHocTu MNH, nepeaaBaemblx No CETAM CBA3W;
Yrpo3bl NPUKNAAHBIM NPOrPaMMam, C MOMOLLbIO KOTopbIX 0bpabaTtbisatotca MNAH;
yrpossl cuctemHomy MO, obecneumBatoemy GyHKUMoHUpoBaHmue NCMOH.

Knaccudukauma yrpos 6€30nacHOCTM NepPCOHasbHbIX AaHHbIX

Mo smay 3awmwaemoti ot YbMNAH nHpopmaumm, cogepaien MNoH

Yrposze PU Yrposzel BU Yrpo3el mHOopMauum, obpabaTeiBaemor B TCOU Yrpo3el mHbopMaumum, obpabaTeiBaemol B AC

Mo BnAam BO3MOXHbIX MCTOYHMKOB YBIOH

CoznaBaeMele HapylMTeJeM Co3maBaeMele aNlapaTHOMU CozpmaBaeMele BpPeOOHOCHBEIMM
(dmBMUEeCKUM JIMULIOM) 3aKJIaIKoM nporpaMMaMu

— Coz3nmaBaeMble BHYTPEHHMM Co3maBaeMele BCTPOEHHOMU F OIPOTPaMMHOM 3akJjalKolM, nporpaMMmoM Tuna "TposHCKUM KOHB"
HapyumTeJeM 3aKJIaIKOon

— [IPOT'PaMMHEIM BVPYCOM

CozmaBaeMble BHEIWHUM CosnmaBaeMbele aBTOHOMHOM

HapyumTeJeM 3aKJIaIKon

— BPEeIOHOCHOM NpOoI'paMMOM, PaCIpPOCTPaHAKILENCSa 10 CeTu
(ceTeBEIM UEepPBEM)

— IPYTVMM BPEOOHOCHEIMM IIpOoI'paMMaMM, IpelIHa3HAYEHHBIMM IOJ149
ocymecTBJieHusa HCIl (nonmbopa napoJey, yIaJIeHHOT'O IOoCTyIla
u Oop.)

Mo BnAay Hapyllaemoro cBoicTea MHGopMaL MK (BUAY HECAHKLMOHUPOBAHHbIX AeMCTBUIA, ocylecTBAfeMbIX ¢ MOH)

YTpo3E KOHOMOEHUMAJIBHOCTU (yTeuku, epexBaTa, CheMa, | YTPO3El LEJIOCTHOCTHU (YyTPaTH, | | YTPO3E OOCTYIHOCTHU



KONMPOBAHMS, XMUEHMS, pas3IlJlalleHusa) MHbopMaumum | |yHMqToerMH, MOIMOUKALUYU MH@opmauMM| |(6HOKMpOBaHMH) vHOOPMaLN

Mo Tuny UCNJAH, Ha KoTopble HanpasaeHa peanansauma YbNAH

Yrpos3el OesonacHocTu IIIH, Yrpo3el OesonacHocTu I[IJJH, oOpabaTbBaeMbIX Yrpo3el OesonacHocTu IIJJH, obOpabaTeBaeMBIxX
obpabaTeiBaeMex B JCIIIH Ha Oasze APM B VCIIJH Ha 6ase JIOKAJILHOM BHUMCIUTEJILHOU B JCIIIH Ha 6Oa3e pacHnpelesiIeHHBIX
(c nmopgkJioueHMeM M 0es3 MNOOKJIUEeHUS ceTr (C NOIOKJIOUEeHMEM M 0e3 MNOIOKJIUEeHUS MHPOPMALMOHHEIX CUCTEM (C MNOOKJIUEHUEM,
K BBEIUMCJIUTEJILHOM CeTU) K paclpelejieHHOM BHUMCIIMTEJILHOM CeTu 6e3 MOOKJIOUEeHMSI K ceTu oOmeTro IOJIb30BAHMI)

Mo cnocobam peanusaumm YBMNAOH

YTpo3bl ClleuMalibHEIX BO3OEMCTBUM Yrpo3el HCI B MCIIOH YTpo3el yTeuku MHOOpMaLUU
Ha VCIIOH 10 TeXHMUEeCKMM KaHajlaM
F—MEeXaHUYEeCKOT'O BO3NENCTBUA YTPO3E, peajn3yeMee 10 palMoKaHally — (—YTrpo3e yTeuku PU
— C NpMMEeHEeHMEM
IPOTPAaMMHEIX CPeIOCTB
— XMMMYECKOTI'O BO3IOEMCTBUA ONEePaLMOHHOM CUCTEMEBL IO BJIEKTPUUYECKOMY —— [ YTIpPO3H yTeuku BU
KaHaJy
— aKyCTMUYECKOTO BO3IEMCTBUSA YTPO3E, peaamsyeMele YTPO3E yTeuKU
3JIEKTPUYE CKYMM — C IPMMEHEHMEM IO ONTUYECKOMY  [— nHOoOPMaALIMM
— VIMITYJIB CaMM CrielmajyibHO KaHally '— o kxaHajsam [IOMIH
— OMOJIOTMYECKOTO BO3OEMCTBUA paspaboranHoTro IIO
— 2JIEKTPOMa I HNUTHEIMU 10 aKyCTUYECKOMY
— paOMalMoOHHOTO BO3OEMCTBUSA M3ITy4EeHUAMU YTPO3E, peaym3yeMsle (BMOPaALMOHHOMY) [
— C IPUMEHEHMEM KaHaJy
BPEIOHOCHEIX NpOoTrpaMM
— TEPMMUYECKOTO BO3OEMCTBUA — MATHMTHEIM I10JIEM
IO CMellaHHBIM
(HapaMeTqueCKMM)——J
—— 3JIEKTPOMaT'HUTHOT'O KaHaJlaM
BO3IENCTBUA

Mo ncnonb3yemori yasBMMOCTH



C mcrnoJsib30BaHMEM C mcrnoJib30BaHMEM C mcrnoJsib30BaHMEM C mcrnoJib30BaHMEM C mcrnoJsib30BaHMEM C mcrnoJib30BaHMEM C mcrnoJib30BaHUEM
YA3BUMOCTU YA3BUMOCTU YA3BUMOCTH, YA3BUMOCTU YA3BUMOCTM, yAa3BUMOCTEN, yaseumocTeit C3U

cucrteMHoro IIO npuxkjaagHoro II0 BEI3BAHHOM NPOTOKOJIOB CEeTEeBOTO BEI3BAHHOM 00y CIIOBJIMBALIMX

HammureM B AC B3aMMOOENCTBMA HeOoCTaTKaMMn Haaudye TexXHUYECKUX
annapaTHOM ¥ KaHaJIOB Iepelaun opTraHn3alumn KaHaJIOB YyTeuKM
3aKJIaIKU I aHHBIX T3 oT HCIHO rnHbopMaL MM
Mo 06'beKTy BO3A€VICTBMFI
YBIlIH, obpabaTeiBaeMelx Ha APM YBIIH, obpabaTeBaeMbIxX YBIIIH, nepernaBaeMbIxX YTPO3H NPMKJIAOHEIM IpoTpaMMmaM, YTPO3E CUCTEMHOMY
B BHIIEJIEHHBEIX TEeXHNUYECKUX IO cCeTfAM CBA3U NnpenHa3Ha4YeHHEM IJ13 paboTH 110, obecneumpapLUeMy
cpencTBax obpaboTku c IIOH dyHKUMOHMpPOBaHMe JCIIIOH

nHbopmMaumum

— Ha oTuyXIDaeMblXx HOCUTEeJIAX

—Ha BCTPOEHHEIXx HOCUTEJAX
IOJITOBPEMEHHOTO
XpaHeHusa MuHbopMaLum

— Ha npuHTepa, miIorrepax,

rpadponocTpoOnTENAX U T.I.

YBIIIH mnpu nepenaue
CUTHAJIOB IO JIMHMAM
CBA3U

— Ha BBIHOCHEIX TepMMHallax,

MOHMTOpAax, BMUIEOIIPOEKTOpax

—B cpexncreax oOpaboTkKMU U
XPaHeHUS OIepaTUMBHOM
nHOopMaL MM

l— B cpencrBax 3BYKOYCUJIEHUS,

3BYKOBOCIIPOM3BENEHUA

— B cpencrBax (moprax)
BBOIA (BHIBOIA)
nHbopMaLMM

YBIOH npu obpaboTke
IaKeTOoB
B KOMMYHMKAaUMOHHBIX
BJIEeMEeHTax
MHQOPMAaUMOHHO—
TeJIEKOMMYHMKAaLMOHHBIX
cucreM




PucyHok 2. KnaccnduKauma yrpos 6esonacHocTu
nepcoHaNbHbIX AaHHbIX, 06pabaTbiBaemMbIX B MHGOPMALLMOHHbIX
cMcTemax NepcoHasnbHbIX AaHHbIX

Peanunsauma oaHoi n3 YBINH nepeymcieHHbIX KNaccoB UAM X COBOKYMHOCTM MOXET NPUBECTM K
cheayrowym TMNam NocneacTsuit ana cyovekros MNAH:

3HAYMTENIbHbIM HEFAaTUBHbBIM NOCNEACTBUAM nA cy6bekToB MNAH;

HeraTMBHbIM NocneacTBuam ana cyovektos MNAH;

He3HauYUTeNbHbIM HEraTUBHbLIM NOCAeACTBUAM aaa cybbekTos MAH.

Yrpo3bl yTeuykn MAH NO TEXHUYECKMM KaHanam OAHO3HAYHO OMMCHIBAKOTCA XapaKTEPUCTUKAMMU
WCTOYHUKA MHPOPMaLMK, cpeabl (MyTH) pacnpocTpaHeEHNs N NPUEMHMKA MHGOPMATUBHONO CUMrHana, To
€CTb ONpPeaenArTca XapakTePUCTUKaMM TEXHUYECKOTO KaHana yTeukn MAH.

Yrposbl, cBsi3aHHbIE C HECAaHKLUMOHMPOBaHHbIM gocTynom (HCA) (ganee - yrposbl HCA 8 UCTMOH),
NnpeacTaBAsflOTCA B BUAE COBOKYMHOCTU OBOBOLLEHHbIX K/1aCCOB BO3MOMHbIX MCTOYHMKOB yrpo3 HCA,
YS3BUMOCTEN MPOrpaMMHOro M annapatHoro obecneyeHus WUCMOH, cnocoboB peannsaummn yrpos,
0b6beKTOB BO3aencTBMA (HocuTenen 3awmwaemon MHGopmaumm, AMPEKTOpPMEB, KaTasoros, $aiinos c
NAH nnm camux NAH) U BO3MOXKHbIX AECTPYKTUBHbIX AeNCTBUIM. Takoe npeacTaBieHWE ONUCbIBaeTcA
cneayrowen Gpopmann3oBaHHOM 3aNUCHIO:

yrposa HCA: = <WUCTOYHMK Yrposbl>, <yA3BMMOCTb MPOrPaMMHOI0 WAW annapaTHoro
obecneyeHua>, <crnocob peanmsaumm yrposbl>, <OOBEKT BO3AENCTBMA>, <HECAHKUMOHMUPOBAHHbIN

[octyn>.
4. Yrpo3bl yTeYKM MHPOPMALLMM MO TEXHUYECKMM KaHanam

OCHOBHbIMW 3/IeMEHTaMM OMUCAHUSA YTPO3 YTEUYKN MHPOPMALIMM MO TEXHUYECKUM KaHanam (TKYU)
ABNAIOTCA: UCTOYHWMK Yyrpo3bl, cpeda (NyTb) pacnpocTpaHeHua MHGOPMATUBHOIO CUrHaNa U HOCUTENb
3awmwaemoit tHbopmauum.

NCcTOYHMKaMM yrpo3 yTeukn MHPopMaL MM Mo TEXHUYECKMM KaHalam ABAAIOTCA pUsnyeckme nnua,
He nmetowme goctyna K UCMNAH, a Takke 3apybexkHble cneucny»Kbbl MAK opraHMsaumm (B Tom umucie
KOHKYPUpPYIOLME NN TEPPOPUCTUYECKME), KPMMUHANbHbIE FPYMMNUPOBKU, OCYLLECTBAAIOLLME NepexsaT
(cbem) MHOOPMaAUMM C WMCNONL30BAHMEM TEXHUYECKMX CPEACTB €e perncrpauuu, npuema uam
doTorpadupoBaHus.

Cpepa pacnpocTpaHeHuAa WHGOPMATUBHOIO CUrHana - 370 ¢PU3M4YecKasa cpena, MO KOTOPOM
MHPOPMATMBHBIN CUFHAN MOMKET PACNPOCTPAHATLCA U NMPUHUMATLCA (PErMCTPMpPOBATLCA) NPUEMHUKOM.
Cpesa pacnpocTpaHeHWa MOXeT OblTb KaK O4HOPOAHOM (Hanpumep, TONbKO BO3AYLWHOW), TaK U
HEeOAHOPOAHOW 3a CYyeT nepexona CUrHasfa M3 OAHOM cpeapl B Apyryto (Hanpumep, B pesyabTaTe
aKYCTO3/1IeKTPUYECKUX NN BUOPOAKYCTUYECKMX NpeobpasoBaHuit).

Hocutenem MAH asnseTtca nonb3osatenb MCMNAH, ocywecTtBastowmii ronocoson ssog MNAH B
MCNAH, akycTuyeckasa cuctema UCMOH, socnpounssogawas MAH, a Takxe TexHudeckme cpeacrsa NCIAH
n BTCC, co3gaowme pusnyeckme nons, B KOTOPbIX MHPOpPMALMA HAXOLUT CBOE OTpPaKeHue B BUAE
CMMBO/JI0B, 06Pa30B, CUTHANOB, TEXHUYECKMUX PELUEHMI N NPOLECCOB, KOIMYECTBEHHbIX XapaKTepUCTUK
dU3NYECKMX BESINYMH.

Mpwn obpabotke MAH B NCMNH 3a cyeT peanmsaumm TEXHUYECKMX KaHaNoB yTeuykn MHpopmaLlmm
BO3MOHO BO3HWKHOBeHue cneaytowmx YbMAH:

YrpO3 YTEUKM aKyCTUYECKOM (peyeBoin) nHpopmaunu;

Yrpo3 yTeyku BUA0BOM MHbOpMaLmK;

Yyrpo3 yTeuykn nHPopmaLmm No KaHanam NoBOYHbLIX 3NEKTPOMATHUTHBIX U3IYYEHUIH U HABOOOK
(M3MUH).

4.1. Yrposbl yTeuKku akycTuieckolt (peyesoi) uHdopmaumm

BO3HWKHOBEHME Yrpo3 YTEYKM aKyCcTUYecKoW (peyeBoi) WHPOpMauUuK, coaepKalleiics
HenocpeACcTBEHHO B MPOW3HOCUMMOM peun nonb3osaTtena WCMNAH, npu obpabotke NAH B WUCMAOH,



obycnosneHo Hannunem ¢yHKUmMi ronocosoro seoga MAH B8 UCMNAH nnm dyHKUMIA BOCNpOU3BEAEHUSA
NAH akycTuyeckumn cpegcreamm UCMAOH.

MepexBaT aKyCTMYecKon (peyeBoi) MHOOPMaAUMM B  AAHHBIX  C/y4YasX BO3MOMEH C
MCNO/Ib30BaHWEM annapaTypbl, PerncTpupytowen akyctmyeckue (B Bosayxe) n Bubpoakyctmyeckue (B
YyNpyrux cpegax) BOJHbI, @ TaK¥Ke 3/1eKTPOMarHUTHble (B TOM 4MC/ie ONTMYECKME) WU3NyYeHUus U
3NIEeKTPUYECKME CUTHA/bI, MOAYANPOBaHHbIE MHPOPMATUBHBIM aKyCTUYECKMM CUTHANOM, BO3HUKatOWMeE
32 cyeT npeobpas3oBaHUIt B TexHUYECKUX cpeactBax o6bpabotkm [MAH, BTCC © CTpoOUTENbHbIX
KOHCTPYKLMAX U UHKEHEPHO-TEXHNUYECKUX KOMMYHMKaLMAX Nog, BO34eACTBUEM aKyCTUYECKUX BOJIH.

Kpome 3Toro, nepexsart akycTUYecKoi (peuyeBoit) MHPOPMALMM BO3IMOMKEH C MCNO/b30BaHMEM
CNEeUMANbHbIX 3/IEKTPOHHbIX YCTPOMCTB CbeEMA peyeBoirt MHPOPMaLMK, BHEOPEHHbIX B TEXHUYECKME
cpeacTea 06paboTkm MAH, BTCC 1 nomeLeHns nmn NoaKAOMEHHbIX K KaHaNam CBA3M.

Yrposbl 6e3onacHoctM [[H, cBA3aHHble C MNEepPexBaTOM aKyCTMYEeCKOM WHpopmauumn ¢
MCNO/Ib30BaHNEM CMEeLNaNbHbIX 3/1EKTPOHHbIX YCTPOMUCTB CbeMa peyeBoit nHpopmaumu ("3aknasouHbIx
ycTpolicTB"), onpeaenarnTca B COOTBETCTBUM C HOPMATUBHbIMKM AOKyMeHTaMun degepanbHOM CyKobl
6e3onacHocTM Poccuiickoit depepaumm B yCTAaHOBAEHHOM €0 NOpsAKe.

MepexBaT aKyCcTUYECKo (peyeBoi) MHGOPMALMKN MOMKET BECTUCH:

CTaUMOHApHOM annapaTypoi, pasmMelaemolrt B OAM3NENKAWMUX CTPoeHMAX (34aHuAx) ¢
HEKOHTPOIMPYEMbIM NpebblBaHMEM MOCTOPOHHUX /IULL;

NMOPTAaTUBHOM  BO3MMOM  annapaTypoW, pasMellaemMoir B  TPAHCMOPTHbIX  CPeAcTBaXx,
OCYLLECTBAAOWMNX ABUNKEHNE BOAN3U CAYKEDOHBIX MOMELLEHUIA UAWU NPU UX NAPKOBKE PAAOM C STUMM
NnomeLLeHUsMuU;

NopTaTUBHOM HOCMMOWM annmapatypor - GUIMYECKUMMU ANLAMM MPU UX HEKOHTPOSIMPYEMOM
npebbiBaHUN B CNYXKEOHbIX NOMELLEHMAX UM B HENOCPEACTBEHHON 6AN30CTUN OT HUX;

aBTOHOMHOM aBTOMaTUYECKOWN amnmnapaTypoi, CKPbITHO YCTaHaBAMBAEMON GUBNYECKMMU ANLAMMU
HEMNoOCPeACTBEHHO B CYXKeOHbIX NOMELLEHUAX UM B HENOCPEACTBEHHOM B1M30CTU OT HUX.

4.2. Yrpo3bl yTe4YKn BULO0BOI MHOPMaLUK

Yrposbl yTeYKM BWUA0BOM WMHPOPMaUMKM peanusyloTca 3a cyeT npocmoTtpa MOH ¢ nomoublo
onTUYEcKMX (ONTUKOINEKTPOHHbIX) CPeACTB C 3KPaHOB AMUCNAEEB U APYrMX CPeacTB oTobparkeHus
CPeacTB BbIYUCAUTENBHON TEXHUKU, MHPOPMALMOHHO-BbIYUCAUTENbHBIX KOMMIEKCOB, TEXHUYECKMX
cpeacte ob6paboTkM rpaduueckoit, Buageo- n bykBeHHo-UMdpoBOIM MHOOPMaLUM, BXOAALWMX B COCTAB
NCNAH.

Kpome 3Toro, npocmoTp (pernctpaums) MNOH BO3MOMEH C WCMNOJIb30BaHMEM cheuuanbHbIX
3/IEKTPOHHbIX YCTPONCTB CbeMa, BHEAPEHHbIX B C/YXKEOHbIX MOMELLEHMAX WU CKPbITHO MCNONb3YEeMbIX
dUBNYECKMMU TNLAMM NPU NOCELLEHUN UMW CNYHKEDHbIX MOMELLEHUN.

Yrposbl 6e3sonacHoctn MOH, cBA3aHHble C UX MepexBaToOM MNpPU MCNONAb30BaHMK CheumanbHbIX
3/IEKTPOHHbIX YCTPOWCTB Cbema BWUAOBOW WHPopMauun (BMAEO3aKNAAO0K), ONpedensalTcs B
COOTBETCTBUM C HOPMATUBHbIM AOKyMeHTamu PepepanbHoit cnykbbl 6esonacHocTn Poccuinckoit
depnepaunn B yCTaHOBNIEHHOM €10 NOpPAAKE.

HeobxoaMmbiM YCNIOBMEM OCYLLECTBAEHMSA npocmoTpa (peructpaumn) NAOH aBaAeTca Haauvuue
NPAMOW BUAUMOCTM MEXAY CPeACTBOM HabntoaeHusa n Hocutenem MAH.

MNepexsat MNAH MOXeT BECTUCH:

CTaUMOHapHOM annapaTypoi, pasmellaemMon B OAM3NENKaWMX CTPoeHusax (3gaHuaAx) c
HEKOHTPOIMPYEMbIM NpebbiBaHNEM MOCTOPOHHMUX /INLL;

NopTaTMBHOM  BO3MMOW  annapaTypoi, pasMelLaemMon B TPAHCNOPTHbIX  CPeacTBax,
OCYLLECTBAAIOWMX ABUNKEHNE BOIM3U CAYKEOHbIX MOMELLEHUIA AN NMPU UX NAPKOBKE PALOM C 3TUMMU
nomMeLLeHUsMMU;

NOpPTaTUBHOM HOCMMOWM annapaTypor - GUIMYECKMMU ANLAMU MPU UX HEKOHTPOUPYEMOM
npebbiBaHUN B CNYKEOHbIX MOMELLLEHUAX U B HENOCPEACTBEHHOM 6/1M30CTU OT HUX.

MNepexsaT (npocmotp) MNAH MOMKET OCYLWEeCTBAATbCA MOCTOPOHHMMM JIMLUAMU  NYyTEM WX
HenocpeCTBEHHOro HabNlAeHUA B CNYKEeOHbIX NomelleHUax Mbo ¢ paccToAHUA NPAMON BUAMMOCTU
ns-3a npeaenos UCMAH c MCNONb30BaHUEM ONTUUYECKUX (ONTUKO3EKTPOHHbIX) CPEACTB.



4.3. Yrposbl yTeuku nHpopmaumm no KaHanam noboUHbIX
3N1EeKTPOMArHUTHbIX M3YYEeHUI M HaBOAOK

Bo3sHuKHOBeHMe yrpo3bl MAH no KaHanam NMIMUMH BO3MOXKHO 3a cyeT nepexBaTa TeEXHUYECKUMMU
cpeacTBamM NoBOYHbIX (He CBA3aHHbIX C NPAMbIM GYHKUMOHANAbHbIM 3HaYeHMemM anemeHToB UCMAH)
MHGOPMATUBHbLIX 3/1EKTPOMAFHUTHbIX NONEN U INEKTPUYECKMX CUTHANOB, BO3HMKatOLWMX Npn obpaboTke
NA texHunyecknmu cpeactsamm NCMAOH.

leHepauua wuHbopmaunn, cogepxkawen MNAH U UMPKYAUPYIOWEN B TEXHUYECKMX CPeacTBax
MCMNAH B BUAE 3NeKTpHUYECKMX MHGOPMATUBHbIX CUTHAI0B, 06paboTKa M nepesaya yKasaHHbIX CUTHA/I0B
B J/IEKTPUYECKMX  UenAx  TexHuyeckmx  cpeacte  WUCMOH  conpoBoXKaaetcA  NoBGOYHbIMM
SNEKTPOMArHUTHbIMMU  U3/IYH4EHUAMM, KOTOPbIE MOTYT PACMNPOCTPAHATLCA 3a Mpefesbl CAYKebHbIX
NOMELLEHWNI B 3aBUCMMOCTN OT MOLLLHOCTM MU3Ny4YeHU 1 pasmepoB UCMOH.

Pernctpauma N3IMUH ocywecTBnAeTca C UeNbio nepexsaTta MHGOPMALUMKM, LUUPKYIUPYIOLWLEN B
TEXHUYECKMX CcpeacTBax, obpabatbiBatowmx MNOH (B cpeacTBax  BbIMUC/UTENLHOM  TEXHUKM,
MHOOPMALNOHHO-BBIYUC/IUTENBHBIX KOMMJ/IEKCAX M CEeTAX, CPeACcTBax M cMCTemMax nepegayv, npuema u
obpaboTkm [MAH, B TOM uucne B CPeACTBAX W CUCTEMAX 3BYKO3AMUCKM, 3BYKOYCWUIEHUS,
3BYKOBOCMNPOM3BEAEHWUA, MEPErOBOPHbLIX W TENEBU3MOHHbIX YCTPOWCTBAX, CPenCcTBax W3roTOB/EHMA,
TUPAXKMPOBAHUA AOKYMEHTOB M APYIUX TEXHUUECKMX CpeacTBax 0b6paboTKM peyeBon, rpaduyeckoi,
BMAEO- N BYKBEHHO-UMPPOBOW MHPOpMaLmK).

Ona peructpaumm NMIMUH mcnonb3yeTtca annapaTypa B COCTaBe PafMONPUEMHBIX YCTPOMUCTB U
OKOHEYHbIX YCTPOWMCTB BOCCTaHOBAEHUA MHGOPMALUUMN.

Kpome 3t10ro, nepexsaT M3MWH BO3MOXEH C WCMNOJ/Ib30BAaHUEM 3/IEKTPOHHbIX YCTPOWCTB
nepexsata MHGOPMALMKN, NOAKNOYEHHBIX K KaHasnam CBA3M WM TEXHUYECKMM cpeacTBaM 06paboTku
NnAaH.

Perncrtpaumna NMIMHWH moxeT BECTUCb C UCNO/Ib30BaHMEM annapaTypbl CeLyoWnX BU40B:

CTaUMOHaApHOW annapaTypoi, pa3mellaemoil B OBAM3NEKaAWMX CTPoeHusaxX (3aaHuaAx) ¢
HEKOHTPOIMPYEMbIM NPebbiBAaHMEM NOCTOPOHHUX /INLL;

NnopTaTMBHOM  BO3MMOM  anmapaTypbl, pasmel,aeMolM B  TPAHCMOPTHbIX  CPeacTBax,
OCYLLECTBAAIOWMX ABUNKEHNE BOIM3U CAYKEOHbIX MOMELLEHUIA UKW NMPU UX NAPKOBKE PALOM C 3TUMMU
nomeLLeHnaAMu;

NMOPTATUBHOM HOCMMOW annapaTypon - GU3NYECKMMU NNLAMM B HENOCPEACTBEHHOM 6M30CTM OT
ncnam;

ABTOHOMHOWM aBTOMATMYECKOM annapaTypomn, CKPbITHO yCTaHaBAMBAaEMOM GU3NYECKMMU ANLAMN B
HenocpeacTBeHHoW 6amsoctn oT UCMNAOH.

KaHanbl yTeukn nHpopmaumm, obyciosieHHble HaBoAKaMM, 06pa3yoTcA 33 CHET COeAUHUTENbHbIX
NNHUIM TexHudeckmx cpeacts MCNAH u BTCC M NOCTOPOHHMX MPOBOAHWMKOB (B TOM uucne uenewn
3NEKTPONUTAHUA N 3a3eMNEHNSA).

HaBoaoKM 3neKTPOMArHUTHbIX W3y4eHUn TexHuudeckux cpeacts WCMNAH BO3HMKAT npu
U3/ly4eHUM 3NeMeHTamu TexHudeckmux cpencts UCMNAH MHPOPMATUBHBIX CUFHANOB MNPU  HANMYUK
€MKOCTHOM, MHOYKTUBHOWM WAWN raNbBaHUYECKOMN CBA3EN COEAUHUTENbHbIX IMHUIN TEXHUYECKUX CPeacTB
NCNAH, nnHnit BTCC M NOCTOPOHHUX NMPOBOAHUKOB. B pe3ynbTaTe Ha CydYalHbIX aHTeHHax (uensx BTCC
WA NOCTOPOHHUX NPOBOAHMKAX) HAaBOAUTCA MHPOPMATUBHBIN CUTHA.

MpoxoxaeHne MHPOPMATUBHBLIX CUTHAMIOB B LEMNW SNEKTPOMUTAHUA BO3MOMKHO MPU HaAUuMK
€MKOCTHOW, UHAYKTUBHOM MAWN rafibBaHUYECKOM CBA3M UCTOYHUKA MHPOPMATUBHBIX CUTHAMOB B COCTaBe
TexHu4eckumx cpencts UCMNAOH 1 uenen nuTaHma.

MpoxoxaeHne WHGOPMATUBHbBIX CUFHANOB B LENUM 3a3emieHuAa OOYyCN0BAEHO Haauumem
€MKOCTHOM, NHAYKTUBHOM MW rafibBaHUYECKON CBA3M MCTOYHMKA MHPOPMATUBHBIX CUTHAN0B B COCTaBe
annapatypbl TCMU 1 uenei 3asemneHuns.

[na cbema nHpopmaLMm ¢ NPOBOAHbIX IMHUIA MOTYT UCMOAb30BaTbCA:

CpencTBa CbeMa CUMHANO0B, COAEPIKALLMX 3alLMLLAEMY0 MHPOPMALMIO, C Ueneih TEXHUYECKMX
cpeacte UCNAH n BTCC, NnHMIA CBA3KM W Nepedayu [aHHbIX, BbIXOAAWMX 33 Npeaenbl CAyKebHbix
NnomeLLeHWNI (3KBUBANEHTbI CETU, TOKOBbIE TPAaHCPOPMATOPbI, MPOBHUKM);

CcpencTBa cbeMa HaBeAeHHbIX MHOOPMATUBHbBIX CUTHANOB C LLeNen 31eKTponuTaHus;

CcpencTBa cbema HaBeAeHHbIX MHGOPMATMBHbBIX CUTHAJIOB C LWMH 3a3eMJ/IEHNS;



cpeacTBa Cbema HaBeAeHHbIX WHGOPMATMBHbLIX CUTHANOB C MNPOBOAAWMX WHMKEHEePHbIX
KOMMYHUKaLLWIA.

[Ons BONOKOHHO-OMNTUYECKOW CUCTEMbI Nepeaayn AaHHbIX YrPO30M yTeUuKM MHbopMaLun aBaseTca
YyTeYKa ONTUYECKOro U3/y4YeHUs, codepKallero 3awumuaemyo MHbopmaumio, ¢ 6OKOBOM NOBEPXHOCTU
ONTUYECKOro BOJIOKHA.

MoaBneHMe HOBbIX KaHA/NoB CBA3M - COTOBOM CBA3U, NENAMKMHIOBLIX COODLLEHWNM, CNYTHUKOBBIX U
6ecnpoBOAHbIX ceTel nepefadn AaHHbIX - MPUBEIO K PasBUTUIO CMELMANIM3UPOBAHHBLIX CUCTEM U
CPeACTB KOHTpPO/A M nepexsata WHPOPMaALUM, OPUEHTUPOBAHHBLIX HA WCNOJIb3yeMble B HUX
MHPOPMALMOHHbIE TEXHONOTMN, B TOM YMC/IE CPEACTB:

nepexsaTa NenaXXMHroBbIX COOOLLEHMI N COTOBOM CBA3MK;

nepexesaTta MHGOPMALUMM B KaHaNaX Nepenayn AaHHbIX BbIYMCAUTE/bHBIX CETEMN.

5. Yrpo3sbl HeCaHKUMOHMPOBAHHOTO AOCTyNa K MHPopMaumm
B MIHOOPMALLMOHHOW CUCTEME NEePCOHabHbIX AaHHbIX

Yrposbl HCA B8 UCIAH ¢ npumeHeHMem NpOrpaMMmMHbIX M MNPOrpamMmmHO-annapaTHbIX CpeacTs
peanusyoTca Npu ocyWwecTBAEHUU HECAHKUMOHWPOBAHHOINO, B TOM 4MCAe C/Ay4aHOro, AOCTyna, B
pe3ynbTaTe  KOTOPOro  OCYW,ECTBAAETCA  HapyweHue  KOHOMAEHLMANbHOCTM  (KONWPOBAHWE,
HeCaHKLUMOHNPOBAHHOE PACMPOCTPAHEHME), LLENOCTHOCTU (YHUUTONXKEHUE, USMEHEHWE) U [OCTYNHOCTU
(6nokunposaHue) NAH, 1 BKAKOYAOT B cebs:

yrposbl Aoctyna (MPOHMKHOBEHMA) B OMEPaLMOHHYIO cpedy KOMMbITEpa C UCMNOJIb30BaHUEM
LUTAaTHOrO NPOrpaMmMHOro obecneyeHus (cpeacTs onepaLMoOHHOM CUCTEMBI UK NPUKNALHBIX NPOrPamMm
06LLero NnpMMeHeHus);

Yyrpo3bl CO34aHMA HEWTATHbIX PeMMoB pPaboTbl NPOrpaMmmHbIX (NPOrpamMmHo-annapaTHbIX)
CpeACcTB 33 CYET npedaHaMepeHHbIX  M3MEHEHWUM  CAYXKEOHbIX  AaHHbIX, WUrHOPUPOBAHUSA
NPeaycCMOTPEHHbIX B LUTATHbIX YCAOBUAX OrPAHUYEHUIA Ha COCTaB U XapaKTepUCTUKM obpabaTbiBaemon
MHbOPMaLUMK, UCKaKeHUA (MogMdUKauMmn) CamMmnx JaHHbIX U T.M.;

Yrpo3bl BHeAPEHUs BPeA0HOCHbIX MPOrpaMmm (MporpaMmmHO-mMaTeMaTUYECKOro BO34encTems).

CoctaB anemeHTOB onucaHma yrpos HC k nHpopmaumm 8 UCMNAH npuBeseH Ha pUcyHKe 3.

Kpome 3Toro, BO3MOXHbl KOMOWHMPOBaHHbIE Yrpo3bl, NpeacTaBaAolWMe cobOM codyeTaHue
yKa3aHHbIX yrpo3. Hanpumep, 3a cHeT BHeAPEHUS BPeAOHOCHbIX NPOrpaMmm MOryT CO34aBaTbCA YCNOBUA
ana HCL B onepaunoHHyto cpegy KOMnbioTepa, B TOM Ynucae nytem GopmuMpoBaHUA HETPALMULMOHHbIX
MHPOPMAUMOHHbIX KaHaNoB AoCTyna.

Yrpo3bl goctyna (NPOHWKHOBEHUA) B onepauumoHHyto cpeay MCMAH ¢ ucnonb3oBaHWEM LWITATHOTO
NPOrpaMmMHOro obecneyeHunn pPasaensalTca Ha yrposbl HEMNOCPEACTBEHHOrO M yAaneHHOro [ocTyna.
Yrpo3bl HenocpeaCTBEHHONO AOCTYNa OCYLLECTBAAIOTCA C  WMCMNOJIb30BAaHMEM NPOrPaMMHbIX U
nporpaMmHo-annapaTHbiX CPeACcTB BBOAa/BblBOAA KOMMbiOTEpa. Yrposbl YyAaneHHOro A0CTyna
peannsyoTca ¢ UCNOb30BAHWEM MPOTOKOJIOB CETEBOrO B3aMMOAENCTBUA.

3Tn yrposbl peanusytotca oTHocutenbHo UCMAH Kak Ha 6a3e aBTOMaTM3MpoOBAHHOrO pabouero
MEeCTa, He BK/IIOYEHHOrO B CETM CBA3M OOLWLEro No/sb30BaHMA, TaK U NPUMEHUTENbHO Ko Bcem UCIMAH,
MMEIOLWMM MOAKNIOYEHME K CETAM CBA3M OOLLero MOJb30BaHWA U CETAM  MeXAYyHapoAHOro
MHPOPMALMOHHOTO 06MeHa.

OnucaHue yrpos goctyna (MPOHMKHOBEHMS) B OMEPALMOHHYIO cpeay KomnbioTepa ¢opmanbHO
MOKeT BbITb NPeaCcTaBAEHO ceaytowmm obpasom:

yrposa HCO B WUCMOH: = <UCTOYHWK yrposbl>, <yAssumocTtb MCMAH>, <cnocob peanusauuu
Yyrpo3bi>, <O6bEKT BO34ENCTBUA (Mporpamma, NpoTOKO/, AaHHbIE U Ap.)>, <AECTPYKTUBHOE AeicTeume>.
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PucyHok 3. dnemeHTbl onucanua yrpo3 HCA k nndopmaumm 8 UCNAH

Yrposbl C€O34aHMA HEWTaTHbIX PEeXMMOB PaboTbl MPOrpammHbIX (NPOrpaMmHOo-anmnapaTHbIX)
cpeacts - 310 yrpo3sbl "OTKasa B obcnyxkmBaHuM'. Kak npaBuno, AaHHble Yrpo3bl paccmaTpuBatoTcs
npumeHutenbHo K UCMAOH Ha 6a3e foKanbHbIX U pacnpeneneHHbiXx MHGOPMALMOHHBIX CUCTEM BHE
3aBMCUMOCTM OT NOAK/OYEHMSA MHPOPMaLMOHHOIO obmeHa. Ux peanmsauma obycnosieHa TeM, YTo Mpu
pa3paboTKe CUCTEMHOTO WM MPUKNALHOIO NPOrPaMMHOro obecrneyeHus He YyY4MTbIBAETCA BO3MOMXKHOCTb
npeaHamMepeHHbIX AEACTBUIM MO LefeHanpaBieHHOMY U3MEHEHWIO:

coaepKaHua cny*kebHol MHPopmaLumm B NakeTax coobLLeHUI, nepeaaBaembIX Mo CETH;

ycnosuii 06paboTKM AaHHbIX (Hanpumep, UrHOPUPOBAHME OFPaAHUYEHUM Ha AJIMHY NaKeTa
coobueHns);

dopmaToB NpeacTaBAEHNA AAHHBIX (C HECOOTBETCTBMEM M3MEHEHHbIX GOPMATOB, YCTAHOBNEHHbIX
Ans 06paboTKM MO NPOTOKO/IaM CEeTEBOrO B3aMMOAENCTBMA);

nporpammHoro obecrneyeHmn o6paboTKM AAHHbIX.

B pesynbrate peanusaumn yrpos "OTKasa B 06CyKMBaHMK" npomcxoanT nepenonHeHme bydepos
N 6noKupoBaHWe npoueayp o6paboTkM, "saumknuBaHue" npoueayp o6paboTkM M "3aBucaHue"
KOMNblOTepa, OTOpacbiBaHME MaKeTOB COOOLWEHU U ap. OnucaHMe Takux yrpo3 GpopmasbHO MOXKET
6bITb NPeACTaBAEHO CAeaAyOWUM 06pa3oM:

yrpo3a "OTkasa B 06cayuBaHUKM": = <UCTOYHMK Yrposbl>, <ys3BumocTb WMCMOH>, <cnocob
peanusaumm yrposbl>, <obbekT Bo3aencteua (HocuTenb [MJH)>, <HENoCpPeaCTBEHHbIM pe3yabTaT
peanusaunmn yrposbl (nepenonHeHme bydpepa, 6i1oKnMpoBaHMe npoueaypbl 06paboTku, "3aumnknmsaHmne"
06paboTKM 1 T.M.)>.

Yrposbl BHeApPeHWs BPefoHOCHbIX MNporpamm (NpPorpaMmHO-mMaTEMATUYECKOro BO3AenCTBUA)
HeuenecoobpasHo oONucbiBaTb C TOM e [AEeTasibHOCTblO, YTO W BbllUeyKa3aHHble yrposbl. 3TO
obycnoBneHoO Tem, 4YTO, BO-NEPBbIX, KOJMYECTBO BPEAOHOCHbIX MPOrPaMM CEFrOAHA YXKe 3HauYUTesIbHO
NpeBbILAET CTO ThbicAY. BO-BTOPbIX, MPM OpraHM3aumMm 3awwmTbl MHGOPMaLMKM HA MPAKTMKE, KaK NPaBuso,
[OCTaTOYHO /INWb 3HATb KNAacC BPeOHOCHOW MporpamMmmbl, CNOcobbl U NOCNeACTBUA OT ee BHeApeHUs
(MHPUUMpOBaHMA). B cBA3M C 3TMM Yyrposbl MporpammHo-maTemaTuyeckoro Bosgencteusa (MMB)
dopmanbHO MoryT BbITb NPeAcTaB/aeHbl CeayoWmm obpasom:

yrposa NVIB B UCMOH: = <Knacc BpegoHOCHOW Mporpammbl (C yKasaHMeEM cpedbl 0buTaHus)>,
<MCTOYHMK Yrposbl (HOCUTENb BPEAOHOCHOM MNPOrpamMmbl)>, <Cnocob WHPUUMPOBAHMA>, <OOBEKT
BO34elcTBMA (3arpy30uHbliii cektop, Gpaiin un T.n.)>, <onncaHMe BO3MOMKHbIX AECTPYKTUBHbIX AEeNCTBUIK>,
<pononHuTenbHas  MHopmauus 06  yrpose  (pesMAEeHTHOCTb, CKOPOCTb  PACMpPOCTPAHEHMUS,
NoAMMOPGUYHOCTb M Ap.)>.

Huxke paeTca o6was XapaKTepuCTUMKA MCTOYHWMKOB yrpo3 6esonacHocT  MH$opmaumm,
YA3BMMOCTEMN, KOTOpble MOryT 6biTb MCNO/Ib30BaHbl NpM peanusauum yrpo3 HCL, M xapaKTepucTuKa
pe3ynbTaToB  HECAHKUMOHMPOBAHHOrO WAM  C/AYyYalHOro  AocCTyna. XapaKTepucTuka cnocobos
peanusaumnmn yrpos gaetca Npu ONMCaHWUM yrpo3 AocTyna (NPOHWKHOBEHWA) B OMEpPaLMOHHY0 cpeay
KOMMbOTEpa, Yrpo3 0TKasa B o6cnyxusaHum u yrpos NMVIB.

5.1. O6uwan xapaKTepPUCTUKA NCTOYHNKOB Yrpo3
HECaHKUMOHMPOBAHHOIO A0CTyNa B MHPOPMALMOHHON cucTeme
nepcoHanbHbIX AaHHbIX

NcToyHuKamum yrpos HCA 8 UCTMH moryT 6bITb:

HapyLuTens;

HOCUTE/Ib BPEAOHOCHOM NPOrpaMmmbl;

annapaTtHas 3aknagka.

Yrpo3bl 6esonacHocTv MAH, cBA3aHHble C BHEAPEHMEM annapaTHbIX 3aKNa4oK, ONpeaensatoTca B
COOTBETCTBUM C HOPMATMBHbIMU AOKYMeHTamu PegepanbHol cnyKbbl HesonacHoctu Poccuiickolt
depepaunu B yCTaHOBNEHHOM et0 NOpASKe.

Mo HannuMio nNpasa NOCTOSHHOTO M/IM Pa30BOro A0CTyna B KOHTpoJsmMpyemyto 30Hy (K3) NCNAOH
HapyLwuTenn noapasaensarnTca Ha ABa TMna:



HapywuTenu, He umetowme goctyna K UCMNAH, peannsyolme yrposbl U3 BHELHUX CETEN CBA3M
oblLero nosb3oBaHMA WU (MNKM) ceTer MeXAyHapoAHOro WMHPOPMAUMOHHOrO OobmeHa, - BHELHWe
Hapywutenu;

HapywuTenu, umetowme goctyn K UCMAH, BKAtodaa nonb3osatener UCMNAH, peanusyowme
yrposbl HenocpeactseHHO B UCTMOH, - BHyTPEHHUE HapyLWnTenu.

BHeWHMMM HapywMTenamm moryT bbiTb:

pa3BeablBaTeNbHblE CYXKObI rOCYyAapCTB.;

KPUMUWHaNbHbIE CTPYKTYpbI;

KOHKYPEHTbI (KOHKYpUPYHOLLME OpraHn3aLmm);

Hea06poCcoBECTHbIE NAPTHEPSI;

BHELWHUe cybbeKTbl (pusmyeckne nuua).

BHeLWHW HapywnTenb UMeeT caeaytowme BO3MOXKHOCTH:

OCYLLECTBNATb HECAHKLMOHMPOBAHHbLIA AOCTYN K KaHa/faM CBA3W, BbIXOAALWMM 3a Npeaenbl
CNyKebHbIX NOMELLEHWN;

OCYLLECTBNATb HECAHKLUMOHUPOBAHHbIM [0CTYN 4Yepe3 aBTOMaTM3MPOBAHHble paboune MmecTa,
NOAKNIOYEHHbIE K CeTAM CBA3M OOLEro noNAb30BaHUA W (MAM) CETAM  MeXAYHapOLHOro
MHPOPMALNOHHOTO 0OMEH];

OCYLLEeCTBNATb HECAHKLMOHMPOBAHHbIN AOCTYN K MHPOPMALMK C UCNONb30BaHUEM CheLManbHbIX
NPOrpamMmMHbIX BO34EWCTBMMA MOCPEACTBOM MPOrPaMMHBIX BUPYCOB, BPELOHOCHbLIX MNPOrpamm,
aNropUTMUYECKUX UM NPOrPamMMHbIX 3aKNa[0K;

OCYLLECTB/IATb  HECAHKUMOHMPOBAHHbLIA  AOCTYyNn  4Yepe3  3/1eMeHTbl  MHPOPMALMOHHOM
nHopacTpyktypbl WUCM[AH, KoTOpble B NpPOLECCe CBOEro XW3HEHHOro UuKaa (MoaepHu3auuuy,
COMPOBOXKAEHMWA, PEMOHTA, YTUIM3aLUMN) OKa3bIBalOTCA 33 NPeAes1aMn KOHTPOJIMPYEMOW 30Hbl;

OCYLLECTBNIATb  HECAHKUMOHMPOBAHHbLIA  AocTyn  4yepe3s  MHPOPMALMOHHbIE  CUCTEMDI
B3aMMOLENCTBYIOLLNX BEAOMCTB, OPraHU3aLLmMin 1 yuperKaeHuin npu nx nograoveHmm K UCNAx.

BO3MOKHOCTM BHYTPEHHEro HapyLluTena cywecTBeHHbIM 06pasom 3aBUCAT OT AENCTBYHOWMX B
npegenax KOHTPONMPYEMOM 30HblI PEXMMHbBIX U OPraHM3aUNOHHO-TEXHUYECKUX MepP 3alUUTbl, B TOM
ymncae no Jonycky ¢pmsmdecknx auu K NAH 1 KOHTPoAto NopsaKka nposeaeHNa paborT.

BHyTpeHHME MOTEHUMANbHbIE HAPYWMWTENM NOAPA3AENAOTCA Ha BOCEMb KaTeropuh B
3aBMCMMOCTM OT cnocoba AocTyna M NoJIHOMOYMI goctyna K MNAH.

K nepBoi KaTeropmm OTHOCATCA /iMLA, UMEIOLWMNE CaHKLUMOHMpPOBaHHbIM goctyn K UCMNAH, HO He
umetowme goctyna K MAOH. K 3TOomMy Tuny HapywuTenei OTHOCATCA [AO/IKHOCTHblE /iMUa,
obecneunBaroLme HopmanbHoe GyHKUMOHNpoBaHme UCTOH.

JInuo 3TOM KaTeropmm MoxerT:

MMeTb AO0CTyn K ¢parmeHTam uHPopmaumm, cogepkawen MAH M pacnpocTpaHAloLWwenca no
BHYTPEHHMM KaHanam ceAsu UCMOH;

pacnonaraTe ¢parmeHTamm UHbopmauumn o Tonosormm WCMNOH (KOMMYHWMKAUMOHHOW YacTu
noaceTn) n 06 NCNoNb3yeMbIX KOMMYHUKaLMOHHbBIX MPOTOKOIAX U UX CEPBUCAX;

pacnonaraTb MMEHaMM U BECTU BblAB/IEHME NAapPOIeN 3apPerncTPUPOBaHHbIX NOJIb30BaTENEN;

N3MEHATb KOHGUrypaLumio TexHnyeckmx cpeacts NCMNAH, BHOCUTb B Hee NporpammHo-annapaTHble
3aKNagKkM n obecneumBatb CbemM MHPOPMaLMKU, WCMNOAb3YA HENoCcpeACTBEHHOE MNOAKAoYeHMe K
TexHuyecknum cpeacrsam UCMAH.

Ko BTOpOW KaTeropmm oTHOCATCS 3aperncTpmMpoBaHHble nosb3osatenn UCMOH, ocywecTeasowme
OrpaHuYeHHbIn goctyn K pecypcam NCMNAH ¢ paboyero mecra.

Jlnuyo aTol Kateropuu:

obn1afaeT BCeMn BO3MOXKHOCTAMM JINL, MePBOI KaTeropuu;

3HaeT, N0 MeHbLUel Mepe, 04HO NerasbHOe UMA A0CTYNa;

obnagaetr Bcemu HeobxogumbiMM aTpubyTamu (Hanpumep, naposem), obecneymBatoWMmM
[OCTYyN K HeKoTopomy nogmHoxkectsy MNAH;

pacnonaraet KOHPUAEHUMANBHBIMU AAaHHBIMU, K KOTOPbIM UMEET AOCTY.

Ero poctyn, ayTeHTMdMKALMA M NpaBa No AOCTyny K HEKOTOpPOMy noAamHoxKecTBy MAH A0AXKHbI
pernameHTMpPOBaTbCA COOTBETCTBYOLLMMMN NPaBMUAAMKN pasrpaHUYeHmns 40CTyna.

K TpeTbel KaTeropuMm OTHOCATCA 3aperncTpmpoBaHHble nonbsosatenn UCMAOH, ocywecTeaaome
yAaneHHbl goctyn K NMAH no nokanbHbIM 1 (MAK) pacnpeseneHHbIM MHGOPMALMOHHBIM CUCTEMAM.



Jlnuo 3Tol KaTeropum:

obnapaeT BCeMU BO3MOMKHOCTAMM /1L, NEPBOI U BTOPOWN KaTeropum;

pacnonaraet uHpopmaumei o Tononorunm UCMNAH Ha 6ase nokanbHOU U (MnK) pacnpeaeneHHom
MHGOPMALNOHHOM CUCTEMDbI, YEPE3 KOTOPYIO OCYLLECTBAAETCA AOCTYN, N O COCTaBE TEXHUYECKUX CPELCTB
MCNAH;

MMeeT BO3MOXHOCTb MNpAMoro (¢usmyeckoro) AocTyna K ¢parmeHTam TeXHUYECKMX CpencTs
NCNAH.

K yeTBepTOlM KaTeropmMm OTHOCATCA 3apPerncTpupoBaHHble noab3osatenn UCMAH ¢ nonHomouYmMaAMHM
agMUHUCTpaTopa 6e3onacHocTu cermeHTa (pparmenTa) UCMNAOH.

Jlnuyo aTol Kateropuu:

obnafaeT BCeMM BO3MOXKHOCTAMM UL, MPeAblayLLIMX KaTeropuii;

obnasaet nonHon mMHGopmaLMen O CUCTEMHOM M MPUKAALHOM NPOrpamMmMHOM obecrneveHum,
ncnosb3yemMom B cermeHTe (pparmerTte) UCMOH;

obnajaetr nosHo uHPoOpMauMen O TEXHUYECKUX CcpeacTBax WM KOHOUrypaumm cermeHTa
(dparmenTa) NCNAH;

MMeeT A0CTYN K CpeAcTBaM 3awmTbl MHGOPMALMKN U MPOTOKOAMPOBAHUSA, A TaKKe K OTAENbHbIM
3/IeMeHTaMm, UCcrnonbayembiM B cermeHTe (pparmenTte) UCMOH;

MMeeT A,0CTyN KO BCeEM TEXHUYECKUM cpeacTBam cermeHTa (parmeHTa) UCMAH;

obnafaetr npaBamum  KOHOUIYPUPOBAHUA W ALAMMHUCTPATUBHOM  HACTPOMKU  HEKOTOPOro
NOAMHOECTBA TEXHUYECKUX CPeacTB cermeHTa (pparmenta) NUCMNOH.

K naToi KaTeropmmn oTHOCATCA 3apPerncTPUPOBaHHbIE NO/b30BATENN C MOSTHOMOYNAMM CUCTEMHOTO
aamuHuctpatopa UCMNAH.

Nnuo aTol KaTteropuu:

obnagaeT BcemMM BO3MOXKHOCTAMM MWL, NPeablayLLMX KaTeropuii;

obnagaet nosHo MHPoOpmauMen O CUCTEMHOM M MPUKAALHOM MPOrpaMmMHOM obecneyvyeHum
NCnam;

obnapaet nosnHoOM MHPOpMaLMel 0 TEXHUYECKMX cpeacTBax U KoHourypaumm UCNOH;

MMEET A0CTYN KO BCEM TEXHUYECKUM cpeacTBam 06paboTkm nHpopmaumm 1 gaHHbim UCMOH;

obnapaeTt npaBamu KOHOUIYPUPOBAHUA U aAMUHUCTPATUBHOMN HACTPOMKM TEXHUYECKUX CPeacTB
ncnan.

CUCTEMHbI  aAMUHUCTPATOP BbLIMNONHAET KOHOUIYpUpPOBaHME M YMpaBAeHME MPOrpPaMMHbIM
obecneyeHnem (MN0O) n obopyaoBaHWem, BKAOYas obopyaoBaHMe, oTBeyvatouwlee 3a 6He30macHoOCTb
3awmiLaemoro obbekTa: cpencTtBa  Kpuntorpaduuyeckon 3awmTbl  MHOOPMAUMKM, MOHMUTOPUHIA,
perucTpauum, apxmeaumm, 3awmTbl ot HCA.

K wecton KaTeropum OTHOCATCA 3apPermcTpupoBaHHble MO0/Ab30BATENM C  MOJHOMOYMAMM
agMUHUCTpaTopa 6esonacHocTM UCMOH.

JNnuo aTol KaTeropuu:

obn1afaeT BCEMM BO3MOXKHOCTAMM UL, NPeAblayLLIMX KaTeropuii;

obnapaet nonHo nHpopmaumeir 06 NCMNAOH;

MMeeT AO0CTYN K CPeAcTBam 3awmTbl MHGOPMAUMM U NPOTOKOAMPOBAHMA M K YacTU KIHOYEBbIX
anemeHToB UCIMAH;

He MMmeeT MnpaB AOCTyNna K KOHPUIypMpOBaHUIO TEXHUYECKUX CPEACTB CeTU, 33 WUCKIOYEHUEM
KOHTPO/bHbIX (MHCNEKUNOHHBIX).

AgmuHuctpatop 6esonacHocT oTBevaeT 3a cobstogeHue NpaBua pasrpaHUyYeHus [ocTyna, 3a
reHepauMio K/YEBbIX 3/IEMEHTOB, CMeHy naposei. AgMuHUCTpaTop 6e3onacHOCTU ocyliecTBaseT
ayamT Tex Xe CPeCTB 3aWmTbl 06BEKTa, YTO M CUCTEMHBIN aAMUHUCTPATOP.

K cefbmoit KaTeropum OTHOCATCA MNPOrPaMMUCTbI-Pa3paboTuMKM (MOCTaBLLMKK) MPUKIALHOTO
nporpammHoro obecneyeHna u nuua, obecneymsatowme ero CONPOBOXKAEHME Ha 3alLLMLLAEMOM
obbeKTe.

JNnuo aTol KaTeropumu:

obnagaet Hdopmaumen 06 anropuTmax n nporpammax o6paboTkm nHbopmauumn Ha NCMOH;

obnafaeT  BO3MOMHOCTAMM  BHECEHMS  OWWOOK, HEeAEeKNapMPOBAHHbIX  BO3MOMKHOCTEW,
NPOrpamMMmHbIX 3aK1a40K, BPEAOHOCHbIX MPOrpamm B nporpammHoe obecnedeHvne UCMAH Ha cTagun ee
pa3paboTKn, BHEAPEHUS U CONPOBOXKAEHNS;



MOXKEeT pacnonaratb Atobbimn pparmeHTamm MHbopmaummn o Tonosnormn UCMNOH M TEXHUYECKUX
cpeactBax 06paboTku u 3awmTbl NAH, obpabatbiBaembix 8 UCMOH.

K BOCbMOIN KaTeropum OTHOCATCA paspaboTunkm u nauua, obecneymsarowmMe MOCTaBKY,
CONPOBOXKAEHME U PEMOHT TEXHMYeCKnx cpeacts Ha NCMOH.

Nnuyo aTol Kateropuu:

obnapaeT BO3MOXKHOCTAMM BHECEHMA 3aK/IafoK B TexHudyeckune cpeactsa UCMAH Ha ctagum umx
pa3paboTKu, BHELPEHUA U CONPOBOKAEHUS;

MOXKeT pacnonaratb nt0b6biMn dparmeHTamm nHbopmauum o Tonoaormm UCMNOH U TEXHUYECKMX
cpeacTBax 06paboTku u 3aWwmTbl MHGopmaumm B UCMOH.

YKa3aHHble KaTeropuu HapywuTenein [OMKHbI YYMTbIBAaTbCA MNPW  OLLEHKE BO3MOXKHOCTEM
peanusauunm YBMOH.

Hocutenem BpegoHOCHOW MPOrpammbl MOKET ObITb annapaTHbIA 31eMEHT KOMMNbioTepa Wau
NPOrpammHbIiM  KoHTelHep. Ecin BpegoHOCHas nporpamma  He accoumMmpyetcs € Kakoh-nnbo
NPWKAagHOM NPOrpammolii, To B Ka4ecTBe ee HOCUTENSA PacCMaTPUBALtOTCA:

OTUYKAaeMbli HoCUTeNb, TO ecTb AMCKeTa, onTuuyeckuit guck (CD-R, CD-RW), ¢nsw-namarsb,
OTUYXKAaeMblii BUHYECTep U T.M.;

BCTPOEHHbIE HOCUTENU WHOOPMAUMM (BUHYECTEPBI, MMUKPOCXEMbI OMEPATUBHOM NAMATH,
NpPOLLeCcCcop, MMKPOCXEMbl CUMCTEMHOW NAaTbl, MUKPOCXEMbl YCTPOMCTB, BCTPaMBAEMbIX B CUCTEMHbIN
610K, - BuAeoaganTepa, CETEBOW NAaTbl, 3BYKOBOM NaaTbl, moAeMa, YCTPOWCTB BBOAa/BbIBOAA
MarHUTHbIX *KECTKMX U ONTUYECKMX AMUCKOB, 6/10Ka NUTaHMA U T.M., MUKPOCXEMbI NMPAMOro AoCTyna K
NamATH, LIKH Nnepeaayum AaHHbIX, NOPTOB BBOAA/BbIBOAA);

MMWKPOCXEMbI BHELLIHUX YCTPOMCTB (MOHWUTOPA, KNaBMaTypbl, NPUHTEPA, MOAEMA, CKaHepa U T.1.).

Ecnn BpegoHOCHasa nporpamma acCoUMMPYETCA C KaKoM-nbo npuKaagHOW MNporpammon, c
dainamm, umMerWMMMU OnNpefesieHHble PacWMPEHUs WAM  UHble aTpubyTbl, C COObLEHUAMN,
nepegaBaemMbiMn MO CETU, TO ee HOCUTENIAMM ABNAIOTCA:

nakeTbl NepeaaBaemMbIX MO KOMMbIOTEPHON ceTh coobuieHni;

daiinbl (TekcToBble, rpadmyecKkne, UCNONHAEMbIE U T.A.).

5.2. O6wan xapaKTepncTUKa ysa3BUMOCTeN MHPOPMALIMOHHOM
CUCTEMbI NEPCOHAJBbHbIX AAHHbIX

YA3BMMOCTb MHGOPMAUMOHHOMN CUCTEMbI NEPCOHABHBIX AAHHbIX - HEAO0CTAaTOK UK caboe mecTo
B CUCTEMHOM WAW  MPUKAALHOM  MPOrPamMMHOM  (NporpammHo-annapatHom) obecneyeHum
aBTOMaTU3MPOBAHHON WHPOPMALMOHHON CUCTEMBI, KOTOpble MOryT OblTb WMCMNOAL30BaHbI  ANs
peannsaunm yrposbl 6€30NacHOCTM NePCOHaNbHbIX AAHHbIM.

Mpu4MHamm BO3HMKHOBEHMA YA3SBMMOCTEN ABNAIOTCA:

OWMOKM NpW NPOEKTUPOBAHMM U pPa3paboTKe NPOrpaMmHOro (MporpammHO-annNapaTHoro)
obecneyeHus;

npefHamMepeHHble AEeNCTBUA MO BHECEHUIO YA3BMMOCTEN B X04€e MPOEKTUPOBAHUA U pa3paboTKu
NporpamMmHoro (MporpammHo-annapaTHoro) obecneyeHus;

HenpaBWAbHble HAaCTPOMKKN NporpammHoro obecneyeHuns, HenNPaBoMepHOE U3MEHEHME PEKMMOB
paboTbl YyCTPOMCTB M Nporpamm;

HECaHKLMOHUPOBAHHOE BHeApeHWe U UCMOb30BaHUE HEeYYTEeHHbIX NPorpamm C nocneayowmm
HeobOCHOBAHHbIM PAcXOL0BaHWEM PecypcoB (3arpyska npoleccopa, 3axBaT OMepaTMBHOM MaMATU U
NamMATU Ha BHELLUHUX HOCUTENsX);

BHeApeHWe BPedOHOCHbIX NpOorpamm, CO34aWmMX YA3SBMMOCTU B NPOrpamMMHOM M NPOrpaMMHO-
annapaTtHom obecneyeHuu;

HECAHKUMOHUPOBAHHbIE  HEyMblWNEHHble  AEeWACTBMA  Mosib3oBaTesneld, npuBoadwme K
BO3HWMKHOBEHMUIO YA3BUMOCTEW;

cbom B paboTe annapaTHOrO W nNporpammHoro obecrneyeHus (Bbi3BaHHble cboAMM B
9IEKTPONUTAHUKN, BbIXOAOM W3 CTPOA anmnapaTHbIX 3N1€MEHTOB B pe3y/ibTaTe CTAapeHUA U CHUMKEHUA
HaZeXHOCTU, BHELHUMM BO34ENCTBUAMM 3/1EKTPOMATHUTHBIX NOSEN TEXHUYECKUX YCTPOMCTB M Ap.).

Knaccnomkauma ocHoBHbIX yaszsumocteit MCMNAH npuBegeHa Ha puUcyHKe 4.



Knnaccuoukaumsa ysa3BUMOCTEN
NPOTPaMMHOIO ObecledeHusd

[lo Tuny IO [Io sTany XM3HEHHOTO [To npuumHe [Io xapakTepy
LUMKJIa IPOTPaMMHOIO BOB3HMKHOBEHUSA IIOCJIEOCTBUM OT
obecrneuyeHus, Ha YA3BUMOCTU peanm3aumMmy aTakx

> | CucrTeMHOE KOTOPOM BO3HUKAET
1o YA3BMMOCTbD
> | HemocTaTkm F> | YassumMmocTH,
MEXaHM3MOB VICIIOJIb 3y EMHEIE
> [[IpukanHoe > | Y93BUMOCTH, ayTeHTUdm- 0Jjia
IpOoTpaMMHOE BO3HMKAKIME Ha Kauum [IepPEenoJIHEHUSA
obecneueHue sTarne bydepa
IPOEKTUPOBAHUS
NIpOoIpPaMMHOTI'O > | HenocraTkm
obecrneueHus AU TH > | Ysa3BUMOCTH,
YUYeTHEIX MCIIOJIb 3y EeMBIE
peanm3aumnm 3anmucem nysa nombopa
——> [ IpOoTpPaMMHOT'O IapoJigd MIn
obecrneueHus UOSHTUOUKATO—
> | Hammuue pa
MHCTAJINIAUUM U byHKLMM,
> | HaCTpONKM [IO3BOJIARILMX
IPOTPaMMHOTO BHITIOJIHATH > | Ya3BUMOCTM,
obecrneueHus OEeCTPYKTUB— VICIIOJIb 3y EMEIE
HEBIE IOJId M3MEeHeHUSA
OeVCTBUSL npae OOCTyIa
> [OTcyTCcTBME > | Ysa3BUMOCTM,
IPOBEPKU UCIIOJIb 3y EeMbBIE
KOPPEKTHOC— oJsa peanms3a-—
TV BXOIHBEIX oy aTakm
IOAaHHBIX "Orxas B
obcayxmuBaHumn"
PucyHok 4. KnaccuduKkaums yassmmocTten
nporpamMmmHoro obecneyeHuns
Huxe npeagcraBieHa O6U.I,aﬂ XapaKTePUCTUKA OCHOBHbIX rpynn yﬂ3BMMOCTeV1 V|C|_|,E|,H,
BK/1IOYAIOLLMX:

YA3BMMOCTU CUCTEMHOrO MporpammHoro obecrneyeHus (B TOM 4ucae MPOTOKOJIOB CETEBOro
B3anmMmoaencTeus);

YA3BUMOCTU TMPUKNALHOTO NporpaMmHoro obecneyeHuna (B TOM uucie CcpeacTs  3alUMTb
nHdopmauum).

5.2.1. O6wan xapaKTep1CcTnKa YA3BMMOCTEN CUCTEMHOTO
nporpammHoro obecneyeHmsn

YA3BMMOCTM CUCTEMHOTO NPOrpammHoro obecnevyeHus HeobxoAMMO paccmaTpmBaTb C NPUBA3KOM
K apXUTEKType NOCTPOEHMA BbIYNCAUTENbHBIX CUCTEM.

Mpu 3TOM BO3MOKHbI YA3BUMOCTM:

B MUKpOMporpammax, B npowuskax M3y, MM3y;

B CpeAcTBax ONEepaLMOHHON CUCTEMbI, NpPeAHA3HAYEHHbIX ANA YNpaBJAeHWA NOKaNbHbIMU



pecypcamn UCMNAH (obecneumBarowmx BbiNOSAHEHWE YHKUMI yrnpaBaeHMsA npoueccamu, MamATbio,
ycTpoicTBammu BBoAa/BbiBOAa, MHTEPdENCOM C Noib30BaTeNeM U T.N.), ApaliBepax, yTUAUTaXx;

B CpeacTBax OnepaumMoHHOW cUCTeMbl, NpeaHa3HAYeHHbIX A1A BbINOJHEHMSA BCMOMOraTeNbHbIX
OYHKUMIR, - yTuauTax (apxvBmpoBaHua, gedparmeHTauMm wu gp.), cUCTEMHbIX 06pabaTbiBatoOWMX
nporpammax (KOMNuUAATOpax, KOMMOHOBLIMKAX, OT/Mag4yMKax M T.M.), Nporpammax npesocTaBaeHms
NnoJib30BaTest0 AONONHUTENbHBIX YCAYT (CNeLmManbHbiX BapuaHTax MHTepdelica, KasbKyaaTopax, urpax u
T.N.), 6BUBAMOTEKax npoueayp Pas3/IMYHOIO HasHayeHuAa (6MbAMOoTeKax MaTeMATUYECKUX QYHKUUIA,
$yHKUM BBOAa/BbIBOAA U T.A4.);

B CpeacTBax KOMMYHWMKALMOHHOIO B3aMMOAENCTBUA (CeTeBblX CpPeacTBax) onepaunmoHHow
CUCTEMDI.

YA3BMMOCTM B MMKPOMNPOrpammax v B CPeACTBAX ONEPALMOHHOM CUCTEMbI, NPeAHa3HaYeHHbIX A1A
yNpaBAeHWA NOKaNbHbIMW PeCYpPCamm U BCNOMOraTeIbHbIMU GYHKLMAMM, MOTYT NPeACcTaBAATb COOOIA:

byHKUMK, npouenypbl, USMEHEHME MapPaMeTPOB KOTOPbIX OnpeaeneHHbiM obpasom nossonset
MCNONb30BaTb WX [ANA HECAHKUMOHWMPOBAHHOFO A0CTyna 6e3 O06Hapy)KeHWs TaKuUX M3MEHEHWUM
onepaumoHHOM cucTemoi;

¢dparmeHTbl Koga nporpamm ("abipbl”, "nokn"), BBEAEHHbIE pPa3paboOTUMKOM, MO3BOAAOLWME
06X041Tb Npoueaypbl UAEHTUOUKAUUKN, ayTEHTUDMKALUKN, NPOBEPKMN LLENOCTHOCTU U A4p.;

OTCYTCTBME HEOBOXOAMMBIX CPEACTB 3almTbl (ayTeHTUdMKaLMM, NPOBEPKN LLENOCTHOCTH, NPOBEPKU
dbopmaToB cO0bLLEHWNI, BNOKMPOBAHUSA HECAHKLMOHNPOBAHHO MOANPUUMPOBAHHBIX GYHKLNUIA U T.N.);

OWMBKM B Nporpammax (B 06bABAEHUM NepeMeHHbIX, GYHKLMIA 1 NpoLeayp, B KOAAxX Nporpamm),
KOTOpble MpU OMNpeaeneHHbIX YCA0BUAX (Hanpumep, MNpu BbINOJIHEHUM JIOTUYECKUX MepexosoBs)
NPUBOAAT K c60AM, B TOM Ymcne K c60am GyHKLMOHMPOBAHMUA CPEACTB M CUCTEM 3aLMTbl MHOOPMaLUMK.

YA3BMMOCTU NPOTOKO/IOB CETEBOIO B3aMMOAENCTBUA CBA3aHbl C 0COBEHHOCTAMM UX NPOTPAMMHOIA
peanusaumm n obyCcNoBAEHbl OFPaHUYEHUAMM Ha pasmepbl NpumeHsemoro bydepa, HegoCTaTKamu
npoueaypbl ayTeHTUOMKALMKU, OTCYTCTBMEM NPOBEPOK NPABUABHOCTU CAyXKebHOW MHPopmauuu u gp.
KpaTKas xapaKTepuCTUKA 3TUX YA3BUMOCTEN NPUMEHUTESIBHO K MPOTOKONAM NpuseseHa B Tabanue 2.

Tabanya 2
YA3BMMOCTW OTAE/IbHbIX MPOTOKO/10B CTEKa

npotokonos TCP/IP, Ha 6a3e KOTOPOro GyHKLMOHMPYIOT
rnobanbHble ceTh 0bLWEero Nob30BaHUS

HamMeHOBaHME YpoBeHb HamMeHOBaHME ComepxaHue HapyleHUS
IPOTOKOJIA cTreka (xapakTepucTHKa) 0e30nacHOCTHU
IIPOTOKOJIOB YA3BUMOCTHU nHbOoOpMaLUM
FTP (File [IpukIanHoOM, 1. AyTeHTHOMUKALMSA BosmMoxHOCTE nepexparTa
Transfer npencraBu- Ha ©ase OTKPEITOI'O IOAaHHBEIX YUYEeTHOW 3alMcCy
Protocol) - TeJIbHEI, TexcTa (nmaposamn (mmeH
IIPOTOKOJI CeaHCOBHM [IepecCEJIalnTCa B 3apernCTPUPOBaHHEIX
nepenauu He3ammMdpoOBaHHOM IoJIb30BaTEJIEN,
dbanjoB 1o cetu BUIE) napoJien) .
2. JocTyn 1o [lontyyeHMe yIOaJjIeHHOTO
YMOJIUaHMIO OOoCTyla K XOCTaM
3. Hamnume nByx
OTKPBITEIX ITOPTOB
telnet - [IpukJangHoOM, AyTeHTUOUKALMS Ha BOo3MOXHOCTB IepexBaTa
IIPOTOKOJI npencraBu-— fasze OTKPBEITOI'O IOAaHHBEIX YyYeTHOM 3alucu
ynpaBJIeHUA TeJIbHBIM, TexkcTa (nmaposan [IOJIL30BAaTEJIA .
yIaJle HHEIM CEeaHCOBHIM [IEPECHIJIAITCH B [lomyyeHMe yInaJIEeHHOT'O
TEePMMHAJIOM He3aumMdpOBaHHOM OoCTyna K XOCTaM
BUIE)
UDP - mnpoTokoi |[TpaHcOnopTHEM |OTCyTCTBMUE BO3MOXHOCTBE peanmsalnmn
nepenayum MeXaHM3Ma UDP-mTopMma .




IOaHHBIX 0Oes

IpenoTBPalleHU S

B pesysnbTaTre obmMeHa

VMMEH U CeTeBEIX
ampecos

OT MCTOYHMKA

YCTaHOBJIEHUA neperpy3ok Oybdepa nakeraMmy IIPOMUCXOOUT
COeIMHEeHNA CYLIECTBEHHOE CHMWXEHUE
IPOM3BOOUTEJIEHOCTU
cepsepa
ARP - npotokon |[CereroM AyTeHTHUOMKALUMA Ha BozMoOxXHOCTE NnepexparTa
npeobpas30BaHUA fase OTKPHITOT'O Tpadpmka [OJIb30BATEJIA
IP-ampeca B TexcTa (MHbOPMaUMSI 3JIOYMBIIIJIEHHUKOM
busmueckum [IepecHJlaeTCsa B
ampec HeszaumdpoOBaHHOM
BUIOE)
RIP - npotTokos |TpaHCHOPTHHM|OTCyTCTBUE BoszmoxHOCTE
MapUpyTHOM ayTeHTUOMKaLUMN [IepeHalpaBJIeHNA
nHboOpMaLMM YyIIpPaBJISoIMX Tpadpmrka depes XOCT
coobumeHum 06 3JI0OYMHIIJIEHHMKA
VM3MEHEH M MapupyTa
TCP - nporokoJi |TpaHCHOPTHHM|OTCyTCTBUE CymecTBEeHHOE CHMWXEHUE
yIhnpaBJIeHUS MeXaHM3Ma [NPOBEPKU CKOpOCTHM OOMeHa U Jaxe
nepenadven KOPPEKTHOCTHU [IOJIHEI Pa3pPHB
3aloJIHEHUA IPOM3BOJIbHEIX
CIyXeOHBIX COeIOMHEHUM II0
34T OJIOBKOB IakeTa nporokoJyity TCP
DNS - nporokon |IlpukianHoM, OTcyTCTBME CPEenCcTB danbcudmxkaumsa orBeTa
YCTaHOBJIEHUA npencraBu- [IPOBEPKU DNS-cepBepa
COOTBETCTBUA TeJIbHBIM, ayTeHTudpmKaumum
MHEMOHMUYECKMUX CEaHCOBHM [IOJIYYEHHEIX IaHHBIX

IGMP - CeTeBolt OTcyTcTBUE 3aBuUCaHMEe CUCTEM
IPOTOKOJI ayTeHTUOUKALMM Win 9x/NT/200

nepenadm coobumeHum o6

coobumeHuUm O V3MEeHEHUU

Mapupy THU3aLum napaMeTpoOBR MapupyTa

SMTP - [IpukJanoHoOM, OTcyTCcTBRUE BO3MOXHOCTB

IIPOTOKOJI npencraBu-— NOONEPXKA nonneJiElBaHMsa COOOmeHUM
obecrnieueHusa TeJIbHBI, ayTeHTUOUKaALUN DIJIEKTPOHHOM IIOYTH, a
cepBuUCa CEeaHCOBHIM 3aT'0JIOBKOB Takxe anpeca

IOOCTaBKU COOBIeHUMN OTHNpPaBUTEJIA COOOWEeHUA
COOBmWeHUM II0

DIIEKTPOHHOM

noure

SNMP - [IpukJanoHOM, OTcyTCcTBRMUE BO3MOXHOCTB

IIPOTOKOJI npencraBu- NOOOEPXKMA [IePEeNOoJIHEHMSA
yIpaBJIeHUHA TeJIbHBI, ayTeHTUOMKaALUN IIPOIYyCKHOM CIOCODOHOCTH
MapupyTMU3aTOpa— | CEaHCOBEIM 3aT'0JIOBKOB ceTu

MM B CceTax cooBImeHnuMn

Onsa cuctematvsaumm ONMCaHUMA MHOMKECTBA YA3BMMOCTEN WCMNOJ/b3yeTcs eamHaa 6asa AaHHbIX
yassumocTeit CVE (Common Vulnerabilities and Exposures), B pa3paboTke KOTOPOI NpUHUMaNU yyactue
CNEeUMannNCTbl MHOTUX M3BECTHLIX KOMMNAHWN U opraHM3auuii, Takmx Kak MITRE, ISS, Cisco, BindView,
Axent, NFR, L-3, CyberSafe, CERT, Carnegie Mellon University, uHctutyt SANS © T.4. 3Ta 6a3a AaHHbIX
MOCTOAHHO MOMOJIHAETCA M Ucnosb3yetca npu GopmMUpPoBaHMKM 6a3  AaHHbIX MHOIOYMC/IEHHbIX

nporpamMmmHbiX CpeacTB aHan3a 3alMWLEHHOCTU N, NpeXge BCero, CeTeBblX CKAHEPOB.




5.2.2. Obuwas xapaKTepuCcTMKa yasBUMOCTEN NPUKNAAHOTO
nporpammHoro obecneveHusa

K npuknagHomy nporpammHomy obecnevyeHuto OTHOCATCA MNpPUKAaZHble NporpaMmmbl obuiero
No/sIb30BaHMA U CNeLNabHbIe NPUKNALHbIE NPOrPAMMBbI.

MpuKnagHble Nporpammol 06LLErO NO/Ib30BAHUA - TEKCTOBbIE M FpadMyecKkne peaakTopbl, Meana-
nporpammbl (ayamMo- M BUAEONPOUrpPbIBATENM, MPOrPaMMHble CPeAcTBa Npuema TeneBU3MOHHbIX
nporpamm M T.M.), CUCTEeMbl ynpasBneHus 6a3amu AaHHbIX, NPOrpaMmHblie nnatpopmbl 0bLLEro
Nno/ib30BaHUA Ans Pa3paboTKM nNporpammHbix npoayktos (tuna Delphi, Visual Basic), cpeacTsa 3awmThbl
nHbopmaumm obLLero Nosb30BaHMA 1 T.0.

CneumanbHble nNpUKNaAHble MPOrpamMmmbl - 3TO MPOrpammbl, KoTopble pa3pabaTtbiBatoTcA B
MHTEepecax pelleHns KOHKPETHbIX MPUKAaAHbIX 33434 B gaHHoW UCMOH (B TOM YMcie nporpammHble
cpencTBa 3aWwnTbl HGOPMaLMK, paspaboTaHHble Ans KoHKpeTHon NCMNAH).

YA3BMMOCTM NPUKNAAHOFO NPOrPamMMHOro obecneyeHna MoryT npeacTaBAATb COb6O:

bYHKUMM 1 npoLeaypbl, OTHOCALWMECA K Pa3HbIM NPUKAALHbIM NPOrpaMmam U HECOBMECTUMbIE
MmeKay coboit (He PyHKUMOHMpYIOLWME B O4HOM ONepaunoHHOM cpeae) ns-3a KOHGJIMKTOB, CBA3AHHbIX C
pacnpegeneHnem pecypcoB CUCTEMbI;

byHKUMK, npoueaypbl, USMEHEHUE ONpefeNieHHbIM 06pa3oM NapaMeTpPoB KOTOPbIX NO3BoAAET
MCNONb30BaTb UX A8 NMPOHWKHOBEHUA B onepaunoHHyto cpeay MCMOH M Bbi30Ba WTATHbIX GYHKUWUIA
ONEPALNOHHON CUCTEMbI, BbINOAHEHUA HECAHKLUMOHMPOBAHHOrO A0CTyna 6e3 obHapyXKeHua TaKux
NU3MEHEHMIN onepaLnoHHON cUcCTeEMON;

dparmeHTbl Koga nporpamm ("gbipbl", "MOKKN"), BBeAEHHble pa3paboTUMKOM, MO3BOJIANOLME
obxoanTb npoueaypbl  UAEHTUPUKAUMM, ayTEeHTUPUKALMM, MPOBEPKM  LENOCTHOCTM W Aap.,
npeaycMoTpeHHble B ONepaLMoOHHON CUCTEME;

OTCYTCTBME HEOBXOAMMBbIX CPEACTB 3alLMTbl (ayTeHTUdMKALMK, MPOBEPKU LEeNIOCTHOCTU, NPOBEPKU
dopmaToB co0bLLEHWNI, BNOKMPOBAHUSA HECAHKLMOHNPOBAHHO MOANPULMPOBAHHBIX QYHKUNUIA U T.N.);

OWMBKM B Nporpammax (B 06bABAEHUM NepemMeHHbIX, GyHKLMIA 1 NpoLeayp, B Kogax nporpamm),
KOTOpble MpU OMNpeaeneHHbIX YCA0BUAX (Hanpumep, MNpu BbIMOJHEHUU NOTUYECKUX MNepexoaos)
NPUBOAAT K CO0AM, B TOM YMcae K 60am GYHKLMOHUPOBAHUA CPEACTB U CUCTEM 3aLMTbl MHPOPMaLLUK,
K BO3MOXHOCTM HECAaHKLUMOHMPOBAHHOMO A0CTyNa K MHPopmaLmu.

[JaHHble 06 yA3BMMOCTAX pa3pabaTbiBaeMOro M pacrnpoCTPaHAEMOro Ha KOMMEPYECKOW OCHOBe
NPWKAAAHOro nporpammHoro obecneyeHus cobupatotca, obobuwatoTca M aHanusmpyroTca B bHase
AaHHbIX CVE <*>,

<*> Bepgetca 3apyberkHon dnupmoin CERT Ha KOMMepUECKOM OCHOBeE.

5.3. O6Lwan xapaKTepmncT1Ka
Yyrpo3 HeNocpeaCcTBEHHOMO A0CTYyNa B ONEPALMOHHYIO cpeay
MHOOPMALNOHHOM CUCTEMBI NEPCOHANbHbIX AAHHbIX

Yrposbl  gocTyna  (MPOHMKHOBEHMS) B OMEPaLMOHHYIO  cpedy  KOMMbloTepa MU
HeCaHKUMOHMpPOBaHHOrO AocTyna K MH cBA3aHbl C A4OCTYNOM:

K MHPOPMaLMM N KOMaHAAM, XpaHawmmca B 6a3osoii cucteme Beoga/sbisoga (BIOS) UCTAH, ¢
BO3MOXHOCTbIO NepexBaTa YNpaB/ieHUA 3arpy3koM onepaLMoOHHON CUCTEMbI U MOJy4YeHMeM Mpas
[0BEepPeHHOro Nob30BaTeNs;

B OMepaLMOHHYyl cpeay, TO ecTb B cpeny OYHKUMOHMPOBAHMA JIOKA/JIbHOW OMNepaunoHHOM
cucTeMbl  OTAENbHOTO  TexHudyeckoro  cpeactea  WMCMAH ¢ BO3MOXKHOCTbIO  BbINOJIHEHMA
HeCaHKLUVMOHUPOBAHHOIO A0CTyNna MyTeM Bbl30Ba LUTATHLIX MPOrpamMmm OMepaLMOHHON CUCTEMbI UK
3anycKa cneumanbHoO pa3paboTaHHbIX NPOrpaMmm, PeanmnsyoLLnx Takue AencTBus;

B cpeay YHKLMOHMPOBAHMA MPUKNAAHLIX Mporpamm (Hanpumep, K JIOKa/NbHOW cucTeme
ynpasneHua 6asamum faHHbIX);

HenocpeacTBEHHO K MHMOpPMaUUKM nonb3oBaTensa (K ¢alinam, TeKCTOBOW, ayano- u rpaduyecko
MHbOPMaLMK, MOAAM U 3aNUCAM B 3/IEKTPOHHbIX 6a3ax [aHHbIX) M 0bOycnoBaeHbl BO3MOMKHOCTbIO
HapyLleHWAa ee KOHPUAEHLMANBHOCTH, LLENOCTHOCTU U AOCTYMHOCTH.



3Tn yrpo3sbl MOTyT BbITb Peann3oBaHbl B Cly4ae NoaydyeHus pusmyeckoro goctyna Kk UCMAH wan,
no KpanHen mepe, K cpeactsam Beoga MHpopmauum B UCMNAH. X MOXKHO 06bEAMHUTL MO YCAOBUAM
peanusauumn Ha Tpu rpynnoi.

MepBaa rpynna BKAOYaeT B ceba yrposbl, peanusyemble B XOAe 3arpysKu onepaLMoHHON
cucTembl. ITW  yrposbl 6e30nacHOCTM  MHOOPMAUMKM  HAMpaBAeHbl Ha MepexBaT nNaposaen Uau
naeHTMOMUKaTopos, moanduKaLuio nporpammHoro obecrnedveHua 6a3oBON cucTembl BBOAA/BbIBOAA
(BIOS), nepexsat ynpaBaeHUs 3arpy3Kkoi ¢ UsSMeHeHMemM HeobXxoaMMOon TeXHOIorMYeckon nHopmaLmm
ana nonydyenma HCA B onepaumoHHyto cpeay MCMAH. Yawe Bcero Takue yrposbl peanunsyrotTca C
NCNO/Ib30BaHMEM OTHYKAAEMbIX HOCUTENEN NHDOPMALLUW.

BTtopas rpynna - yrposbl, peannsyemble NOcCAe 3arpy3ku OnepauyMoHHOWN cpeabl HE3aBUCUMMO OT
TOro, KaKas MNpuUKNagHaa nporpamma 3anyckaeTcA nosb3oBaTesiemM. I3TW yrposbl, Kak Mpasuno,
HanpaB/ieHbl Ha BbINOJIHEHNE HENOCPEACTBEHHO HECAHKLMOHMPOBAHHOMO A0CTyna K MHbopmaumu. Mpu
NoJlydeHMM JOCTyNa B ONEPALMOHHYIO Cpeay HapyLWUTENb MOXKET BOCMO/1b30BATLCA KaK CTaHAAPTHLIMM
OYHKUMAMM ONEPALUOHHON CUCTEMBI UM KaKOM-IMBO NpPUKNaAHOM NporpaMmbl obLero nosb3oBaHMsA
(Hanpumep, cuctemol ynpasneHuna 6asamMm faHHbIX), TaK U CNeUnanbHO CO3L4aHHBIMU ANA BbINOHEHUA
HeCaHKLUVMOHWPOBAHHOIO AOCTYNA NPOrpaMmamu, Hanpumep:

nporpaMmmamu NPoCMoTpa U MognduKaunmn peectpa;

NporpaMmamu NMOMCKa TEKCTOB B TEKCTOBbIX daitaax Mo KAYEBbIM CIOBAM U KOMMPOBaHUS;

crneumanbHbIMM NPOrpammMmamMm NPOCMOTPA M KONMPOBAHMA 3anuceit B 6a3ax AaHHbIX;

nporpammamu  6bICTpOro nNpocMoTpa rpaduyecknx ¢GannoB, UX pPeaaKTUPOBAHUS  UAU
KOMMpPOBaHWS;

nporpaMmmamu noanep*KKM BO3MOXKHOCTEN pPeKOoHGUrypaumm nporpaMmHoi cpeabl (HaCTPOKK
MCN/AH B UHTEpECax HapyLiMTens) U ap.

HaKoHel, TpeTbsA rpynna BKAtoYaeT B ceba yrposbl, peanmsauma KOTOPbIX ONpenensetca Tem,
KaKaa W3 NPUKAAgHbIX MNPOrpamm 3amnycKaeTcs Monb3oBaTenem, Wanm ¢akTom 3anycka ntobon um3
NPWKAALHbIX NPOrpaMm. bonbluas 4acTb TaKMX Yrpo3 - 3TO Yrpo3bl BHEAPEHUA BPEAOHOCHbIX MPOrpamm.

5.4. Obuwan xapakTepncTMKa yrpos 6esonacHocT1
NePCOHaNbHbIX AaHHbIX, peasn3yemMblX C UICNOb30BaHNEM
NPOTOKO/I0B MEXKCETEBOIO B3aMMOAENCTBUA

Echm UCNOH peanusoBaHa Ha 6ase /I0OKanbHOM MAM  pacnpefeneHHon WMHPOPMALMOHHOM
cUCTEMbl, TO B Hel MoryT OblTb peanns3oBaHbl Yrposbl 6e30nacHOCTM WHPOPMaUUKM  NyTem
MCNO/Ib30BaHWA MPOTOKOJ/IOB MEXCETEBOrO B3aumogenctama. Mpu sTom moxkeT obecneumsatbes HCA, K
NOH nanM peannsoBbIBaTbCA Yrpo3a 0TKasa B 06cnyxuBaHusA. OcobeHHO onacHbl yrposbl, korga UCNAH
npeacTaBnseT coboi pacnpeneneHHyo MHGOPMAUMOHHYIO CUCTEMY, NOAK/IOYEHHYIO K ceTAM obuiero
Nnofb30BaHUA M (MaM) ceTaAm MexayHapoaHoro uHbopmaumoHHoro obmeHa. KnaccudmkaumoHHan
CXeMa Yrpos, peanunsyembix NO CETM, NPUBELEHa Ha PUCYHKe 5. B ee OCHOBY MOJIOXEHO CEMb
cnefyowmx NepBrMYHbIX MPU3HAKOB KnaccubuKaumm.

1. XapakTep yrposbl. [0 3TOMy NPM3HAKY Yrpo3bl MOFYT ObITb NACCUMBHbIE M aKTUBHbIE. [accMBHasn
yrpo3a - 370 yrposa, npu peannsalmm KOTOPOW He OKa3blBAeTCA HeNnocpeACTBEHHOE BAUAHME Ha paboTy
MCNAH, HO MoryT 6biTb HapylleHbl YCTAHOBAEHHbIE MNpPaBMAa pasrpaHuyeHus goctyna K MAH wan
ceTeBbIM pecypcam. [lpumepom TaKMx Yyrpos ABaseTcA yrposa "AHanu3 ceTeBoro Tpadumka",
HanpaB/ieHHasA Ha NPOC/AyLIMBAHME KaHA/I0B CBA3M U NepexBaT nepesaBaeMoi MHbopmauuu.

AKTUBHasA yrposa - 370 yrposa, CBsi3aHHaA ¢ Bo3gencTenem Ha pecypcbl UCMNOH, npyn peanmsauum
KOTOPOI OKa3blBaeTCA HenocpeacTBEHHOE BAWAHME HA PaboTy cucTembl (M3MeHeHMe KOHdUrypauuu,
HapyweHue paboTocnocobHOCTU M T.4.), M C HapylweHVMeM YCTaHOBJ/IEHHbIX NPaBWA Pa3rpPaHUYeHus
poctyna Kk NAH wam ceteBbim pecypcam. [lMpumepom Takux yrpos Asnsetca yrposa "OTKas B
obcnyxkumBaHun", peannsyemas Kak "wropm TCP-3anpocos".

2. Llenb peanmsaumm yrposbl. Mo aToMy NpU3HaKy yrpo3bl MOryT ObiTb HanpaB/eHbl Ha HapyLleHWe
KOHOUAEHUMANbHOCTU, LLEJOCTHOCTU M AOCTYMHOCTM WMHPOpMauum (B TOM 4ucie Ha HapylweHue
pabotocnocobHocTn UCMOH nnun ee anemeHTOoB).

3. YcnoBue Hayana oCyLlecTBAEHMA NPOoLEecca peanmsaumm yrposbl. Mo sTomy NpU3HaKy MoXKeT
peann3oBbIBaTbCA Yrpo3a:



no 3anpocy oT 06beKTa, OTHOCUTENBHO KOTOPOrO peanmsyeTcs yrposa. B aTom caydyae HapywuTenb
oXXuAaeT nepenayvm 3anpoca onpeaeseHHoro TMna, KOTopblin M ByAeT yCA0BMEM Hayana OCyLecTBAeHUA
HeCaHKLMOHNPOBAaHHOro A0CTYNa;



Knaccubmkaumsa yrpos

0e30nacHOCTM MHOoOpMaLUM,

peain3yeMblX C MCIIOJIB3OBaAHMEM IIPOTOKOJIOB MEXCeTeBOI'O B3aMMOLOENCTBUSA
B aBTOMATUIVMPOBAHHEIX CHUCTEMAX

[lo xapakTepy [lo uenm [Io ycJjoBuo Haudaja [Io HamMumo OOPaTHOM [Io pPacroJIOXeHMIO
BO3IEMCTBUS BO3IEMCTBUS npouecca peanmsaluumn cBazu ¢ UCIIIOH cybreKTa aTaku
YI'PO3EH oTHOCUTEJNbHO MCIIOH
[ I I I ]
r—-—- _|_ - -1ir - - - -~ | ______ r—--— - - - | ______ 1 — - - - = T - T T T - - - - = T - T T T
| \/ | \/ | \/ | | \/ | \/
| [TaccuBHEIE || YTpo3bl C HapylleHUEM | YTpoO3El, pealusyeMble | | C ofbpaTHOM CBSA3bBID | | BHyTpUCEeTIMeHTHEE
KOHOMIOEeHUMAaJIbHOCTHU no 3amnpocy ot UCIIH
| || nHOOPMaLMM | | | Bes obpaTHOM | | MexceIrMeHTHEIE
AKTHUBHEE CBA3U
[ J| | YTpoO3E, peaimnsyeMele | | (omHoOHanpaBJIeHHAS |
—————— YTpPO3El C HapylleHMEM IO HACTYIJIEHMIO aTaka) - —_—— = = = = = = =
| |uenocTrocTn | |oxmmaemoro cobrTus | |
nHOOPMaLUM B UCIIOH
| | B -
| YTPpO3el C HapylleHKEM | BesycioBHEE | [Io yPOBHI B2TAaJIOHHOM MOIeJu
IOOCTYIHOCTU BOBIEVNCTBUA B3aMMOIENCTBUA OTKPBITEHIX CUCTEM
| vHOOPMaLK | |
| L e e e - - - J \/
YTPO3bEl C KOMILJIEKCHEIM r—-——-—------- - - 1
| BOBIEVICTBUEM Ha [I0 COOTHOUEHMIO KOJIUUeCTBa
HQOPMAaLIMIO HapyumTeJiey M XOCTOB, | YTpo3el Ha OM3MUEeCKOM
| OTHOCUTEJILHO KOTOPHEIX YPOBHE
peanusyoTcsa yIpPO3H |
- - - - - - - - = \/ YI'po3H Ha KaHAJIbLHOM
F— — m m = m m m - — | |vpozme |
| Yrpoza "OmmH K ojmHOMY" Yrpoza "OmmH KO PacnpenejyieHHEE || YTpoO3kl Ha CETEeBOM
MHOTUM" (CKOOPOMHMPOBAHHEIE ) YPOBHE
| YIT'PO3EL ||




| YTpOo3E Ha TPAHCIOPTHOM |
YPOBHE

YIpoO3sl Ha CEaHCOBOM
| YPOBHE |

| |Yrposu ma |
IpeICTaBUTEeNIbHOM YPOBHE

YTposs Ha NPUKIIAOHOM
| YPOBHE |

L - - 1]



PucyHOK 5. KnaccuoukaLMoHHas cxema yrpos € MCNo/b30BaHNEM
NPOTOKO/I0B MeXCEeTeBOro B3auMoAencTBnA

No HACTYNIEHUIO OXMAAEMOTro cobbiTMA Ha O0ObLEKTe, OTHOCUTE/IbHO KOTOPOro peanusyeTcA
yrposa. B 3TOM c/AyYyae HapywuTeNb OCYLLECTBAAET MNOCTOAHHOE HabnoaeHWe 3a COCTOAHMEM
onepaunoHHoi cuctembl UCMAH M Npyv BO3HMKHOBEHWW OMNpPeAeNeHHOro cobbiTUA B 3TOW cUCTeme
Ha4YMHAEeT HECAHKLMOHNPOBAHHbIN AOCTYM;

b6e3ycnosHoe BO3aeicTBME. B 3TOM Cnyvyae Hayano OCYLWECTBAEHWA HECaHKUMOHMPOBAHHOIO
Joctyna 6e3ycnoBHO MO OTHOLWIEHWUIO K LW AO0CTyna, TO eCTb yrpo3a peanunsyetcs HemegNeHHO U
6€30THOCUTENIbHO K COCTOSHMIO CUCTEMBI.

4. Hannune obpatHon ceasu ¢ UCMOH. Mo aTomy Npu3HaKy NpoLLecc peannsaumm yrposbl MOXKeT
6bITb C 06paTHOM CBA3bIO M H6e3 obpaTHON cBA3M. Yrpo3a, ocCyLlecTBAfAeman npu Hanuunmm obpaTHoM
ceasn ¢ WCMOH, xapakTepusyetrca Tem, YTO Ha HeEKOTOpble 3anpocbl, nepegaHHble Ha WCMNAOH,
HapywwuTento TpebyeTca nonyuntb oteeT. CnefoBaTesibHO, MexKay Hapywutenem n UCMNAOH cywecTteyet
obpaTHas cBA3b, KOTOpas MO3BONAET HapyLMTEN0 afEeKBATHO pPearMpoBaTb Ha BCE W3MEHEHMUS,
npoucxogsawme 8 UCMAH. B oTanume oT yrpos, peanmsyemblx Npu Haanumm obpatHol ceasmu ¢ UCMAOH,
npu peannsauum yrpo3 6e3 obpaTHOM cBA3N He TpebyeTca pearMpoBaTb HA KAaKMe-IMBO M3MeHEeHMUs,
npoucxoaawue 8 NCMNAH.

5. PacnonoxeHuwe HapywuTena oTHocutenbHo UCMAH. B cooTBETCTBUM C 3STUM NPU3HAKOM yrpo3a
peanunsyetca Kak BHYTPUCErNMEHTHO, TaK U MerKcermeHTHo. CermeHT cetn - dpusmnyeckoe obbvegmHeHne
XOCTOB (TexHu4yeckux cpeacts NCMAH nan KOMMYHUKaLMOHHbIX 91€MEHTOB, MMEIOLLUX CeTEBOI aapec).
Hanpumep, cermeHt UCMAH obpa3yeT COBOKYMHOCTb XOCTOB, MOAK/IOYEHHbIX K CEPBEPY MO CXeme
"obuwan wuHa". B ciydae, Koraa MMeeT MEeCTO BHYTPUCErMEHTHas Yrpo3a, Hapylwutenb umeet
dusnyeckmnit goctyn K annapatHbim anemeHtTam NCMNAH. Ecnv nmeeT MecTo MexKCermeHTHana yrposa, To
HapywwuTenb pacnosnaraetca BHe UCMAOH, peannsysa yrposy M3 ApPyron cetM UamM u3s Apyroro cermeHTa
ncnam.

6. YpoBeHb 3Ta/IOHHOW MOZENN B3aMMOLENCTBUA OTKPbITbIX cnuctem <*> (ISO/OSI), Ha KoTopom
peanusyeTtca yrposa. 1o sTomy NpU3HaKy yrpo3a MoXeT peasin3oBblBaTbCA Ha GU3MYECKOM, KAHANbHOM,
CeTEeBOM, TPAHCMOPTHOM, CEaHCOBOM, NPeAcTaBUTEIbHOM U MPUKNaAHOM ypoBHe mogenm 1ISO/0SI.

<*> MexayHapoaHaa OpraHusaumsa no CraHgaptusauum (ISO) npuHsna craHgapt I1SO 7498,
OMNUCbHIBAIOLLMIA B3aMMOLENCTBUE OTKPbITbIX cnuctem (OSI).

7. COOTHOLIEHWEe KOAW4ecTBa Hapywwutenen u snemeHtoB WMCMAH, OTHOCUTENBHO KOTOPbIX
peanusyetcs yrposa. 1o aToMy NpM3HAKY yrpo3a MOXKEeT 6biTb OTHECEHA K K/accy Yrpos, peaansyemblx
OAHWUM HapyliMTe/NeM OTHOCUTENbHO OAHOro TexHuuyeckoro cpeactsa WMCMNAH (yrpo3a "oguH K
ofiHOMY"), Cpa3y OTHOCUTENIbHO HECKOIbKUX TeXHUYeckux cpeacts MCMNAOH (yrposa "oanH Ko mHorum")
WU HECKOIbKUMM HapyLUMTENAMM C PasHbIX KOMMNbIOTEPOB OTHOCUTE/NbHO OAHOMO MW HECKObKUX
TexHu4yeckmx cpeacts UCMNAH (pacnpeaeneHHble A KOMBMHUMPOBaHHbIE Yrpo3bl).

C yyeTom NpoBeAEeHHON KNAacCUPUMKaLMM MOXKHO BbILEIUTb CEMb HaMboiee YacTo peasimsyembix B
HacTosLLee BPeMs yrpos.

1. AHanu3 ceTeBoro TpadmKa (PUCYHOK 6).



MapmpyThsatop 1 MapumpyTtuaarop 2

TIpocnympnsanne

XOCT HAapymHTens

PucyHok 6. Cxema peanusauum yrposol "AHaan3 ceteBoro
Tpadmka"

JTa yrposa peanunsyeTtcs C NOMOLLbIO crelManbHOM Nporpammbl-aHanM3atopa naketos (sniffer),
nepexsaTbiBaloWeil BCce NaKeTbl, NepesaBaemMble MO CErMEHTY CETU, U BbIAENAIOWEN cpean HUX Te, B
KOTOPbIX NepeaalTca MAeHTUPUKATOP Mo/b30BaTeNs U ero naposb. B xoge peanusaumm yrposbl
HapyLwWwuTeNb 1U3y4yaeT NOTUKY pPaboTbl CETU - TO €CTb CTPEMUTCA MONYYUTb OAHO3HAYHOE COOTBETCTBUE
COObITUIA, MPOUCXOZALMX B CUCTEME, M KOMAHZA, MNepecbllaeMblX MPU 3TOM XOCTaMu, B MOMEHT
NnosiBEHNA AaHHbIX CObbITMIA. B AanbHelwem 3TO NO3BOJIAET 3/I0YMbIL/IEHHMKY Ha OCHOBE 3afaHus
COOTBETCTBYIOLLMX KOMAHZ MOAYYUTb, HaNpPUMep, NPUBUIErMPOBaHHbIE NPaBa Ha AENCTBMA B cUCTeMe
AN PacIMPUTL CBOM MOJHOMOYMA B HEM, MepexBaTUTb MOTOK MepenaBaemblX AaHHbIX, KOTOPbIMM
0OMEHMBAIOTCA KOMMNOHEHTbI CETEBON OMNEPALMOHHON CUCTEMBI, 1A U3BAEYEHUA KOHOUAEHUNANBHOM
UM NOEHTUOUKAUMOHHON MUHPOPMaLMKM (Hanpumep, CTAaTUYECKUX Maposelt nonb3osaTtesen pana
A0CTyna K yaaneHHbIM XocTam no npoTtokonam FTP n TELNET, He npeaycmatpuBatowmMm wnudpoBaHUe),
ee NogMeHbl, MOANPUKALMM U T.N.

2. CKaHupoBaHue ceTu.

CylwHoCTb NpoLecca peannsalumm yrposbl 3aKk/1t04aeTCs B Nepegade 3anpocoB ceTeBbIM CyKb6am
xoctoB UCMNAH M aHanu3e oTBETOB OT HUX. Llenb - BbifiBEHME MCNOb3YEMbIX NPOTOKO/IOB, AOCTYMHbIX
NMOpPTOB CeTeBbIX CAYKO, 3aKOHOB (OpPMMPOBAHMA MAEHTUPUKATOPOB COEAMHEHMI, onpeaesneHue
aKTMBHbIX CETEBbIX CEPBUCOB, NOAO60P MAEHTUDMKATOPOB U Napoaein Nob30BaTENEN.

3. Yrpo3a BbiiBNeHMA Napons.

Uenb peanmsaumnm yrposbl coctouT B nonydyeHmm HCO nytem npeofoneHnsa naponabHOW 3almThbI.
3/10yMbILWAEHHUK MOKET Peasin30BbIBATb YrPO3Yy C NOMOLLLIO LLe/10ro paga MeToA0B, TaKMX KaK NPOCTOM
nepebop, nepebop ¢ UCNOb30BAHMEM CreLManbHbIX C0BAapel, YCTaHOBKA BPeAOHOCHOW NporpamMmmsl
ONA NepexsaTa Napons, nogmeHa AoBepeHHoro obbekta cetn (IP-spoofing) M nepexsaT nakeToB
(sniffing). B ocHOBHOM AnA peanusaummn yrposbl UCMO/b3YIOTCA creupnanbHble NPorpammsbl, KOTopble
MbITAOTCA MOAYYMTb AOCTYN K XOCTy MyTeM Nnoc/iefoBaTesibHOro nogbopa naposei. B cnyyae ycnexa,
3/10YMbIWNEHHUK MOXeT co3gaTb gns cebs "npoxoa" ana Gyaywero Joctyna, KoTopbit 6yaer
OEeNCcTBOBATb, AaXKe ec/iv Ha XOCTe U3MEHUTb Napob AOCTyNa.

4. NogmeHa AOBEPEHHOrO 0OBbEKTA CETU M Nepeaaya No KaHanam CBA3U COOOLLEHMI OT ero UMEHM
C NPMCBOEHNEM €ro npas AocTyna (PUCYHOK 7).

PucyHok 7. Cxema peanunsauuu yrpo3sbl "MogmeHa oBepeHHOro
obbekra cetn"

TaKaa yrposa 3¢deKTMBHO peanusyeTca B CUCTEMax, rae MPUMEHAIOTCA HeCTOMKME anropuTmbl
naeHTMOUKaUMM M ayTeHTUPUKALUMKM XOCTOB, Moab3oBaTene M T.4. [og AoBepeHHbIM 06beKToM
noHMMaeTcA OBBEKT ceTU (KOMMNblOTep, MEXKCEeTeBOW 3KpaH, MaplipyTM3aTop W T.n.), feranbHo
NOAK/IOYEHHbIN K cepaepy.



MoryT 6bITb BblAeneHbl ABe pPa3HOBMAHOCTU MpoLecca peanr3alumn yKasaHHOM Yrposbl: C
YCTaHOBNEHMEM U H6€e3 YCTaHOBNEHUA BUPTYa/IbHOIO COEAUHEHUA.

Mpouecc peannsaumm ¢ yCTaHOBAEHUEM BUPTYaslbHOTO COeAUHEHUS COCTOUT B MPUCBOEHUM NpaB
[0BEepPeHHOro cybbeKkTa B3auMoaencTBUA, YTO NO3BO/IAET HApYLLUTENIO BECTU ceaHC paboTbl ¢ 06beKToM
CETM OT MMEHM AoBepeHHOro cybbeKkta. Peanmsauma yrposbl gaHHOro tuna TpebyeT npeogoneHua
cUCTeMbl MAEHTUDUKALUKN U ayTeHTUPMKaLMK cooblieHnit (Hanpumep, aTaka rsh-cay»k6bl UNIX-xocTa).

Mpouecc peannsaumm yrposbl 6e3 ycTaHOBAEHUA BUPTYaNbHOTO COEANHEHUA MOXKET UMETb MECTO
B CETAX, OCYLLECTBAAWMX UAEHTUOUKALMNIO NepesaBaemMbIX COODOLLEHMI TONBKO NO CETEBOMY agpecy
oTnpasutena. CyWwHOCTb 3aKAlo4aeTcA B nepegayve CAyKebHbiX COOOLLEHW OT WMMEHM CeTeBbiX
YNPaBAAOWMNX YCTPOUCTB (Hanpumep, OT MMEHU MapLIpyTU3aTopoB) 06 M3MEHEHUM MapLUPYTHO-
agpecHbIX AaHHbIX. Mpy aTOM HeobXo4MMO MMETbL B BUAY, YTO €4MHCTBEHHbIMU MAEHTUDMKATOPaAMMU
aboHeHTOB U coeguHeHua (no npotokony TCP) asnstoTca gBa 32-6uTHbIX napameTpa Initial Sequence
Number - ISS (Homep nocnepoBatenbHoctn) u Acknowledgment Number - ACK (Homep
noateepxaeHus). CnepgosatenbHo, AnAa d¢opmupoBaHMA noxKHoro TCP-nakeTta Hapywuteno
HeobXxo04MMO 3HaTb TeKyLmne naeHTMOUKATOPbI A1a AaHHOTo coeamHeHusn - I1SSa u ISSb, rae:

ISSa - HEKOTOPOE YNC/IEHHOE 3HAaYEHME, XapaKTepusytoLLee NopsaKoBbIA HOMEP OTNPaBASEMOro
TCP-nakeTa, yctaHasamsaemoro TCP-coegnHEHUA, NHULUNPOBAHHOIO XOCTOM A;

ISSb - HeKOTOopoe YNCNEHHOE 3HAYEHUNE, XapPaKTEPU3YIOLLEE NOPAAKOBbLIA HOMEpP OTNPaBASEMOro
TCP-nakeTa, yctaHasamsaemoro TCP-coegnHeHUA, MHULUMNPOBAHHOIO XOCTOM B.

3HauyeHne ACK (Homepa noaTBep:KAeHus yctaHoBneHus TCP-coeaMHeHWs) onpeaennetcs Kak
3HayeHMe Homepa, NONYYEHHOro OT pecrnoHaeHTa ISS (Homep nocnesoBaTeNbHOCTM) NAKOC eaMHULA
ACKb =1SSa + 1.

B pesysbraTe peanusaumm yrposbl HapywuTenb NOJyvaeT npasBa AOCTyna, YCTaHOBJIEHHbIE ero
no/sib3oBaTe/ieM A/ AOBEPEHHOIO aboHEHTa, K TexHudyeckomy cpeactsy MCMAOH - uenm yrpos.

5. HaBA3bIBaHWE N0XKHOIO MapLupyTa ceTu.

JaHHaa yrposa peanusyeTca OAHMM W3 AByX CnocoboB: nyTem BHYTPUCETMEHTHOIO WU
MEMKCErMEHTHOrO HaBA3bIBaHWA. BO3MOMKHOCTb HaBA3bIBAHWA JIOXKHOFO MapLlpyta obycioBneHa
HeaoCTaTKaMW, MPUCYLLMMM  aNropuTMam  MaplupyTusauum (B 4YacTHOCTW, wu3-3a Npobaemsl
NaeHTUOMKaUUKN CceTeBbIX YNPaBAAOLWMX YCTPOMCTB), B pe3y/ibTaTe Yero MOXKHO NonacTb, Hanpumep, Ha
XOCT U/IN B CETb 3/10YMbILLNEHHWKA, FAE MOXHO BOWTU B ONEpPaLMOHHYIO Cpesy TEXHUYECKOro CpeacTBa B
coctae MCMNAH. Peanusauma yrposbl OCHOBbLIBAETCA HA HECAHKUMOHMPOBAHHOM WCMNOAb30BAHUM
npotokonos mapuwpytmsauum (RIP, OSPF, LSP) u ynpasneHus cetbto (ICMP, SNMP) gns BHeceHus
M3MEHEHMIN B MapLUPYTHO-aApecHble Tabanubl. Mpu 3TOM HapyLwmMTento HeobxoAMMOo NocnaTbh OT UMEHM
CETEeBOro YNpaB/AOWEro YCTPOMCTBa (Hanpumep, MaplipyTusaTopa) ynpasasolee cooblieHne
(pncyHKM 8 1 9).



1. Tlepenaua napywmutenem Ha xocT | noxuoro coobwenun no nporokony ICMP Redirect ot
WMEHH MapLIpyTH3aTopa | 06 H3MeHeHHN Tabnuusl

MapwpyTuzarop 1 Mapuupytnsarop 2

Jloxroe coobiuenne Cepsep
ICMP Redirect top.secret.com

Xoet 2 Xoct wapyumrens

2. TMaxeTs! Ha top.Secret.com HaNPaBIAKTCA Ha HECYLeCTRYIOMMH MapLpyTh3arop (XocT 2), a
CJICAOBATENBHO, CBA3H C tOp.SeCret.com Hapylaerca

TaGavna
MapUIPYTHIALNK

top.secret.com:
gateway=xocT 2

Cesép
top.secret.com

PucyHok 8. Cxema peanunsaumm atakm "HassasbiBaHWe NOXKHOIO
mapupyTa" (BHYTPUCErMEHTHOE) C UCNONb30BaHMEM MPOTOKONA
ICMP c Lenbto HapyLLIeHMA CBA3MU

1. ®asa nepenaun noxuHoro coobuenus ICMP Redirect ot nMenrn mapmpyTisaTopa Ha xocT 1

Jloxuoe coo61ueHTue ICMP Redirect

B HAWTYYILIEM MapUIPYTe K XOCTY
top.secret.com

Xocr napyummrtens

2. dasa npuema, aHann3a, BO3ACHCTBUS U Nepeiadi nepexsaueHHON HHPOPMAIIM HA JIOKHOM
cepeepe

Xocr 1 nepenaer
NaKersl,
NPEAHA3HAYCHHEIC
top.secret.com, Ha

XOCT aTakyloLIero
XocT HapyHTes

ATakyiolmui oT HMEHH
xocta 1 nepesaer nakeTs
Ha top.secret.com

tighs

Cepsep top.secret.com

PucyHok 9. Cxema peanusaumnm yrposnl "HasssbiBaHue
JIO}KHOTrO MapupyTa" (MexXcermeHTHOE) € Leniblo nepexsaTta TpaduKa

6. BHegpeHne noxKHOro o6bekTa ceTu.
OTa yrpo3a OCHOBaHa Ha UCNO/Ib30BaHMM HEAOCTAaTKOB aJIFOPUTMOB YAANEHHOIo Noucka. B cayyae,



ecin 06beKTbl CETU M3HAYA/IbHO HE MMEIT agpecHoin uHbopmauumn Apyr O Apyre, MCNOAb3YHOTCA
pa3niMyHble NPOTOKO/Ibl yaaneHHoro nouncka (Hanpumep, SAP B cetax Novell NetWare; ARP, DNS, WINS B
CeTAX Co CTeKoM npoToKonos TCP/IP), 3akntovatolmeca B nepeaaye no CeTU cnewlmasnbHbIX 3anpocos U
NoJly4EHUM Ha HUX OTBETOB C MCKOMOM MHopmaumeit. Mpu sTom cyLLecTBYeT BO3MOXKHOCTb NepexaaTa
HapywmTenem MOUCKOBOrO 3anpoca W BblJa4yM Ha HEro NOXKHOro OTBETa, MCMO/b30BaHME KOTOPOro
npueeseT K Tpebyemomy M3MEHEHWIO MApLUPYTHO-afpecHbIX AaHHbIX. B pganbHenwem Becb NOTOK

MHpopMaLMM, acCOUMMPOBAHHLIA C 0O BEKTOM-KepPTBOM, byAeT NPOXOANTb Yepes NI0XKHbIA 0OBEKT ceTu
(pncyHkmM 10 - 13).

1. ®asa oxupanus ARP-3anpoca %
I

Artakylolmui npocnylssaer MapiupyTtusatop
KaHal, OXujas nepejavy
ARP-zanpoca

2. da3a peann3auuu yrposs

Xoct nepenaer

HNepexsarus ARP-3anpoc,
ARP-3anpoc

aTaKyoHi nepefacTt JOXKHbIH
ARP-otBeT

MapuipyTH3aaTop

Hurepner

3. dasa nprema, aHaTH3a, BO3ACHCTBHSA U Nepe/lauy nepexBaveHHoON HHopMaluy Ha
noxHom ARP-cepsepe

% MapupyTrsarop

Ces3b xocta l ¢
MapIIpyTH3aTOPOM IPOKCXOANT
4epe3 noxHell ARP-cepsep

ARP-cepsep

PucyHok 10. Cxema peanusaumm yrposbl "BHegpeHune N0KHOMo
ARP-cepBepa"

PucyHok 11. Cxema peanunsaumm yrposbl "BHeapeHune
noxHoro DNS-cepBepa" nytem nepexsata DNS-3anpoca

PucyHok 12. Cxema peanunsaumm yrpo3bl 'BHegpPEHNE NOXKHOTO
DNS-cepBepa" nytem wropma DNS-0TBETOB Ha KOMMbIOTEP CETU

PucyHok 13. Cxema peanunsaumm yrpossl "BHeapeHue
noxkHoro DNS-cepsepa" nytem wropma DNS-otBeToB Ha DNS-cepBep

7. OTKa3 B 06CNYKNBaAHUU.
3Tn yrpo3bl OCHOBaHbl Ha HeAOCTaTKaX CETEBOrO NMPOrpamMmmMmHoro obecneyeHus, ero yasBMMocTAX,



No3BOIAIOLLMX HapyLIUTEN0 CO34aBaTb YCAOBUA, KOrda onepauMOHHas CUCTeMa OKa3biBaeTcs He B
COCTOAHUM 06pabaTbiBaTb MOCTyNAlOLLME NAKETHI.

MoryT 6bITb BblAeneHbl HECKONbKO Pa3HOBUAHOCTEM TaKUX Yrpos:

a) CKpbITbI OTKa3 B OBCAYKMBaAHMM, BbI3BaHHbIN MpuB/eYeHMem Yactn pecypcos UCMAH Ha
06paboTKy NakeToB, NepefaBaeMblX 3/10YMbIWAEHHUKOM CO CHUMKEHWEeM MPOMNYCKHON CnocOBHOCTM
KaHaNoB CBA3W, MPOM3BOAMTENBHOCTM CETEBbIX YCTPOWMCTB, HApyleHuem TpeboBaHWN KO BPEMEHMU
06paboTKm 3anpocos. Mpnumepamm peannsaLmm yrpos NogobHOro poaa MoryT CAyKUTb: HANPaBAEHHbIN
WTOpM 3X0-3anpocoB no npotokony ICMP (Ping flooding), wTopm 3anpocos Ha ycTaHoBneHue TCP-
coeamHeHuit (SYN-flooding), wtopm 3anpocos K FTP-cepsepy;

6) ABHbIN OTKa3 B 06CNYXMBaHUM, Bbi3BaHHbIA McuyepnaHuem pecypcoB NCMNAH npu obpaboTke
NMakeToB, NepeaaBaemMblX 3/10YMbIWNEHHUKOM (3aHATUE BCEM MONOCbl NPOMYCKaHWA KaHaNoB CBSA3M,
nepenosiHeHMe oyepesei 3anpocoB Ha 0OCNYKMBaHUE), MPU KOTOPOM NerajbHble 3anpocbl HE MOryT
6bITb MepefaHbl 4yepes CceTb M3-3a HEAOCTYNHOCTM cpeabl nepegaunm Avbo Mony4aloT OTKas B
obcnyKMBaHMM BBMAY NEpPenosIHEHMA ovepedelt 3anpocoB, AUCKOBOrO MPOCTPAHCTBA MaMATU M T.A.
Mpumepamu yrpos AaHHOFO TUMa MOTYT CAYXKWUTb LITOPM LWKMpoKoBewaTenbHbix ICMP-3x0-3anpocos
(Smurf), HanpasneHHbI wWTopm (SYN-flooding), wTopm coobuieHunii noutoBomy cepBepy (Spam);

B) ABHbIA OTKa3 B OOCAYKMBAHWM, BbI3BAHHbLIA HapyLIEHMEM OrMUYECKOW CBA3HOCTU MeXKay
TexHu4yeckmmm cpeactsamm UCMNOH npu nepegaye HapywmTenem ynpasasiowmx cCoOobLEeHUA OT UMEHU
CETeBbIX YCTPOWCTB, NPUBOAAWMX K M3MEHEHWI0 MapLUpPyTHO-aApecHbIX AaHHbIX (Hanpumep, ICMP
Redirect Host, DNS-flooding) unu nageHtnouKkaumMoHHON 1 ayTeHTUPUKALMOHHON MHbOPMaLLUK;

r) SAIBHbI OTKas B O6CAYMBAHWUM, BbI3BAHHLIN Nepegayen 3/10YMbILLNEHHUKOM MNaKeToB C
HecTaHAapTHbIMKU aTpubytamu (yrposbl Tuna "Land", "TearDrop", "Bonk", "Nuke", "UDP-bomb") nau
UMEIOLLNX OJIMHY, NPEBbILLAOLLYI0 MAaKCUMMAIbHO A0NYCTUMbIN pasmep (yrposa tmna "Ping Death"), uto
MOXET MPUBECTM K COO CeTeBbIX YCTPOMCTB, y4acTBYIOWMX B 06paboTKe 3anpocos, MpuU YyCA0BUM
HaMuYKnA oWwMBOK B Nporpammax, peasnsyroLlmnx NpoToKo bl ceTeBOro obmeHa.

PesynbTaTom peanusauumM AaHHOW Yrpo3bl MOMKET CTaTb HapylleHue paboTtocnocobHocTH
COOTBETCTBYIOLLEN CNYXKObI NpeaocTaBaeHUsa yaaneHHoro goctyna K N4+ 8 UCMAOH, nepegaya ¢ ogHOro
aJipeca TaKOro Ko/an4yecTsa 3anpoCoB Ha NOAK/IOYEHUE K TexHmyeckomy cpeactsy B coctase UCIAH,
Kakoe MaKCMManbHO MOXKeT "BmecTuTb" TpaduK (HanpasneHHbId "WTOpm 3anpocos"), YTo BaeYeT 3a
coboi nepenosiHeHUE o4yepean 3anpocoB M OTKa3 OAHOMN U3 CETEBbIX C/AYKO WM MONHYIO OCTAaHOBKY
KOMMNblOTEPa N3-328 HEBO3MOXHOCTWN CUCTEMbI 3aHUMATbCA HUYEM APYIMM, Kpome 06paboTKm 3anpocos.

8. YaneHHbl 3anyCcK NPUAOKEHUNA.

Yrposa 3ak/nto4aetca B CTpeMJIeEHUM 3anycTuTb Ha xocTe UCMAH pasnuyHble npeasapuUTesbHO
BHEZlPEHHbIE BPEAOHOCHblE MNPOrpPammbl: NPOrpammbl-3akNaKku, BUpPYCbl, ''ceTeBble LWMNUOHbLI",
OCHOBHas Le/ib KOTOPbIX - HapyLleHne KOHOUAEHUNANbHOCTU, LLeIOCTHOCTU, AOCTYMHOCTU MHdOopMaLUm
M MNOJIHBbIA KOHTPO/Ib 3a paboToit xocTa. Kpome TOro, BO3MOMEH HEeCaHKUMOHMPOBAHHbIA 3anyck
NPUKNagHbIX MporpaMmm nonb3oBaTenei AN HeCaHKUMOHMPOBAHHOIO MOJIYYEHUS HEeobXoAMMbIX
HapYyLWMUTENIO AaHHbIX, 1A 3aMnycKa ynpaBisaembIX NPUKAaLHON NPOrpaMmoin NpoLLeccoB U Ap.

BblgenatoT Tpu nogxnacca AaHHbIX Yrpos:

1) pacnpoctpaHeHune dhaiinos, cogepKalinx HECAHKLMOHNUPOBAHHbIN UCNONHAEMbI KOA;

2) yOoaneHHbI 3anyck NPUIOKEHUA NyTem nepenosiHeHus bydepa NPUIoKeHUI-cepBepoB;

3) yAaneHHbI 3anyck MPUIOXKEHUA MyTeM UCMNOJIb30BaHUA BO3MOMKHOCTEM YyAa/fIeHHOTro
ynpaBAeHNa CUCTEMOM, NPenoCTaBAAEMbIX CKPbITbIMU MPOrPaMMHbIMKU M annapaTHbIMKU 3aKaagKkamMu
B0 NCNONb3YEMbIMU LUTAaTHLIMU CPeaCTBAMM.

TunoBble yrposbl MNEPBOrO0 W3 YKasaHHbIX MOAKJAACCOB OCHOBbLIBAKOTCA HA aKTUBMU3aL UK
pacnpocTpaHsaemblx ¢anaoB nNpu caydyaitHom obpalleHnn K HUm. Mpumepamu Takux ¢danios moryT
CNYUTb: Gaiibl, coaepyKallme UCNONHAEMbIN KoA, B BUAe MaKpoKomMaHa (gokymeHTbl Microsoft Word,
Excel n 1.n.); html-goKyMeHTbI, cogeprKalimMe MUCNONHAEMbIA Koh B BuAe snemeHToB ActiveX, Java-
annneToB, MHTEPNpPeTUPYyeMbIX CKPUMNTOB (Hanpumep, TeKcTbl Ha JavaScript); dalinbl, cogepkalime
NCNosiHAeMble KoAbl nporpamm. [ns pacnpocTpaHeHua ¢alinoB MOryT WMCMOJIb30BaTbCA CAYXKObI
3/IEKTPOHHOM NoyThl, Nnepegaym ¢ainnos, ceteBoin GanaoBON CUCTEMbI.

Mpu yrposax BTOPOro noAxnacca WUCNosb3yloTcA HeAOCTaTKM NPOorpamm, peanmnsyrolinx ceTesble
cepBucbl (B 4aCTHOCTM, OTCYTCTBME KOHTPOJA nNepenosiHeHuAa 6ydepa). HacTpoikoli cucTeMHbIX
pPerncTpoB MHoOraa yaaeTca NepekntoymTb NPoLLeccop Nocsie NpepbiBaHus, BbI3BaHHOTO NepenosiIHEHUEM



6ydepa, Ha UCNoONHEHWE Koda, coaepKalleroca 3a rpaHuuen bydepa. Npumepom peannsaumnm Takomn
YrPO3bl MOXKET CNYXUTb BHEAPEHWNE LUMPOKO U3BecTHOro "Bupyca Moppuca".

Mpu yrposax TpPeTbero nogKnacca HapywuTenb WCMNOAb3yeT BO3MOXHOCTU YA3A/NEHHOrO
ynpaBneHna CUCTEMOW, MNpPeaoCTaBAfEeMble CKPbITbIMW KOMMOHEHTamMu (Hanpumep, "TposaHCcKumK'
nporpammamu Tuna Back Orifice, Net Bus) nAnbo wWTaTHbIMK cpeacTBaMM  YNpPaB/ieHUs WU
aAMMHUCTPUPOBaAHMA KomnbloTepHbIx ceTeit (Landesk Management Suite, Managewise, Back Orifice u
T.MN.). B pesynbTate UX UCNONb30BaHUA yaaeTca A400UTbCA yAaNeHHOro KOHTPOAS Haj CTaHUMEN B CETU.

CxemaTU4yHO OCHOBHbIE 3Tanbl PaboTbl STUX NPOrPaMm BbITNAAAT caeayowmm obpasom:

WMHCTaNNALMA B NaMATH;

OXKMAaHWe 3anpoca C YAaNeHHOro XOCTa, Ha KOTOPOM 3anyLLeHa KANEHT-Nporpamma, 1 obmeH ¢
Hel coobLWEHNAMM O TOTOBHOCTH;

nepegaya nepexsayeHHoOM MHOOPMALMU KAUMEHTY WAN NPefocCTaBleHVMe eMy KOHTPOANA Haf
aTaKyeMbIM KOMMNbIOTEPOM.

Bo3MOHble NOCNeACTBUA OT peanm3aLmMm yrpo3 pasanyHbIX KNaccos NpueeaeHbl B Tabanue 3.

Tabnuua 3

Bo3moOXHble nocneAcTBUA peanmsaunm yrpos pasinyHbIX KJ1accoB

N Tun aTaxku BO3MOXHEIE MOCJIEOCTBUS
n/mo
1 AHanmz ceTeBOoTro Tpaduka liccienoBaHue XapaKTEpPUCTUK
cCeTeBoTro
Tpaduka, nepexsarT
repenaBaeMblx

OaHHEIX, B TOM UYMCJe
MOSHTUOUKATOPOB U

IapoJier [IoJIb30BaTeJien

2 CKkaHMpPOBAaHME CeTU OnpenejeHue IIPOTOKOJIOB,
OOCTYIIHEIX

IIOPTOB CeTeBHX CITy %0,
3aKOHOB

bopMmpOBaHUA

NIOeHTUOMKATOPOB

COeIMHEHUM, AKTUBHBIX
CeTeBHX

CEepBUCOB, MIEHTUPMKATOPOB U
napoJien

NI0JIb30BaTEJIEN

3 "IlapoJsibHaa" aTaka BrInnosiHeHMe JIOOOT O
OEeCTPYKTUBHOT'O

OencTBuUsS, CBA3aHHOTO C
IOJIy4deHMeEM
HECAHKUVOHMPOBAHHOT'O HOCTYIla
4 [loonMeHa HOOBEPEHHOTO lIzsmMeHeHMe TPacCh

obBbeKTa NPOXOXIOEHMS

ceTu coobumeHul,
HECAaHKUMOHMPOBAHHOE
M3MEeHEeHre MaplpyTHO—-aIOpeCHBIX
OAHHEIX .

HeCaHKUMOHMPOBAHHEM IOOCTYIN K
CEeTeBBIM

pecypcay, HaBs3EBaHME
JIOXHOM

nHOPMaLIUL

5 HapasrBaHME JIOXKHOTO HecaHKUMOHMPOBAHHOE

MapupyTa M3MEeHEHMe

MapULpPyTHO—aOPeCHEX NAaHHEHX,
aHamms u

MOOMOMKaALMSI nepenapaeMbBx




IOAHHEIX,
HaBABHEBAHME JIOXHBIX COOOIEHNUN

BHenpeHme JsioxHOTO obbekTa |IllepexBat nu IPOCMOTP
ceTu Tpaduka.
HeCaHKUMOHMPOBAHHEM IOOCTYI K
CeTeBEM
pecypcay, HaBS3EBaHME
JIOXHOM
nHGOPMaL MM
Orkas YacTuyHOE CHmXeHUe POy CKHOM
B ucuepnaHue CIIOCOOHOCTHU
obCIyX |pecypcosB KaHaJIOB CcBA3M4,
n- NPOMBBOOUTEJILHOCTHU
BaHUU CeTeBhIX YCTPOMCTB.
CHMXeHMe
IPOU3BOOUTEJIEHOCTU
CEPBEPHHX
IPUJIIOXE HUM
[lonHOE HeBO3MOXHOCTE Iepenadu
nucuepliaHue COOBWEeHUM U3-—
pecypcosB 3a OTCYTCTBUS mocTymna K
cpene
nepenaumn, oTKas B
YCTaHOBJIEHUNU
coemmHeHus. OTkaz B
IpeIOoCTaBJIEeHUN
cepBMuCa (BIEKTPOHHOM IIOYUTH,
dbanygoBorTO
u T.o.)
HapymeHnue HeBO3MOXHOCTE Iepenauu,
JIOTUYECKOM COOOWEeHUM MU3—
CBA3HOCTU 3a OTCYTCTBMSA KOPPEKTHBIX
Mexnmy MapupyTHO—
aTpubyTamu, aIpeCHHX IDAHHEIX .
IOaHHBEIMMU, HeBOBMOXHOCTH
oOBEKTAMM [IOJIy4YeHMs YCIyT
BBULY
HECAaHKLUMOHMPOBAHHOM
MOIOMOMKALIUM
NIeHTUOMKATOPOB, apojiey U
T.I.
Vlcnosib30BaHUE HapyumeHnrne paboToCcnocoOHOCTHU
oumnb oK CeTeBhIxX
B IporpaMMax YCTPOMUCTB
Yoasien |IlyTem HapyumeHnune
- PaCCBIIKM KOHOMIOEHUMAJIbHOCTH,
HBIN dbansos, LLeJIOCTHOCTU, IOOCTYIHOCTU
3anyCck |comepxammx nHdopMaLmUm
IPUJIOX | DECTPYKTUBHEI
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Mpouecc peannsaymm yrposbl B 06LLEM C/lyHae COCTOMT M3 YeTbIpeX 3TAMNOoB:

cbopa nHpopmauuu;

BTOP*KEHWUS (NMPOHUKHOBEHUSA B OMEPALMOHHYIO cpeay);

OCYLLECTB/IEHMA HECAHKLMOHNPOBAHHOIO A,0CTYNa;

NIMKBMAAUNN CNefoB HeCAaHKLMOHUPOBAHHOIO JOCTyNa.

Ha atane cbopa nHdopmaL MM HapyWUTENA MOTYT MHTEPECOBaTb pasanyHble ceegeHna o6 UCMAOH,
B TOM yucne:

a) o TOMoJIOrMM CeTU, B KOTOPOW GYHKLMOHMpPYeT cucTema. [pu 3TOM MOXKET MccienoBaTbes
061acTb BOKPYr CeTU (Hampumep, HapyLuTens MOryT MHTepecoBaTb ajpeca A0BepeHHbIX, HO MeHee
3alMLLEHHbIX XOocToB). [na onpeaeneHva AOCTYMHOCTM XOCTa MOTYT MCMOJ/b30BaTbCA MpocTenne
KOMaHAbl (Hanpumep, KomaHga ping gns nocbinkm ICMP-3anpocos ECHO_REQUEST ¢ oxungaHvem Ha
Hux ICMP-otBetoB ECHO_REPLY). CyllecTByloT YTUAMTbI, OCYLIECTBAAKOWME napanienbHoe
onpeaeneHne AOCTYNHOCTM XOCTOB (Takue Kak fping), KoTopble cnocobHbl NPOCKaHMPOBaTb HBONbLLYIO
obnactb agpecHoro MPOCTPAHCTBA HA NpeameT AOCTYNHOCTM XOCTOB 33 KOPOTKUM MPOMENKYTOK
BpemeHn. ToNosorns CeTn 4acto onpeaenseTca Ha OCHOBaHUM 'cueTymKka y3nos" (AUCTaHUMU Mexay
xocTtamu). Mpu 3TOM MOTyT NPUMEHATBLCA TaKMe MeTobl, Kak "moaynauuun TTL" 1 3anucm maplupyTa.

Metog "mogynaumm TTL" peanunsoBaH nporpammoli traceroute (ana Windows NT - tracert.exe) u
3aKawoyaetca B moaynaumm nona TTL IP-naketoBs. a4 3anmcu mapupyta moryt ucnonb3osatbca ICMP-
nakeTbl, CO34aBaeMble KOMaHAOM ping.

C60p MHPOPMALIMM MOKET BbITb TaK¥Ke OCHOBAH HA 3amnpocax:

K DNS-cepBepy 0 cnvcKe 3aperncTpupoBaHHbIX (M, BEPOSTHO, aKTUBHbIX) XOCTOB;

K MapLlipyTM3aTopy Ha OcHoBe npoTokona RIP 06 wu3BecTHbIXx MapluipyTax (MHbOopmauus o
TOMOJIOTUM CETH);

K HEKOPPEKTHO CKOHOUIYPUPOBAHHBIM YCTPOMCTBaM, MNOAAepKMBalOWMM npoTokon SNMP
(MHPopMauma o Tonosornm cetun).

Echv UCNOH HaxoaAMTca 3a MeXKceTeBbiM 3KpaHom (M3), Bo3moxkeH cbop WHPopmauum o
KoHdurypaumm M3 un o Tononormm UCNAH 3a M3, B TOM yMcne NyTem NOCbIIKM NAKETOB HA BCE MOPTbI
BCEX NPeAnoaraeMbiX XOCTOB BHYTPEHHeN (3awuLiaemoit) cetu;

6) o Tune onepaumoHHol cuctembl (OC) B MUCMAH. Camblit M3BECTHbIM cnocob onpeaeneHus Tuna
OC xocTa OCHOBAH Ha TOM, YTO pas3nunyHbie TUNbl OC No-pasHOMYy peanunsytoT TpeboBaHUA CTaHAAPTOB
RFC Kk cteky TCP/IP. 3To N03BOMAET HAPYLUUTENIO YAANEHHO naeHTuduumMposaTth Tun OC, ycTaHOB/IEHHOM
Ha xocte UCMOH nyTem NOCbIIKKM cneumanbHbiM o06pasom cPOpPMMPOBAHHbBIX 3aNpPOCOB M aHaANM3a
MoJly4eHHbIX OTBETOB.

CywecTBylOT cneuuanbHble CpeacTBa, peasiv3ylolme AaHHble mMeToApl, B 4YacTHoctM, Nmap u
QueSO. MoXHO OTMETUTb TaKKe Takon meTton onpegeneHusa tuna OC, KaK npocTerwunii 3anpoc Ha
YCTaHOB/IEHWE COeAMHEHWA MO MNPOTOKOJly YyAaseHHoro paocTtyna telnet (telnet-coeauHenwus), B
pe3ynbTaTe KOToporo no "BHelwHemy BuAy" oTBeTa MOXHO onpegenutb TMn OC xocta. Hanuuue
onpeaeneHHbIX CEPBMUCOB TAKXKe MOXKET CAYXKUTb AONONHUTENIbHBIM NPU3HAKOM A5 onpeaeneHus Tmna
OC xocTa;



B) 0 PpYHKUMOHUPYIOLWMX HA XOCTax cepsucax. OnpeneneHne cepBMCcoB, UCNOJTHAEMbIX HA XOCTe,
OCHOBaAHO Ha MeToAe BbiAB/AEHMA "OTKPbITbIX MOPTOB", HanpaBaeHHOM Ha cbop WHbopmauun o
[OCTynHOCTM XocTa. Hanpumep, ana onpegenenua goctynHoct UDP-nopta Heobxoaumo nonyyntb
OTKAMK B OTBET Ha nocblnKy UDP-nakeTa cooTBETCTBYOLLEMY MOPTY:

ecnm B oTtBeT npuwno coobuweHne ICMP PORT UNREACHEBLE, To cooTBeTCTBYHOLWMA CEPBUC
HefoCTYNeH;

ecnu gaHHoe cooblieHne He NoCTynmao, To NopT "oTKpbIT".

Bo3MoOKHbl BeECbMa pa3HOO6pasHble BapuaLMmM UCNOAb30BaHMA 3TOr0 MeToAa B 3aBUCMMOCTM OT
MCMO/b3yeMOoro NpoToKo/ia B CTeKe npoTtokonos TCP/IP.

Ona aBTomatmsaumm cbopa mHbopmaumm o6 UCMNAH pa3paboTaHO MHOMKECTBO MPOrPamMmMHbIX
cpencTB. B KayecTBe npMmepa MOXKHO OTMETUTb Ceayowme U3 HUX:

1) Strobe, Portscanner - onTMMMU3MPOBAHHbIE CPeaCTBa onpeaeneHua AOCTYMHbIX CEPBUCOB Ha
ocHose onpoca TCP-nopToB;

2) Nmap - cpeacTBO CKaHMPOBAHMA AOCTYMHbIX CEPBMUCOB, NpegHasHayeHHoe ana OC Linux,
FreeBSD, Open BSD, Solaris, Windows NT. flBnsietcA cambiM MOMYy/AAPHbIM B HacToswee Bpems
CpPencTBOM CKAaHMPOBaHMA CETEBbIX CEPBUCOB;

3) Queso - BbiCOKOTOYHOE cpeacTBo onpegeneHns OC XOCTa CETU HA OCHOBE MOCbIIKW Lenwu
KOPPEKTHbIX U HeKOoppeKTHbix TCP-nakeToB, aHa/nM3a OTKAMKA M CPaBHEHWA €ro C MHOXEeCTBOM
N3BECTHbIX OTKANKOB pa3ninyHbix OC. JJaHHOe cpeACcTBO TaKXKe ABNAETCA MOMYAAPHbIM Ha CEroAHALIHWUN
OEeHb CpeCTBOM CKAHUMPOBAHUA;

4) Cheops - ckaHep TOMONOTUW CETU MO3BOJSAET NOJYYUTb TOMOJIOTUIO CETWU, BKIOYAA KapPTUHY
aomeHa, obnactu IP-agpecos u 1.4. MNpu atom onpeaensetca OC XocTa, a TaKKe BO3MOXKHbIE CETEBbIE
YCTPOWCTBA (MPUHTEPLI, MapLLPYTU3ATOPbI U T.4,);

5) Firewalk - ckaHep, ucrnonb3yloWMn meToabl Mporpammbl traceroute B MHTepecax aHanu3a
OTK/IMKA Ha IP-nakeTbl 4na onpeaeneHma KOHGUrypaumm MeKCceTeBoro skpaHa 1 NOCTPOEHMA TONONOTMUM
ceTu.

Ha sTane BTOp)eHMA mMccnepyerca HananumMe TUNOBbIX YA3SBMMOCTEN B CUCTEMHbIX CEpPBUCAX MU
OWNOBOK B aAMUHUCTPUPOBAHUU CUCTEMBI. YCMNELWHbIM PEe3ynbTaTOM WCMO/Ib30BAHUA YA3BMMOCTEMN
06bIYHO ABNSETCA MOJIyYEHUE MPOLLECCOM HAPYLWWUTENAs MPUBUNETMPOBAHHOIO PEXKMMA BbINOJHEHUA
(mocTyna K npuMBMAErMPOBaHHOMY PEXMMY BbIMOJIHEHMA KOMaHAHOro mnpoueccopa), BHeceHue B
CUCTEMY YYETHOM 3anMCM He3aKOHHOro MoJ/b30BaTena, nonaydyeHwe dania naposerd UAU HapyleHue
paboTocnocobHOCTM aTaKyeMoro XocTa.

OTOT 3Tan pas3BMTUA Yrpo3bl, KaK npaBuno, asnsetcA mHorodasHbim. K ¢asam npouecca
peanun3aunmn yrposbl MOTyT OTHOCUTBLCA, HAaNpUMep:

YCTaHOBNEHUE CBA3U C XOCTOM, OTHOCUTE/IbBHO KOTOPOrO peanun3yeTca yrpo3a;

BblfABNEHNE YA3BUMOCTH;

BHeApeHWe BpeAOHOCHOM NpOorpaMmmMbl B UHTEpPeCcax pacluMpeHns Npas u ap.

Yrposbl, peannsyemble Ha 3Tane BTOPXKEHMWA, NOAPaA3LEeNATCA MO YPOBHAM CTEKA MPOTOKOIO0B
TCP/IP, nockonbKy GpopMMUPYIOTCA Ha CETEBOM, TPAHCMOPTHOM UAW MPUKAALHOM YPOBHE B 3aBUCMMOCTH
OT UCNO/Ib3YEMOTO MEXaHU3Ma BTOPKEHMA.

K TMnoBbIM yrpo3am, peasnsyembiM Ha CETEBOM W TPAHCMOPTHOM YPOBHAX, OTHOCATCA TaKMe Kak:

a) yrposa, Hanpas/ieHHasa Ha NoAMEHY JOBEPEHHOTO 06bEKTA;

6) yrposa, HanpaBaeHHas Ha CO34aHWe B CETU JIOKHOTO MapLUpyTa;

B) Yrpo3bl, HamnpaB/ieHHble Ha CO34aHWe JIOXKHOro O6bEeKTa C MUCMO/Ib30BaHMEM HeAOCTaTKOB
a/IrOPUTMOB YAaNeHHOIO NOUCKA;

r) yrposbl TuMna "oTKas B obcayxuBaHuM", oOcHOBaHHble Ha |P-gedparmeHTaumn, Ha
dopmupoBaHUM HeKoppeKTHbix ICMP-3anpocos (Hanpumep, ataka "Ping of Death" wn "Smurf"), Ha
dopmupoBaHUM HeKoppeKTHbIXx TCP-3anpocoB (aTtaka "lLand"), Ha co3gaHuu "wTopma" nakeToB C
3anpocamu Ha coeguHeHue (atakm "SYN Flood") u ap.

K TMnoBbImM yrposam, peasinsyembiM Ha NPUKNALHOM YPOBHE, OTHOCATCA Yrpo3bl, HanpaB/eHHbIe
Ha HECAHKLMOHMPOBAHHbIN 3aMyCK NPUIOXKEHW, Yrpo3bl, Peanm3auma KOTOpbIX CBA3aHa C BHEAPEHMEM
NPOrpamMmMHbIX 3aKNafoK (TMna "TPOSAHCKUIA KOHb"), C BbiABNEHMEM MNaposieit AoCTyna B CeTb UM K
onpeaeneHHOMyY XOCTy W T.4,

Echn peanusauma yrposbl He MPUHECNA HAPYLWMWTEN0 HAMBLICWIMX MPaB AOCTYyMa B CUCTEME,



BO3MOXHbl MOMbITKM PacLUMPEHMNA 3TUX NPaB 4O MAKCMMaNbHO BO3MOXKHOMO ypoBHA. [na 3Toro moryt
MCMONb30BaTbCA YA3BMMOCTM He TO/IbKO CEeTeBbIX CEPBUCOB, HO W YA3BMMOCTM CUCTEMHOIO
nporpammHoro obecnedyenusa xoctos NCMaH.

Ha osTane peanvsaumMm HECAHKUMOHMPOBAHHOIO AOCTyMa  OCYLLEeCTBAAeTcs cobCTBeHHO
OOCTUMKEHME LLIe/IN peanunsaLmm yrposbi:

HapylweHue KoHpUaeHLMaNbHOCTUN (KONMPOBaHME, HENMPaABOMEPHOE PacnpoCTpaHeHue);

HapylleHMe LeNOCTHOCTU (YHUUTOMXKEHUE, USMEHEHMeE);

HapyleHuMe JocTynHocTH (610KMpoBaHue).

Ha aTom »Ke 3Tane, nocne yKasaHHbIX AEWCTBUNA, KaK Npasuao, GOpMUpPYyeTcAa Tak HasblBaeMbli
"yepHblh BXxo4" B BMAE OAHOIO W3 CEPBMCOB (4EMOHOB), OBCNYKMBAIOWMX HEKOTOPbLIA MOPT WU
BbINOJIHAOWMX KOMaHAbl HapywuTensa. "YepHbl BXxoa"' OCTaBNAeTCA B CUCTEME B WHTepecax
obecneyeHusn:

BO3MOHOCTM NOAYUYUTb AOCTYN K XOCTY, AaxKe eCM aAMUHUCTPATOP YCTPAHUT UCMOb30BaHHYIO
ONA ycnewHon peannsaLmm yrposbl yA3BUMOCTb;

BO3MOHOCTM MOYYNTb JOCTYN K XOCTY KaK MOXKHO H6oJiee CKPbITHO;

BO3MOHOCTM MOAYYUTb AOCTYN K XOCTy ObICTpo (He MOBTOPASA 3aHOBO MNPOLLECC peanm3auuu
yrposbi).

"YepHbl BXOA" MNO3BOAIAET HapyWMUTENO0 BHeAPUTb B CETb MAM HA ONpeseneHHbld XocT
BPEeAOHOCHYIO Nporpammy, Hanpumep, "aHanmsatop naponen” (password sniffer) - nporpammy,
BbIAENAOWYO MNO/Mb30BaTe/IbCKME UAEHTUPUKATOPbI M NAPOAM U3 CceTeBOro TpaduKa npu pabote
NPOTOKO/IOB BbICOKOro ypoBHA (ftp, telnet, rlogin u T1.4.). O6bekTamn BHegpeHWUAa BPEOOHOCHbIX
nporpamm MoOryT 6biTb NPOrpaMmmbl ayTeHTUPUKALMU U MAEHTUOMKAUUKM, CETEBble CEPBUCHI, AAPO
ornepauMoHHOM cuctemsl, daiiioBas cuctema, 6UbANOTEKM U T.4,

HaKkoHel, Ha 3Tane AWKBMZALMM CAELOB peanM3aummn yrposbl OCYLLECTBASETCA MOMbITKA
YHUUTOXEHUNA CNefoB AeWCcTBUIA HapywmTens. Mpu sTOM yaansatoTca COOTBETCTBYIOLWME 3aMnCK U3 BCex
BO3MOXHbIX }KyPHaNoB ayauTa, B TOM Yuc/e 3anucu o pakte cbopa nHbopmaymu.

5.5. O6Lwan xapakTepmUCTUKa yrpos
NporpammHo-maTeMaTUYeCcKUX BO3AeNCTBUIA

MporpammHoO-maTemaTUyecKkoe BO34ENCTBME - 3TO BO34ENCTBUME C MOMOLLbIO BPeAOHOCHbIX
nporpamm. Mporpammon ¢ NOTeHLMANbHO ONACHbIMU NOCAeACTBUAMMU WU BPEAOHOCHON NPOrpammon
Ha3blBAlOT HEKOTOPYID CaMOCTOATE/IbHYO Mporpammy (Habop WHCTPYKUMiI), KoTopas cnocobHa
BbINOJIHATL /Il060E HENyCToe NOAMHOMKECTBO C/leAyoLWnNX GYHKLNIA:

CKpbIBaTb MPM3HaKM CBOEro NPUCYTCTBMA B MPOrPaMMHON cCpesie KOMMbLOTepa;

obnafatb CNOCOOHOCTbIO K camoayb/iMpoBaHMIO, accouMMpoBaHWIO ceba ¢ gpyrumu
nporpammamu u (Mnun) nepeHocy csomx ¢parmeHTOB B MHble 06/1acCTU ONEPaTUBHOW WM BHELLUHEWN
namATy;

pa3pyLuaTb (MCKaXKaTb NPOM3BOJIbHBIM 06pPa3oM) Kog, NPorpamMmm B ONepaTUBHOM NaMATH;

BbINO/IHATL 6€3 MHULMMPOBAHUA CO CTOPOHbI NOJIb30BaTeNsA (NO/b30BaTE/IbCKON MPOrpammbl B
WUTAaTHOM pPEXUME €€ BbIMNOJIHEHUA) AeCTPYKTUBHbIE (YHKUMM (KOMUPOBAHWE, YHUUTOXEHWE,
610KMpOBaHME U T.M.);

COXpaHATb dparmeHTbl MHGOPMALUKN M3 ONEPATUBHOM MAaMATU B HEKOTOPbIX 06/1acTAX BHELHEM
NamaTK NPAMOro 4OCTyNa (NOKaNbHbIX MU YAANEHHbIX);

MCKa¥KaTb NPOMN3BO/IbHbIM 06pa3om, 610KMPOBaTL U (MK) NOAMEHATL BbIBOAUMbIN BO BHELLHIOW
NamMATb UKW B KaHan CcBA3M maccms MHbOpPMaL MK, 06pa3oBaBLUMiACcA B pe3yabTaTe paboTbl NPUKAALHbIX
NPOrpamm, UK y3Ke HaXoJALLMECH BO BHELUHEN NaMATU MacCuBbl AAaHHbIX.

BpegoHoCHble Nporpammbl MOTYT ObITb BHECeHbl (BHeApeHbl) Kak npesHaMepeHHOo, TaK W
cnyyYaiHo B nporpammHoe obecnedveHune, ucnonbdyemoe B WCMAH, B npouecce ero paspaboTkuy,
CONPOBOXAEHNA, MOAMDUKALMM U HACTPOMKKU. Kpome 3TOro, BpeAOHOCHbIE NMPOrpammbl MOryT BbiTb
BHeCeHbl B npouecce akcnayataumm UCMNOH ¢ BHeWHMX HocuTene uHbopmauum mam nocpesactsom
CeTeBOro B3aMmMoAencTema Kak B pesynbtate HCA, Tak n caydaiiHo nonb3zosatenamm UCMNAH.

CoBpemeHHble BpPeAOHOCHble MPOrpamMMbl  OCHOBaHbl Ha WMCMNO/Ab30BAaHUM  YA3BMMOCTEM
pa3/IYHOro poAa NPorpamMmmMHoro obecneyeHmsn (CMCTeEMHOro, 0bLLEro, NPUKAALHOTO) U Pa3HOObPa3HbIX



CeTeBbIX TEXHOJIOTMMA, 00134atoT  LWIMPOKMM  CMEKTPOM  AEeCTPYKTUBHbIX  BO3MOMXHOCTeW  (oT
HeCaHKLUMOHNPOBAHHOIO UccneaoBaHma napametpos UCMAH 6e3 BmelwwaTenbcTsa B QYHKUMOHUPOBaHMe
UCNAH, ao yHuuTOKeHma NAH n nporpammHoro obecnevyeHuns UCMNAH) U moryT AencTBoBaTb BO BCEX
BMAAX MPOrpamMmMHoOro obecrneyeHUs (CMCTEMHOro, MPWKAAZHOro, B AgpaliBepax annapaTHoro
obecneyeHuns n T.4.).

Hannune 8 UCMNAH BpeAOHOCHbIX NPOrpamMmm MOXKET cnocobcTBoBaTb BOSHMKHOBEHUIO CKPbITLIX, B
TOM 4YMC/e HETPASMLMOHHbBIX KaHaNoB AOCTYNa K MHPOpMaLMM, NO3BONAOWMX BCKPbIBaTb, 06X0aNTb
nnn 610KMpPOBaTh 3aLMTHbIE MEXAHU3MbI, MPEeLYCMOTPEHHbIE B CUCTEME, B TOM YMCAE NAPOJbHYIO U
KpunTorpadmyeckyto 3amTy.

OCHOBHbIMW BUAAMW BPEAOHOCHbIX MPOrpPamm ABAAIOTCA:

NporpaMmHble 3aKNaaKu;

KNaccu4yeckune nNporpammuble (KOMMNbIOTEPHbIE) BUPYCI;

BPEAOHOCHbIE NPOrPaMMbl, PACNPOCTPAHAOLWMECA NO CETU (CETEBbLIE YEPBU);

Apyrve BpeaOHOCHbIE NPOrPaMMbl, NpeHa3HavYeHHble Aaa ocylecTteneHuns HCA,.

K nporpammHbIM 3aKfagKamM OTHOCATCA Nporpammbl, ¢parMeHTbl KOAad, WHCTPYKUMW,
dbopmupyolMe HeaeKkNapupoBaHHbIE BO3MOXKHOCTM MPOrpaMMHOro obecneyeHus. BpepoHOCHble
Nporpammbl MOFYT NePexoamTb U3 OAHOro BMAA B APYroM, Hanpumep, NPOrpamMmmMHas 3aknaaKka MoxeT
CreHepupoBaTb NPOrPaMMHbIA BMPYC, KOTOPbIM, B CBOK O4Yependb, NOMaB B YC/OBUSA CETM, MOMKET
chopmmpoBaTb CETEBOrO 4YepBA WAM APYry0 BPEAOHOCHYH NpPOrpammy, npeaHasHauyeHHyl Ans
ocywectsneHuna HCA.

Knaccudumkauma nporpaMmHbIX BUPYCOB WM CETEBbIX YepBelr npeacTaBfieHa Ha pPUCYHKe 14,
KpaTKas XapaKTepucTMKa OCHOBHbIX BPEAOHOCHbIX MPOrpamm CBOAMUTCA K creaytowiemy. 3arpysoyHbie
BMPYCbl 3anucbiBaloT ceba anbo B 3arpysoudHbln cektop Aaucka (boot-cektop), nnbo B cekTop,
coAepxallMii CUCTEMHbIN 3arpy3umk BuH4YecTepa (Master Boot Record), nimbo meHAOT yKkasaTeNb Ha
aKTMBHbIN boot-cekTop. OHM BHEAPAOTCA B NMamATb KOMMNbOTEPA NPU 3arpyske ¢ MHOULMPOBAHHOTO
AncKa. MNpu 3TOM CUCTEMHbBIN 3arpy3ymK CYMTLIBAET COAEPKMMOE NEPBOro CEKTOpa AMCKa, C KOTOPOro
NpPOu3BOAMUTCA 3arpyska, NMOMELLAET CYMTaHHY0 MHPOpMaLMIO B NamsaTb U NepegaeT Ha Hee (T.e. Ha
BMpPYC) ynpasneHue. Mocne 3Toro HauyMHaoT BbINOJHATLCA UHCTPYKLMM BUPYCa, KOTOPbIM, Kak NpaBuio,
YMeHbLLaeT 0b6bem cBOOOAHOM NamATKU, KOMUPYET B 0CBOOOAMBLLEECA MECTO CBOW KOA MU CYMTbIBAET C
OMCKa CBOE MpOoAo/IKeHMe (ecnm OHO ecTb), MepexBaTbiBaeT Heobxoaumble BeKTOpa npepbiBaHUiA
(06bI14HO - INT 13H), cunTbiBaET B NaMATb OPUTMHANbHBIN boot-ceKTOp M NepeaaeT Ha Hero ynpas/eHue.

B panbHeiwem 3arpy3odHblit BUpYC BedeT cebsa TaK e, Kak ¢ainoBsblit: nepexsaTbiBaeT
06palleHMA OMNepaLMOHHOM CUCTEMbI K AUCKAM WU UHOUUMPYET UX, B 3aBUCMMOCTU OT HEKOTOPbIX
YCNOBWUI COBEpPLLAET AEeCTPYKTUBHbIE AENCTBMA, BbI3bIBAET 3BYKOBblE 3P PeKTbl nan BuaeosdPeKTbl.



OCHOBHbIMW AECTPYKTUBHBIMU AEWCTBUAMM, BbINOJHAEMbIMU STUMWN BUPYCAMM, ABNAIOTCS:
YHUYTOXKEHME MHGOPMALMM B CEKTOPAX AUCKET U BUHYECTEpPa;

WCKNtOYEHME BO3MOXKHOCTM 3arpy3Ku onepaumoHHON cucTtembl (KomnbtoTep "3aBucaet");
MCKaXKeHMe Koaa 3arpy3umKa;

dbopmaTMpoBaHME ANCKET UK IOTUYECKUX ANCKOB BUHYECTEPa;

3akpbiTne goctyna Kk COM- n LPT-nopTam;

3amMeHa CMMBOJIOB NPW NeYaTn TEKCTOB;

nogeprvBaHus aKpaHa;

N3MEHEeHWEe METKM AMCKA UAN ONCKETbI;

co3gaHue nceBaocboliHbIX K1acTepoB;

co3/laHu1e 3BYKOBbIX U(1K) BU3yanbHbiX 3¢pdeKToB (Hanpumep, nageHne 6yKB Ha sKpaHe);
nopya ¢aiinoB AaHHbIX;

nepesarpyska KOMMbloTepa;

BbIBOZ, HA 3KPaH pa3Ho06pasHbIX COOBLLEHN;

OTKNtoYeHMe NepudepuiiHbIX YCTPOMCTB (Hanpumep, KnaBuaTypbl);

N3MeHEeHWe NaNUTPbl 3KPaHa;

3ano/IHeHWe 3KpaHa NOCTOPOHHUMM CUMBOJIAMU NN N306paKEHUAMMY;

noraweHne 3KkpaHa 1 NepeBos B PEXKMUM OXNAAHUA BBOAA C KAaBMaTYpbl;

WNdpPOBaHME CEKTOPOB BUHYECTEP];

BbIBOPOYHOE YHMUTOKEHME CUMBOJIOB, BbIBOAMMbIX Ha 3KpaH Npu Habope ¢ KnaBuaTypbl;
ymeHblleHne o6bema onepaTUBHOW NaMATH;

BbI30B MeYaTu COAEPKMMOro 3KpaHa;

6/10KMpOBaHMeE 3aNNUCK Ha ANCK;

YHUYTOXKEeHWe Tabamubl pasbuenus (Disk Partition Table), nocne aToro KomnbloTep MOXKHO 3arpy3uTb TOLKO ¢ GNONMMU-OUCK];
610KMpPOBaHME 3aMycKa UCNOHSAeMbIX $ainios;

6/10KMpOBaHMe J0CTyNa K BUHYECTepy.

IIo cpene obuTaHuA IIo 3apaxaeMeM I[Io OCODEeHHOCTAM ajil'opuTMa IIo meCTPpYyKTMBHEM IIo MCHnoJIb30BaHUI IIo cnocoby
OrnepaurOHHEM PaboTE M B 3aBMCUMOCTMU OT BO3MOXHOCTAM /IHTEpHET-TEeXHOJIOTUA MPOHMKHOBEHMUA
cucreMam CJIOXHOCTM KOIa B CUCTeMy

damnoBHE AKTHUBMPYRIMECA IPU BesBpenHre TpoAHCKME KOHU PacnpocrpaHdaemere

[oEVZR{e)=1S148 3arpys3Ke CUCTEMH Jepes OoTdyxXIaeMble
BUPYC, HOCUTEN
JicnnosHAaeMBle 3apaxamimi T ] MaJsioonacHele HTML-BUpPYCEHL T
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PucyHok 14. KnaccudpuKaumsa nporpammHbIX BUPYCOB
N ceTeBbIX YepBek

BONbLMHCTBO 3arpy304HbIX BUPYCOB Nepe3anncbiBatoT ceba Ha Gaonnn-aucku.

dainosble BUPYCbl NPU CBOEM PAa3sMHOMKEHUN TEM WAWN MHbIM CNOCOBOM MCMOb3YOT GainioByto
CUCTEMY KaKOM-IMBO onepauMoHHON cuctembl. Mo cnocoby 3apaxkeHus ¢aitnoB BUPYCbl AeNATCA Ha
3amewatowme ("overwriting"), napasutmdeckme ("parasitic"), KomnaHboH-BMpychI ("companion"), "link"-
BMPYCbl, BUPYCbI-4EPBU M BUPYCbI, 3apakatoLine obbekTHblie moayam (OBJ), 6MBAMOTEKM KOMNUAATOPOB
(LIB)  ncxoaHble TEKCTbI NPOrpPamMm.

MeTog, 3aparkeHua "overwriting" sBnsetca Hambonee NPOCTbIM: BMPYC 3aNUCbIBAeT CBOW KoA
BMeCTO KoAa 3apaxkaemoro ¢aina, yHUUTOXKasa ero comepkmnmoe. EctecTBeHHO, YTO nMpu 3TOM daiin
nepecrtaet paboTaTb M He BOCCTaHaBAMBAETCA. TakMe BUPYCbl o4eHb BbICTPO OBHapyKmMBatoT cebs, Tak
KaK OnepaumoHHasn CUCTEMA U MPUNOXKEHMA A0BOAbHO BbICTPO NepecTtatoT paboTaTb.

K napasutuueckmm oTHOCATCA BCe dalinosble BUPYCbl, KOTOPblE MPWU PACNPOCTPAHEHUN CBOMX
KON 06s3aTeNbHO U3MEHSAIOT coaepumoe $annos, ocTasasaa camu Ganbl NPy 3TOM NOAHOCTBIO UK
YacTMYHO  pPaboToCnocobHbIMM.  OCHOBHBLIMM  TUMAMM  TAKUX  BUPYCOB  ABAAKOTCA  BUPYCHI,
3aMMCbIBAOWMECA B HAYyano, cepeauHy uanm KoHel, ¢ainnos. OTAeNbHO cneayeT OTMETUTb A0BOJIbHO
HEe3HAUYUTE/IbHYIO TPYMNMNY NapasuUTUYECKUX BUPYCOB, He MMetowmx "Toukn Bxoga" (EPO-supyckl - Entry
Point Obscuring viruses). K HUM OTHOCATCA BUPYCbI, HE 3aNUCbIBalOLWLMe KOMaHAY Nepeaayn ynpasaeHms
B 3arosioBok COM-daiinos (JMP) U He usmeHawlUIMe ajapec TOYKM CTapTa B 3aronoBke EXE-¢ainos.
TaKkue BMPYCbl 3aNMCbIBAlOT KOMaHAY NepexoAa Ha CBOM KoJ, B Kakoe-inbo mecTo B cepeanHy dainna u
Mo/sly4aloT ynpasBiAeHWEe He HEeNnoCpencTBEHHO MPW 3anycKe 3apakeHHoro ¢anna, a npu Bbi30BE
npoueaypbl, cogep)Kalien Koz nepenadn ynpasneHUs Ha Teno Bupyca. lMpuyem BbINOAHATLCA 3Ta
npoueaypa MOKeT KpaliHe pegKo (Hanpumep, Npu BbiBOAE COOOLWEHNA O KaKoM-1nMbo cneumduyeckoi
owmnbKe). B pesynbtate BUPYC MOXKET AoArne roapl "cnate" BHYTpU dalina n npossutb ceba ToNbKo Npu
HEKOTOPbIX OFPAaHNYEHHbIX YCNOBUSAX.

K KaTteropuu "KomnaHbOH" OTHOCATCS BUPYCbl, HE U3MEHSAIOWME 3aparkaemble daliibl. AAropuUTm
paboTbl 3TUX BUPYCOB COCTOUT B TOM, YTO AJ1s 3apaxkaemoro ¢ainna cosgaerca Gaii-ABONHUK, Npuyem
npu 3anycke 3apakeHHoro dainna ynpasBaeHME MNOoJAyYaeT MMEHHO 3TOT ABOMHUK, TO eCTb BUPYC.
Hanbonee pacnpocTpaHeHbl KOMMAHbOH-BUPYCbI, UCMNoab3yowmne ocobeHHocTb DOS  nepsbim
BbINOJIHATL $alinbl ¢ pacwmpeHnem .COM, ecnm B 0gHOM KaTanore NpuCcyTCTBYIOT ABa dalina ¢ ogHUM U
TEM YK€ MMEHEM, HO PA3NMYHbIMKU paclmnpeHnamm nmenn - .COM un .EXE. Takmne Bmpycbl co3aatoT gnA
EXE-dainnoB daiinbl-CNyTHUKM, UMEIOLME TO Ke camoe UMA, HO ¢ pacimpernem .COM, Hanpumep, ans
daiina XCOPY.EXE cospgaetca ¢ainin XCOPY.COM. Bupyc 3anucbiBaetca B COM-dain M HUKAK He
nsmeHnet EXE-daiin. Mpwu 3anycke Takoro daiina DOS nepsbiM 06HaAPYXRUT M BbINOAHUT COM-daiin, To
€CTb BMPYC, KOTOpPbIN 3aTeM 3anyctut u EXE-dain. Bropyro rpynny coctaBastoT BUPYCbl, KOTOpble MNpu
3aparkeHMM NepemmMeHOBbIBaOT $aii B Kakoe-1Mbo Apyroe Mmsa, 3aNOMMUHALOT ero (414 nocaeayowero
3anycka daiina-xo3anHa) M 3anucbiBalOT CBOM KOZ Ha OMUCK NOA MMeHeM 3apaykaemoro ¢avina.
Hanpumep, ¢ainn XCOPY.EXE nepenmeHoBbiBaeTca B XCOPY.EXD, a BMpyC 3anucbiBaeTca Nog MMEHeEM
XCOPY.EXE. MNpw 3anycke ynpaBaeHne nosay4yaeT Kog BUPYCa, KOTOPbIN 3aTeM 3anyCKaeT OPUrMHA/bHbIM
XCOPY, xpaHawminca nog nmeHem XCOPY.EXD. UHTepeceH TOT $aKT, YTO AaHHbIM meTog, paboTaeT, no-
BUOMMOMY, BO BCEX OMEPaLMOHHbIX cucTemax. B TpeTbio rpynny BXOAST Tak HasbiBaemble "Path-
companion" Bupycbl. OHM NMbO 3anucbIBalOT CBOM KOZ NOA MMeHeM 3apaxkaemoro ¢akina, Ho "Bbiwe"
Ha OAMH YpPOBEHb B MponucbiBaemblx nyTax (DOS, Takum ob6pasom, nepBbiM OBHAPYKUT U 3anyCTUT
dann-supyc), nmbo nepeHocAT pann-KepTBy Ha OAUH NOAKATaNOr Bbile U T.4.

BO3MOMXHO cyllecTBOBaHME W [APYrMX TUMNOB KOMMAHbOH-BUPYCOB, WCMONb3YIOWNX WHble
OPUTUHANbHbIE UAEN M OCOBEHHOCTU APYTUX ONEPALNOHHbBIX CUCTEM.

dalinosble yepBu (worms) ABAAIOTCA, B HEKOTOPOM CMbIC/IE, PA3HOBUAHOCTbIO KOMMAaHbOH-
BMPYCOB, HO NPU 3TOM HUKOMM 06pa3om He CBA3bIBAIOT CBOE MPUCYTCTBME C KAKUM-IMOO BbINOJHAEMbIM
dannom. Mpu PasmMHONKEHMM OHM BCEFO /ML KONUPYIOT CBOM KOZ B KaKkue-Mbo KaTasorM AUCKOB B
HaZexae, 4To 3TU HoBble Konuu byayT Korga-nnbo 3anyweHbl nonb3oBaTesieM. MHoOrga 3tm BUPYCHI
OatoT cBOMM Konuam "cneunanpHble” MmeHa, YyTobbl NOATONKHYTb NO/Ib30BATENA HA 3aMyCK CBOEM Konuun
- Hanpumep, INSTALL.EXE nan WINSTART.BAT. CyLLecTBylOT BUPYCbI-4€PBM, UCMONb3YIOLWMNE A0BO/BHO



HeobbluHble NpUembl, Hanpumep, 3anucbisalouwlMe cBou Konum B apxusbl (ARJ, ZIP u npouue).
HeKkoTopble BMpYyCbl 3aMMCbIBAlOT KOMaHAy 3anycka 3apaxkeHHoro ¢aiina B BAT-dpainbl. He cneayet
nyTatb ¢anioBble BUPYCbI-HEPBU C CETEBbIMM 4YepBAMU. [lepBble MCMOMb3YIOT TOAbKO ¢aioBble
GYHKUMM KaKo-nMbo onepaumMoHHON CUCTEMbI, BTOPbIE e MPW CBOEM PA3MHOMEHUU MOo/b3yoTcA
CeTeBbIMMU MPOTOKONAMM.

Link-BMpycbl, Kak M KOMNAHbOH-BUPYCbl, HE W3MEHAIT (GU3MYECKOTO COAEepPKMMOro ¢ainnos,
O[HAKO MNpM 3anycke 3aparkeHHoro ¢anna "sactasnsatot" OC BbINO/SHUTL CBOM KOA. DTOM LEAU OHMU
aocturatoT mognduKaumen Heobxoanumbix nonein ¢anaoBom CUCTEMBI.

Bupychbl, 3aparkatowme BUOBANMOTEKM KOMMUAATOPOB, OOBEKTHbIE MOAY/U U UCXOAHblE TEKCTbl
nporpamm, 4OCTAaTOYHO 3K30TUYHbI U NPAKTUYECKU He pacnpocTpaHeHbl. Bupychol, 3apaxkatowme OBJ- n
LIB-daiinbl, 3anucbiBaloT B HUX CBOM Koa B dopmaTe OOBEKTHOro moaynsa wan 6ubamnoTtekw.
3apakeHHbll $aitn, Takum 06pa3om, He ABAAETCA BbINOJHAEMbIM M He cCnocobeH Ha panbHellwee
pacnpocTpaHeHWe BMPYCa B CBOEM TEKYLLEM COCTOSHMU. Hocutenem e "xusoro" Bupyca ctaHOBUTCA
COM- unu EXE-dain.

Monyuns ynpasneHue, Gpaitnosbii BUPYC COBEPLUAET caeayolume obwue aencrema:

nposepsaeT oNnepaTMBHYI0 NAaMATb Ha HA/IMUYME CBOEN KOMUKU U MHOUUMPYET NamMATb KOMMbOTEPa,
€C/IM KonuA BUPYCa He HalAeHa (B cayyae, eCan BUPYC ABAAETCA Pe3UAEHTHbIM), ULLET He3apaXKeHHble
dainbl B TeKywem M (MNM) KOPHEBOM KaTanore myTem CKaHUMPOBAHWA AepeBa KATANOroB JIOMMYECKUX
OMCKOB, a 3aTeM 3apaxkaeT obHapyKeHHble ¢palinbl;

BbINOJIHAET AOMNONHUTENbHbIE (€CNIM OHM eCTb) GYHKUMU: AECTPYKTUBHbIE AeNCTBUA, rpadudeckmne
WA 3BYKOBble 3GdEKTbl U T.4. (AONONHUTENbHbIe QYHKUMU Pe3UAEHTHOro BMpYca MOTYT Bbi3blBaTbCA
CNyCcTA HEKOTOpOoe BpemsA NOCiAe aKTUBM3ALUM B 3aBUCMMOCTU OT TEKYLLEro BpeMeHM, KOHpUrypaumum
CUCTEMbDI, BHYTPEHHMX CYETYMKOB BMPYCA UAWN APYTUX YCAOBUIA, B 3TOM CNydYae BUPYC NPU aKTUBM3ALUK
0bpabaTbiBaeT COCTOAHME CUCTEMHbIX YaCOB, YCTaHaBAMBAET CBOU CYETUUKU U T.A4.);

BO3BpalLaeT ynpas/eHne OCHOBHOM nporpamme (ecan oHa ecTb). Mapasutuyeckue BUPYCbl Npwu
aTom nmbo neyat ¢painn, BbIMOJHAIOT €ro, a 3aTeM CHOBA 3apaXkatoT, AMB0 BOCCTaHABANBAIOT NPOrpammy
(Ho He dain) B ncxoaHom Buae (Hanpumep, y COM-nporpammbl BOCCTaHaB/AINBAETCA HECKO/IbKO MepBbIX
6anT, y EXE-nporpammbl BblYUCASETCA UCTUHHBIA CTAPTOBbLIM agpec, y ApaliBepa BOCCTaHAB/AMBAIOTCA
3HaYeHWA agpPecoB NPOrpamMmm CTpaTernn U NpepbiBaHMA).

HeobxogmMmo OTMeTUTb, 4YTO 4Yem ObiCTpee pacrnpocTpaHAeTca BMPYC, Tem BepoATHee
BO3HWMKHOBEHME 3NULEMMUM STOTO BUPYCA, YEM MeAJIEHHEE PACMPOCTPAHAETCA BUPYC, TEM CNOXKHEE ero
OOHApYKUTb (€CAN, KOHEYHO e, 3TOT BUPYC HeusBecTeH). HepesnaeHTHble BUPYCbl YacTO ABAAIOTCA
"mMeaneHHbIMK" - BONBLIMHCTBO M3 HUX NPU 3aMycKe 3aparkaeT oauH UAKn ABa-TpK dalina n He ycnesaet
3aM0/IOHUTb KOMMNbIOTEP A0 3anycka aHTUMBMPYCHOM NporpamMmbl (MW MOABAEHMA HOBOW BeEPCUM
aHTMBMPYCA, HAaCTPOEHHOM Ha AaHHbIn BUpyc). CyecTBYOT, KOHEYHO Ke, Hepe3naeHTHble "BbicTpble”
BMPYCbl, KOTOPble MPW 3anycKe MLLYT M 3aparkatoT BCe BbiNOAHAeMble $aiifibl, O4HAKO TaKMe BUPYChI
OYeHb 3aMeTHbl: MpPM 3aMycKe Ka)KAOro 3apaxKeHHoro d¢alna KomnbloTep HeKkoTopoe (MHoraa
OOCTAaTOYHO [0Nroe) BpemMs aKTMBHO paboTaeT C BMHYECTEPOM, YTO AemackupyeT Bupyc. CKopocTb
pacnpocTpaHeHna (MHGULMPOBAHUSA) Y PE3UAEHTHbBIX BUPYCOB OObIYHO BbIlE, YEM Y HEPE3UAEHTHbIX -
OHM 3apakaloT daiabl Npu Kakmx-1Mbo obpalieHuax K HUM. B pesynbTaTe Ha AWMCKE OKa3blBalOTCH
3apaXKeHHbIMU BCE MM NOYTU Bce dalinibl, KOTOpble MOCTOSHHO WMCNOo/b3yoTca B pabote. CKopocTb
pacnpocTpaHeHuna (MHOULMPOBaHWUA) pe3nAaeHTHbIX GaitoBbIX BUPYCOB, 3apaxKalowmx ¢aiabl TONbKO
NpW UX 3anycKe Ha BbINOAHEHWE, ByaeT HUXKeE, YEM Y BUPYCOB, 3apaKatoLumx Gbanibl n NPU UX OTKPbITUWK,
nepeMmeHoBaHWK, U3MeHeHUN aTpmnbyTos daiina u T.4.

TakMm o0b6pa3om, OCHOBHble AECTPYKTUBHbIE AENCTBMA, BbINOAHAEMble GaliioBbIMM BUPYCaMK,
CBfi3aHbl C MopaxeHuem ¢aiios (Yalle McnosHAeMbIX UAn GainNoB AaHHbIX), HECAHKLMOHMPOBAHHbLIM
3aMyCKOM Pas/INyHbIX KOMaHA, (B TOM YMcae, KOMmaHa GopMaTUPOBAHMA, YHUUTOXKEHWUA, KONUPOBAHMA U
T.MN.), U3MmeHeHneM TabnunLbl BEKTOPOB NpepbiBaHUiA U Ap. BmecTe ¢ Tem, MOTyT BbINOJHATLCA U MHOTUE
OEeCTPYKTUBHbIE AeNCTBUA, CXOAHbIE C TEMW, KOTOPbIE YKA3blBA/UCb A/1A 3arpy304HbIX BUPYCOB.

MakpoBupycbl (macro viruses) ABAAOTCA NPOrPaMmmMamm Ha A3bIKax (MaKpOA3bIKax), BCTPOEHHbIX B
HeKoTopble cucTembl 06PabOTKM AaHHbIX (TEKCTOBbIE PEAAKTOPbI, 3/1EKTPOHHbIE Tabauubl U T.4.). Ona
CBOEro PasMHOXEHUA TaKMe BUPYCbl UCMOJb3YIOT BO3MOXHOCTM MaKpPOS3bIKOB M MPU UX MOMOLLM
nepeHocAT cebs U3 OAHOro 3aparkeHHoro ¢aina (gokymeHTa uau Tabauubl) B apyrve. Hanbonbliee
pacnpocTpaHeHe NoAyYnIM MakpPOBMPYCbl ANA NaKeTa NpuMKnagHbix nporpamm Microsoft Office.



[na cywecTtBOBaHUS BUPYCOB B KOHKPETHOM cucTeme (pefakTope) HeobxoAMMO Hanauuue
BCTPOEHHOrO B CUCTEMY MAKPOA3bIKA C BOSMOXKHOCTAMM:

1) NpMBA3KKM NPOrpaMmmbl HA MaKpPOA3bIKE K KOHKpeTHOMY daiiny;

2) KoNMpoBaHMA MaKponporpamm 13 ogHoro daiiia B Apyrou;

3) nonydyeHua  ynpaBAeHWA  MaKpomnporpammon 6e3  BmellaTeNbCTBa  MOJib30BaTeNs
(aBTOMaTUUYECKME MW CTAHAAPTHbIE MAKPOCh!).

[aHHbIM yCN0BUAM YA0BAETBOPAIOT NPUKAaAHbIe nporpammbl Microsoft Word, Excel n Microsoft
Access. OHU cogeprKaT B cebe makposasbikn: Word Basic, Visual Basic for Applications. Mpwu stom:

1) makponporpammbl NPMBA3aHbl K KOHKPETHOMY daiiy UM HaxoaaTcsa BHYTpU ¢ainna;

2) MaKpoA3bIK MO3BONSET KONMPOBaTb Gal/ibl AN NepemMeLLaTb MaKpomnporpamMmmbl B Cy»KebHble
bannbl cucTemMbl U pegakTUpyemble dainbl;

3) npu paboTe ¢ painom Npu onpeaeneHHbIX yCAoBUAX (OTKPbITUE, 3aKPbITUE U T.A4.) BbI3blBAOTCA
MaKponporpaMmmbl (ecnn TakoBble ecTb), KOTOpble onpeaeneHbl cneuuanbHbiM 06pasom uan nmeroT
CTaHAAPTHbIE MMEHA.

[JaHHaa ocobeHHOCTb MaKpOsA3bIKOB NpeAHasHaYeHa A1a aBTOMaTMYeckon o6paboTKM AaHHbIX B
60/1blUMX OpraHM3auMAxX WanM B rN0basbHbIX CETAX M MNO3BOASAET OPraHM30BaTb TaK Ha3blBAaeMbIit
"aBTOMaTU3NPOBAHHbIN AOKYMeHToobopoT". C Apyroii CTOPOHbI, BO3MOXHOCTM MAKPOS3bIKOB TaKMX
CUCTEM MO3BOJIAIOT BUPYCY NEPEHOCUTb CBOM KO, B Apyrue daiinibl U TakKMm ob6pasom 3apaxkaTb UX.

BO/NbLWMHCTBO MaKpPOBMPYCOB aKTUBHbI HE TOJIbKO B MOMEHT OTKPbITUA (3aKpbiTvA) daiina, Ho Ao
TEX Nop, NOKA aKTUBEH cam pefakTop. OHM coaeprKaT Bce cBOU GYHKUUKN B BUAE CTaHAAPTHLIX MaKpPOCOB
Word/Excel/Office. CyliecTBytoT, 04HaKO, BMPYCbl, UCMOJb3YIOLME MPUEMbI CKPbITUA CBOEro Koda M
XpaHAWMe CBON Kog B BUAE He MaKpOCOB. M3BEeCTHO TpW MoAo6HbIX Npuema, BCe OHW WUCMONb3yHT
BO3MOHOCTb MaKpOCOB C€034aBaTb, PeAaKTMPOBaTb M WCMOJHATbL Apyrue MaKkpocbl. Kak npaswuso,
noaobHblie BUPYCbl UMeT HebonblIon (MHOrAa - NOAMMOPGHBIA) MaKpOC-3arpy3vmk BMpYCca, KOTOPbIM
BbI3blBa€T BCTPOEHHbI peakTop MaKpOCOB, CO34aeT HOBbIM MaKpOC, 3aMO/IHAET ero OCHOBHbIM KOZOM
BMpPYCA, BbIMNONHAET U 3aTeM, KaK MPaBuI0, YHUUTOXKAET (YTOObI CKPbITb C/iedbl NPUCYTCTBUA BUpyca).
OCHOBHOW KO, TakKMX BUMPYCOB MPUCYTCTBYET IMO6O B CAMOM MaKpoCe BUpYyca B BUAE TEKCTOBbIX CTPOK
(vHoraa - 3awndpoBaHHbIX), NM60O XpaHUTCA B 061aCTN NEPEMEHHbIX JOKYMEHTA.

K ceTeBbIM OTHOCATCA BMPYCbl, KOTOpble AN CBOEro PacrnpOCTPaHEHUS aKTUBHO MCMOJ/b3YHOT
NPOTOKO/Ibl U BO3MOKHOCTM NIOKaJIbHbIX U 1106anbHbIX ceTell. OCHOBHbIM MPUHLMMOM paboTbl CETEBOrO
BMpPYCa ABNAETCA BO3MOMHOCTb CAaMOCTOATENIbHO NepeaaTb CBOM KoA, HA YAANeHHbIA cepBep MAu
pabouyto ctaHuuMio. "MonHoueHHble" ceTeBble BUPYCbl NPU 3TOM 061a4aloT ewe M BO3MOMKHOCTbIO
3anNyCcTUTb Ha BbINOJIHEHWME CBOM KoA4 Ha YA3NeHHOM KOMMblOTEpPe WAW, NO KpalHen mepe,
"noAToNKHYTL" NONb30BaTeNsA K 3aMyCKy 3apaxKeHHoro daiina.

BpefoHOCHbIMM Nporpammamu, obecneymsatommm ocywectsneHme HCA, moryT 6biTb:

nporpammbl Nogbopa u BCKPbITUA Naponen;

NporpamMmbl, peannsytoLme yrposbi;

nporpaMmmbl,  AEMOHCTPUPYIOLIME  UCMOJIb30BaHME  HeAEeKNapUPOBAHHbLIX  BO3MOXKHOCTEW
NPOrpaMMHOro 1 NporpammHo-annapaTHoro obecnevenuns MCNAH;

NporpamMmbl-reHepPaTopbl KOMMNbIOTEPHbIX BUPYCOB;

NporpamMmbl, 4EMOHCTPUPYIOLLME YA3BUMOCTU CPeaCTB 3aLlmuTbl MHGOPMaLMK U Ap.

B cBA3M C YCNOXKHEHMEM W BO3pacTaHMEM pa3HoObpasus MporpammHOro obecrneyeHus YUCIo
BPEeAOHOCHbIX Mporpamm 6bicTpo Bo3pacTaer. CerogHa u3BecTHo 6onee 120 TbicAY CUFHATYp
KOMMbIOTEPHbIX BUPYCOB. BMecTe ¢ Tem, JafieKO He BCe M3 HUX MPeACcTaBAAaloT peasibHylo yrposy. Bo
MHOTUX Cy4anx yCTpaHeHWe yA3BUMOCTEN B CUCTEMHOM MW NPUKAALHOM NPOrpaMmmHOmM obecneyeHumm
npuBeNo K TOMY, UYTO pAf BPEAOHOCHbIX MPOrpamMm ye He cnocobeH BHeApUTbCA B HUX. YacTo
OCHOBHYO OMACHOCTb NPeACTaBAAOT HOBblE BPEAOHOCHbIE NPOrPaMmbl.

5.6. O6LLan xapaKTepUCTUKA HETPAANLMOHHBIX
MHGOPMALMOHHbIX KaHanoB

HeTpaaMUMOHHbIA MHDOPMALMOHHBIN KaHan - 3TO KaHa/l CKPbITHOW nepegayn MHGopmauuun c
MCMNONb30BaHNEM TPAAMUMOHHbLIX KaHaNoB CBA3M WM CneuManbHbiXx NpeobpasoBaHuii NepenaBaemol
NMHPOPMaLMN, HE OTHOCALLIMXCA K KpunTorpadpuyecknm.



Onsa bopmupoBaHMA HETPAANLMOHHbIX KAHA/I0B MOTYT MCMONb30BaTbCA METOAbI:

KOMMbIOTEPHOM cTeraHorpadpum;

OCHOBaHHble Ha MaHUNYAALUU Pa3IUYHbIX XapakTepucTuk MUCMNAH, KOTopble MOXHO Mo/syvyaTb
CaHKUMOHUPOBAHHO (Hanpumep, BpemeHM 06PabOTKM pPas3/IMUYHbLIX 3anpocoB, 06bEMOB AOCTYMHOM
NamMATU UK AOCTYNHbIX 418 YTeHUA UAEHTUPUKATOPOB GainIoB MM NPOLLECCOB U T.1.).

MeTogbl KOMMNbIOTEPHOM CTeraHorpaduu npesHasHayeHbl ANA CKpbITMA daKkTa nepegaum
cooblleHns nyTem BCTPaMBaHUA CKpbiBaemoir MHbOpmauuMn BO BHelwHe 6e306uaHble AaHHble
(TekcToBble, rpaduueckue, ayamo- vau Bugeodaiinbl) U BKAKOYAOT B cebs ABe rpynnbl MeTohos,
OCHOBaHHbIX:

Ha WMCNO/Mb30BaHMM CheLMaNbHbIX CBOMNCTB KOMMbIOTEPHbIX GOPMATOB XPaHEHMA U Nepenayu
OaHHbIX;

Ha M3ObITOYHOCTM ayauo-, BU3yaNbHOWM WAW  TEKCTOBOM  WMHbOpMAUMM C  MO3MUUK
Ncnxodur3nonormiecknx ocobeHHoCTel BOCNPUATUA YeNoBeKa.

Knaccudumkauma meTtoaoB KOMMbHOTEPHOW cTeraHorpadum npuBedeHa Ha pucyHke 15. Ux
CpaBHUTE/IbHAA XapaKTepucTMKa npuseaeHa B Tabauue 4.

Hanbonbluee pa3ButMe M NPUMEHEHWE B HaCcTosLLEe BPEMS HaXoAAT MEeTOAbl COKPbITUSA
nHbopmauum B rpadmUyecKknx CTerokoHTeliHepax. 3To 0byc/N0BAEHO CPaBHUTENbHO 60/bWIMM 06beMOM
MHOOPMALUMKM, KOTOPbIA MOMHO pPasmMecTUTb B TaKMX KOHTelHepax 6e3 3amMeTHOro WCKaXKeHus
M306parKeHna, HaAMYMEM anpuUoOpPHbIX CBEAEHUI O pasmMepax KOHTeilHepa, CylecTBOBaHMEM B
6ONbLWNHCTBE peanbHbiX WM306parKeHUM TEKCTYPHbIX obnacTei, UMELWMX LWYMOBYH CTPYKTYpY MU
XOpPOLWO noAxo4AWwmMx Aas BCTpanmBaHWsa MHPopmauMn, nNpopaboTaHHOCTbIO MeToAoB UndpoBoOi
06paboTkn nsobpaxeHnin n undposbix GopmaToB NpeacTaBieHma n3obpaxeHnin. B HacToswee Bpems
CYLLECTBYET LENbI pAg Kak KOMMEpPYECKUX, Tak M BecnnatHbIX NPOrpamMmMmMHbIX NPOAYKTOB, AOCTYMHbIX
06blYHOMY NONbL30BATENIO, pPeanusyloWwmx W3BECTHble CTeraHorpaduyeckme MmeToabl COKPbLITUA
nHbopmauuu. MNpur 3ToOM NPEUMYLLECTBEHHO UCNONbL3YOTCA rpadUYecKne 1 ayamoKoHTEMHepbI.



[Io Tuny KOHTeMHepa

MeTronwur CIIU

MeTonHl,
VCIIOJIb 3YOIMeE
ayOVMOKOHTENHEPH

[Io cnocoBy | COKPBITUSA

MeTonHl,
VICIIOJIb 3yoMe
TEKCTOBEE KOHTEMHEDEH

[I0 NPeBEHTMBHOCTH | bOpPMMPOBaHMA KOHTEMNHEepa

MeTonHl,
rpadpnueckue
KOHTEMVHEDPE!

MCIIOJIb 3yKme

[Io cnoco®y COKPHETHUSA

MeToner MeToner MeTonel
COKPEITUA B COKPBITUA COKPEITUA
HaVMeHbUIMX Ha OCHOBe B GaszsoByn0

OuTax MyMOTIIOIOo0— nocyiegoBa-—
HEIX TEeJIbLHOCTb
CUT'HAJIOB

IIo cnoco®y COKPEITUSA

MeTonsl COKPEITUSA
Ha OCHOBE
pacnpenejyieHnsa
10 CIEKTPY

MeTomel COKPBITU A
Ha OCHOBe
MCIIOJIb30BaHMAa
3XO0—-CHUIr'HaJla

ABTOMaTHUUECKUE
METOIbEl COKPBITUA

IlosmyaBTOMaTUUECKUE
METOINBl COKPEITUS

[Io cnocoBy COKPHITUA

TexHMUeCKHue
MeTOIE
COKPEITUA

JIMHTBUCTUUECKUE
MEeTOIOEl COKPBEITUSA

MeTonel
COKPBITUS B
IPOCTPaHCTBEHHO—
BPEMEHHOMU
obnacTu

MeTonel
COKPBITM S
Ha OCHOBEe
pacnpene-
JIeHUS IO
CIIEKTPY

MeTone!
VICIIOJIb30BaHMUS
MaTpPMuL
IPOMEXY TOUHBIX
BREIUMCJIE HUM
npouecca
cxaTmsa
rpaduu. mHD.

MeTOonbsl COKPEITUA
Ha OCHOBE
npo6besion

MeTOonObsl COKPEITUA
Ha OCHOBe
CHMHTAaKCUUIECKUX
ocoBeHHOCTEN
TeKCTa

MeTonsl COKPEITUA
Ha OCHOBEe
CHMHOHVIMOB

— MeTOonel COKPEITUA MeTonsl
Ha OCHOBe COKPBITMSA Ha
MCIIOJIb30BaHUA OCHOBe
ocobeHHOCTEN JMICIIOJIb30BAaHMUSA
mpudTa XAPTOHHOTO
— xKona
MeTOonel COKPEITUSA
Ha OCHOBe
MCIIOJIb30BaHMA MeTone
KOIa IOKYMEHTOB COKPHITMA Ha
u danyios OCHOBE
— MCIOJIE30BaHMUA
reoMeTpudec-—

KOV CUCTEMEI

ITo nprneMy COKPBITUA

o TUNy | MOOYJIALUU

I[Io MeTOnly CXaTud

MeTo sl -
COKPBITUS B
HaMMEHBIX

3HaYalmMx

OuTax

MeTonel H
COKPBITUS Ha
OCHOBEe
Mo OubMKaLM

MeTonel - MeTo sl —
COKPBEITUS C COKPBITHSA,
MCIIOJIbE30Ba— OCHOBAHHEIE
HYEeM Ha BeMBJIET—
HEeJIMHEeVHOM npeobpaso-
MOIYJISLUN BaHUMU
BCTpauBae-— rpadmyueckon
MOT'O nHoOpPMaLIUM
coobueHmsa




MeTonsl COKPBEITUA

Ha OCHOBe OmMOOK

MeTonsl COKPBITMA Ha OCHOBE
T'eHepaluMM KBa3MTEKCTa

MHOEKCHOTO J
MeTonsl H dbopmaTa MeTonsl
COKPBITMSA Ha npelcTaBJIeHUS COKPBITHSA C
OCHOBE MCIIOJIb30Ba—
JMICIIOJIb30BAaHMUSA HUEM
yepenoBaHUs MeTomp! 3HaAKOBOM
OJIMHEL CJIOB COKPBITMSA Ha MOIyJIALUU
OCHOBEe BCTpamuBae-—
VICIIOJIb 30BaHNA MOT'O
aBTOKOppea- coobumeHns
MeTomer H | LUMOHHOMU
COKPBITMSA Ha byHKUMM
OCHOBE
JMICIIOJIb30BaHUSA
IepPBHX OYKB
TeKCcTa

PucyHok 15. Knaccudpukaumsa metoaoB cteraHorpaduyeckoro
npeobpasoBaHua nHbopmaumn (CMN)

CpaBHUTENIbHasA XapaKTePUCTUKA CTeraHorpaduyecknux MeToa0s
npeobpasoBaHMA MHPOPMaLLUK

MeTomnsr
COKPHITHSA,
OCHOBAHHEIE
Ha KOCHMHYC-—
HOM Npeob-—
pasoBaHmn
rpaduyueckon
nHboOpMaLUM

Tabnuua 4



CreraHorpadmu Kparkasa Hepmocrarku
- XapaKTepucTuka [IpenMmymecTBa
YeCKUM MeTOoI MeTona

MeTonbsl COKPHTHA MHOOPMALMM B ayOMOKOHTEMNHepax
MeTon OcHoOBaH Ha 3Bamnucu | HeBwicokad IJocTaToOuHO
COKPEITUA cCoofOumeHusa B CKPEITHOCTB BEICOKA A
B HaAMMEHbLUIMX |HaMMeHblMe nepenauu EeMKOCTb
3HaYalmMx 3Havalme coobueHms . KOHTeMHepa
BuTax OMTEL UCXOOHOT'O Huskas (no

cCuTHala. B YCTOMUUBOCTL K 25%)

KadecTBe VMCKaXEHUAM .

KOHTeMVHepa Vicnnoyib3yeTcs

MCIIOJIb3YEeTCHa, KaK | TOJIbKO

NpaBUJIO, HeCXaTeM |nJysa

QyIMOCUTHAJ onpeneJieHHBIX

dbopmMaToOB
aynnodaminos

MeTon OcHOBaH Ha Husxun CpaBHUTEJILHO
COKPHEITUSA reHepauumn KonbdULIMEHT BEICOKAA
Ha OCHOBE ICEeBIOOCJIYyUYaHOT'O MCIIOJIb30BAaHUA CKPBITHOCTB
pacrnpenesyieHu |mwyma, gBJA0IErOCs | KOHTeWHepa. coobueHmnsa
g byHKLUMEN BHAUMTEJIbHEE
10 CIEKTPY BHeIPSAEeMOTO BBIUMCJIMTEJIbHEIE

coobmeHus, u 3aTpaTH

IOOMEMMBaHUN

MIOJIYUEHHOT'O UyMa

K

OCHOBHOMY

CUTHAaJy -~

KOHTEeMHepy B

KauecTBe

AOIMTUBHOM

COoCTaBJIALILEN .

KomnuposaHue

IIOTOKOB

MHQoOpMalUMK NyTeM

paccedaHusa

KOOVPOBAaHHLIX

IOAaHHBIX

10 CIEeKTPYy YacToT
MeTon OcHOBaH Ha Husxum CpaBHUTEJILHO
COKPBITUSA VCIIOJIb30BAHUU B KoRbOULIMEHT BEICOKA A
Ha OCHOBE KauecTBe VCIIOJIb30BaHUA CKPBITHOCTB
VICIOJIB30BAHM | MIyMONIOZODOHOTO KOHTeMHepa. coofmeHna
a curHaJja B3HauUUTENbHEE
35X0—-CHUTHaJa camMoro BBIUMCIIUTEJIbHEIE

ayImMocurHana, 3aTpaTH

3amepXaHHOT'O Ha
pasanHme nepmomﬂ
BpEeMeHU B
33aBUCUMOCTHU

OT BHEIPSEMOTO
coobmeHmsa
("DO3BOHOUHOTO
axa")




MeTon OcHOBaH Ha bakTe MaJiein ObnanmaetT
COKPEITUA HEUYBCTBUTEJILHOCT | KO2QOULIMEHT 3HAUUTEJIBHO
B baze u VCIIOJIb30BaHMSA BoJiee
curHana yxa ueJjioBeka K KOHTeMHepa BEICOKOM
abCOJIIOTHOMY CKPBEITHOCTEBIO,
3HAUYEHUI yeM MeTOIEBL
basel "apMOHUK. COKPEITUSA B
AynomocuIHaJl H3B
pasbuBaeTCcda Ha
IOCJIeNOBaTEJILHOCT
b
CEeTrMEeHTOB,
coobueHmne
BCTpauBaeTcsa
nyTeMm
mMooubMrkauum Gasel
IepBOI'O CeIMeHTa
MeTonbsl COKPHTHUA MHOOPMAaLMM B TEKCTOBHEX KOHTEMHepax
MeTon OcHOBaH Ha MeToner JJocTaToO4dHO
COKPEITUA BCTaBKe UYyBCTBUTEJIbHE K | OoJiblias
Ha OCHOBe npo6eJioB B KOHILE [IEPEeHOCY TeKCTa |NponyckHasa
npobeJios CTpOUYeK, IOoCJe “3 OIOHOTO CrnocobHOCThb
3HAKOB dopmaTa
NpenuHaHusa, Mexay |B IpyIrou.
cJyioBaMmM IIpuU BosMoxHa mnorepsa
BEIPABHUBAHUMU cooOmeHusd .
OJIMHBL HeBriCcOKasa
CTPOK CKPBITHOCTD
MeTon OcHOBaH Ha TOM, OueHb HUBKAL CyumecTtByeT
COKPEITU A gTo IIPOIIyCKHaAa IIOTEeHLMaJIbHA
Ha OCHOBE npaBuia CrnocoBHOCTE . a
CUMHTaKCHUUeCK |INyHKTyaluun CJIOXHOCTb BOBMOXHOCTBb
UX OOInyCcKaloT IeTeKTUPOBaAHUI nomobpaTh
OCOOEeHHOCTEN |HEeOIHO3HAUHOCTU coobmeHmsa TakKoM MeTom,
TeKcTa npu IIpM KOTOPOM
pacCcTaHOBKE norpedbynTcsa
3HAKOB BechbMa
IpenrHaHmUsa CJIOXHEIE
npouenype
oyisa
PaCKPBEITUA
coobueHns
MeTon OcHOBaH Ha CrioxeH OnuH us3
COKPEITU A BCTaBKe IIPMMEHMTEIJIBHO K HambdoJee
Ha OCHOBe yHQOpMaLUM B PYCCKOMY A3BKY MNEePCIeKTMBHEL
CMHOHMMOB TEKCT B X
Ipy IOMOWM CBA3M C OoJpUIMM |METOIOB.
yepenoBaHMSA CJIOB pazHoobpasmueM ObnamaeT
ns3 OTTEHKOB B CPaBHUTEJIBHO
Kakoy-JImMOO TPYHIE | Pas3HEX BBICOKOM
CMHOHVMOB CUHOHMMAaX CKPBITHOCTBIO
coobueHus
MeTorn OcHOBaH Ha HeBrIiCOKasa Becema mnpoctT
COKPEITU A MaCKMPOBKeE IIPOIIYyCKHa4a B
Ha OCHOBe “HQOPMAaLIMMOHHEIX CIIOCOBOHOCTSE . NIPpUMEHEHUN .
MCIIOJIE30BaHM | OUTOB BeicTpO Bricokasga
A 100§ eCcTeCTBEHHBIE BCKPEIBAETCHA CKPEITHOCTB
omMOOK oumoOKM, OIedaTKyu, |Ipn npu
HapymeHd IIPaBUJI CTaTUCTNUECKOM aHaJin3ze
HalXCaHUA aHanmse YeJIOBEKOM
coueTaHuUM

TJIaCHBIX U
COTJIaCHHIX,




3aMeHe KUPWUJIIJIULIEL
Ha

AHaAJIOTUUHEIE II0
BHEMHEMY BUIY

JJATUMHCKME OYKBH U

Ip.

MeTon OcHOBaH Ha HeBricokasa CKPEITHOCTB
COKPEBITMA TeHepaluun NIPONyCKHAaA onpemnesyseTcs
Ha OCHOBe TEKCTOBOT'O CIIOCOOHOCTG . MeTOooaMm
reHepaluumn KOHTeMHepa BeccMEICIIEHHOCTE | MMOPOBaAHUA
KBasuTeKCTa C MCIOJIb30BaHMeEM CO3HOAaHHOTO u,

Habopa OpaBuUIl TEeKCTa Kak MNpasuio,

IIOCTPOEHMA BEeChbMa

NIPEenJIOXEeHUM . BEICOKA

Vlcrionp3yeTcsd

CUMMETPpUYHAaA

kpunrorpadmsa
MeToxn OcHOBaH Ha JleTko BreICcOKUM
COKPEITHA BCTaBKe BHIABJIAETCH KO2QPULMEeHT
Ha OCHOBe nHpopMaLMM 3a npu VICIIOJIb30BaHU
MICHOJIb30BAHM | CUEeT npeobpa30BaHUMU a
A VM3MEHEeHMa Tula Macurada KOHTeNMHepa
ocoBeHHOCTeM |mwpudTa M pasMepa OOKYyMEeHTa,
wpndTa OYyKB, a TaKXxe Ha npu

BO3MOXHOCTMU CTaTUCTUYECKOM

BCTpaMBaHMUA cCTeroaHalmse

nHpopMaLUM B

OJIOKM C

HEeM3BECTHEMM IJIA

Opayzepa

nIneHTudrKaTOpaMm
MeToxn OcHOBaH Ha Husxkasa [lpocT B
COKPEBITHA pasMelleHNM CKPBEITHOCTB IPVIMEHEHUN
Ha OCHOBe nHopMaLMM B PV M3BECTHOM
JICIOJIb30BAHM | 3ape3epBUPOBAHHEX | popMaTe odanna
A n
Kona HEMCIIOJIb 3y EeMEIX
OOKYyMEHTa [1oJiax
u danna [IepeMeHHOM OJIMHEL
MeTon OcHOBaH Ha Huskasa [IlpocT B
COKPEBITMSA V3MEHEHUN NPONyCKHAasa NIPVIMEHEHUN
Ha OCHOBe 3Ha4YEeHUM CJIOB CIIOCOOHOCTL .
VICIIOJIb30BaHU Y3Ko
A crneuMaanu3MpoOBaH
XaproHa .

Huskasa
CKPBITHOCTBb

MeTon OcHOBAaH Ha CJIOXHOCTB JocTaTouHO
COKPEBITMSA reHepaluun bopMmpoOBaHUA BBICOKA A
Ha OCHOBE TeKCTa - KOHTEMHEpa U CKPBEITHOCTB
MCIIOJNIb30BaHM | kKOHTelMHepa coobumeHnusa npu
A c dopMMPOBaHMEM aHanmse
yepenoBaHMUsa CJIOB UeJIOBEKOM

IOJIMHBI CJIOB

onpeneJyIeHHOM
IJIVHEL

10 M3BECTHOMY
IpaBuUIly
KOIMPOBAHUA




MeTon
COKPBITIA

Ha OCHOBe
MCIIOJIb30BaHU
a

IepBEX OYKB

OcHOBaH Ha
BHEeOpPEeHUU
coobmeHnsa B
IepBHE

OYKBEI CJIOB TEKCTa
C

IoOO0OpPOM CJIOB

CJIOXHOCTBb
COCTaBJIEHUS
coobueHud .
Huszkasa
CKPBEITHOCTB
coobmeHmsa

ITaeT OOJNbBIIYIO
crobonmy
BEIOOPA
oneparTopy,
NPUOYMBIBaole
My

coobueHne

MeTomel COKPEITMSA MHOOPM

auuy B T'padryueckux KOHTEMHepax

MeTon OcHoBaH Ha 3Banmucu | HeBricokasda JJocTaToO4dHO
COKPEITUA coofbmeHns B CKPEITHOCTB BEICOKAS
B HaAMMEHBLUMX |HaMMeHbIue nepenaum eMKOCTb
3HaAYAlNX 3Havalme coobmeHns . KOHTeMHepa
duTax OUTEl MCXOIOHOT'O Huskasa (mo

n300paxeHus YCTOMUMBOCTE K 25%)

VCKaXeHUAM

MeTon OcHOBaH Ha [lpumMeHsgeTCH CpaBHUTEJNIEHO
COKPBITUSA penyxKuum NIpeMMyLIeCTBEHHO | BEICOKASA
Ha OCHOBE (3aMeHe) LBETOBOM |K eMKOCThb
MOIMOUKALIUU HaJINTPEL U CXa ThIM KOHTeMHepa
VHIOEKCHOTI'O yHOpH,HOI:{MBaHI/H/I V[BO@pa)KeHI/[HM.
dbopmaTa LIBETOB HeBricOkasa
IpeICTaBJIeHU |B OMKCeNnax C CKPBITHOCTD
= coceIHUMMU nepenaum

HOMepaMmu coobueHmsa
MeTon OcHoBaH Ha nomucke |CJIOXHOCTBb YCTOMUUBOCTD
COKPBITUSA c pacueToB K
Ha OCHOBe IpYMEHEHVEM OOJILIIMHCTBY
JICIIOJIb30BaHM | aBTOKOPPEJIALUMOHHO HeJIMHEMHEIX
a 1z npeobpasoBaH
aBToOkOppeNndal |dyHkumMm objacTen, 12078
20 comepxalmx KOHTEeNHepa
OHHOU CXOIOHEIE
byHKUMMK IaHHEIE
MeTon OcHOBAaH Ha Huskasg TOYHOCTDBL JJocTaTouHO
COKPBITUSA MOIYJISLIUN IeTeKTUPOBAHUSA . BEICOKA S
Ha OCHOBe IICeBOOCIYyUYalMHOT O VckaxeHus CKPBITHOCTH
MCIIOJIb30BAaHM | CUT'Hajla CUT'HAaJIOM, coobmeHns
q CcomepXallyM
HeJIMHEeMHOM CKPBIBAEMYIO
MOIOYJISLUMU nHbOOpMaLMIO
BCTpamuBaeMor
o
coobmeHmsa
MeTon OcHOBaH Ha Huskad TOUYHOCTH JocTaToOuHO
COKPEITHA MOIOYJISLUM IeTeKTMPOBaHMA. BEICOKAHA
Ha OCHOBe IICeBOOCIIYyYalHOT'O VckaxeHus CKPBEITHOCTB
MCIIOJIb30BaAHM | CUT'Haa coobmeHns
a OUIIOJIAPHEIM
3HAKOBOM CUT'HAJIOM,
MOIOYJISLUMU comepXallyM
BCTpaMBaeMOI‘ CKpI:IBaeMyIO
e} HQOPMAaLIMIO
coobmeHms
MeTorn OcHOBaH Ha CJIOXHOCTB Bricokasa
COKPEITUA O0COBEeHHOCTHAX pacueTosB CKPEITHOCTB
Ha OCHOBe BEUMBJIET—
BEMBJIET— npeobpas3oBaHUM
npeobpasoBaH

m4d




MeTon OcHOBaH Ha CJIOXHOCTB Bricokasa
COKPEITUA OCODEHHOCTAX pacueTosB CKPEITHOCTB
Ha OCHOBEe OVCKPETHOTO

MCHOJIb30BAHM | KOCMHYCHOT'O

q npeobpa30BaHUd

OVCKPETHOTO

KOCUHYCHOTO

npeobpasoBaH

nsa

B HeTpagMuMOHHbIX WHOOPMAUMOHHBIX KaHaflaX, OCHOBAHHbIX HA MAHUNYAAUUKM PA3AUYHbIX
Xapaktepuctmk pecypcos UCIMOH, Mcnoab3yoTca anA nepefavyn AaHHbIX HEKOTOopble pasgensemble
pecypcbl. lpu 3TOM B KaHanax, MCNONb3YIOWMWX BPEMEHHblE XapPaKTEPUCTUKKU, OCYLLECTBAAETCA
MOAYNALMA NO BPEMEHWU 3aHATOCTM pPasfensemMoro pecypca (Hanpumep, Moayanpys Bpems 3aHATOCTM
npoueccopa, NPUI0NKEeHUS MOryT 06MeEHMBATbCA AaHHbIMM).

B KaHanax namATM pecypc UCMOJIb3yeTcA KaK MPOMeXyToUHbIi bydep (Hanpumep, npunoxKeHua
MOTYyT 0BMeHUBATbCA AaHHbIMM MyTEM NOMELLEHUA UX B UMeHa co3aaBaembix Gpaiinos u anpexktopui). B
KaHanax 6a3 AaHHbIX M 3HAHWUMA WCMNOAb3YIOT 3aBUCMMOCTU MeXKAY AaHHbIMW, BO3HMKAOWMMU B
pensunmoHHbIX 6a3ax AaHHbIX U 3HAHWIA.

HeTpaguuMoHHble WMHPOPMALMOHHbIE KaHanbl MOryT 6biTb ChHOPMUPOBAHbI Ha Pa3UYHbIX
YPOBHAX PpyHKUMOHUpoBaHuA NCMNAH:

Ha annapaTHOM YPOBHE;

Ha YPOBHE MMKPOKOAOB M ApPaliBEPOB YCTPOWCTB;

Ha YPOBHe OnepaLnoHHON CUCTEMbI;

Ha YpOBHe NPUKAaAHOro NporpaMmHoro obecneyeHus;

Ha ypoBHe PYHKLUMOHUPOBAHUA KaHAN0B NepenaYvm AaHHbIX U IMHUI CBA3W.

3TM KaHa/bl MOTYT MCNONb30BaTbCA KaK ANA CKPbITOM nepesayn CKONMPoBaHHOW MHPOpMaLUK,
TaK M 018 CKPbITHOM nepegayvM KOMaHg Ha BbINOJIHEHWE AECTPYKTUBHbIX AEMCTBUIM, 3anycKa
NPUAOXKEHWUIN M T.NM.

Ona peanusaumm KaHanoB, KaK NpaBuno, HeobxogMmo BHeAPUTb B aBTOMATU3UMPOBAHHYIO
CUCTEMY NPOrPaMMHYI0 MAW NPOrPamMMHO-annapaTHYIO 3akaagKy, obecneumsatowyo dopmupoBaHme
HeTPagMLMOHHOIO KaHana.

HeTpaguLuMOHHbIN MHGOPMALMOHHDBIN KaHai MOMKET CyLLeCcTBOBaTb B CUCTEME HEMPEpPbIBHO UK
aKTMBM3MPOBATLCA OAHOPA30BO WM NO 3af4aHHbIM ycnoBuAM. Mpu 3TOM BO3MOMKHO CyLLecTBOBaHME
obpaTHoW cBA3K ¢ cybbekTom HCA.

5.7. O6wan xapaKTepUCTUKA Pe3yNbTaTOB HECAHKLMOHMPOBAHHOTO
WAW cayYaiHoOro foctyna

Peanunsauma yrpo3 HCL K MHPOPMaLMKN MOMKET NPUBOAMTL K CNEeAYIOWMM BUAAM HapyLUeHUA ee
6e30nacHOCTK:

HapyLeHWo KOHOMAEHUMANBbHOCTM (KONMPOBaHKE, HENPAaBOMEPHOE PacNPOCTPaHeHUE);

HapyLIEHMIO LLeNIOCTHOCTU (YHUUTOMXKEHWE, USMEHEHUE);

HapyLLEeHM1Io A0CTyNnHOCTK (610KMpOBaHME).

HapyweHune KoHPUAEHUMANbHOCTU MOXKET BbITb OCYLLECTBNEHO B C/1y4Yae yTeYKN MHOOPMaLMK:

KOMMPOBaHWA ee Ha OTYYKAaemMble HoCUTeNN MHOPMaLLUK;

nepeaayun ee nNo KaHanam nepenayvm AaHHbIX;

npyv MNPOCMOTPE MWAW KOMWPOBAHWM €e B XO4Ee PEeMOHTa, MoAMOUKAUMM W YyTUAM3ALUU
nporpaMmmHo-anmnapaTHbIX CPEACTB;

npu "cbopke mycopa" Hapywmutenem B npouecce akcnayataunn UCMOH.

HapyweHue LenocTHOCTU MHPOPMALMU OCYLLLECTBAAETCA 3@ CYET BO3LENCTBUA (MOgMPUKaALMK) Ha
nporpamMmmbl M JaHHble MO/Ib30BATENA, a TaKXKe TEeXHOJIOTMYECKyo (cucTemHyto) uHdopmaumio,
BK/IHOYAOLLYO:

MWKPOMPOrpammbl, AaHHbIe U gpaiBepa YCTPOWCTB BbIYMC/IUTEIbHOM CUCTEMDI;

nporpammbl, JaHHble W ApaliBepa YCTPOWCTB, O6ecrneumBalomMxX 3arpysKy OnepaLyoHHOM



CUCTEMDI;

nporpaMmmbl U AaHHble (LECKPUNTOpPbI, onucaTenn, CTPYKTypbl, Tabanubl U T.4.) onepaumoHHoM
CUCTEMDI;

NPOrpammbl U faHHble NPUKAALHOFO NPOrpamMmHOro obecneyeHus;

NPOrpammbl U J@aHHble CNELNANbHOIO NPorpaMmmHoro obecneyeHus;

NPOMEKYTOYHble (OnepaTMBHbIE) 3HAYEHUSA MPOrPaMM W AaHHbIX B npolecce uUx 06paboTku
(uTeHun/3anuck, npuema/nepeaaun) cpeacTtsamm 1 YCTPOMCTBAMU BbIUUCAUTENbHON TEXHUKMN.

HapyweHue uenoctHoctn nHbopmaumm B UCMAH moKeT Tak»Ke ObiTb BbI3BAHO BHEAPEHNEM B Hee
BPEAOHOCHOM NPOrpammbl MPOrPaMMHO-annapaTHOM 3aKNaAKM UM BO3LENCTBUEM Ha CUCTEMY 3aLUMTbI
MHGOPMALUM UK e€ INIEMEHTbI.

Kpome 3toro, B8 UCMNOH BO3MOXHO BO3AENCTBME HAa TEXHONOTMYECKYIO CeTeBylo MHpopmaLmio,
KOTOpaa MOXeT obecneunsatb GyHKLMOHMPOBAHUE PA3/INYHBIX CPEACTB YNPaBAEHUA BbIYUCIUTENLHOM
ceTblo:

KOHUrypaumeni ceTu;

afpecamm v MmapLipyTUsaumen nepesaydn AaHHbIX B CETH;

bYHKLMOHANbHbIM KOHTPOIEM CETU;

6e30nacHOCTbO MHOPMaLUK B CETU.

HapylweHune poctynHocTM nHbopmaumm obecneunsaeTca nytem GopmupoBaHua (mogndukaumm)
MCXOAHbIX AAHHbIX, KOTopble Npu 06paboTKe BbI3bIBAOT HENpPaBWIbHOE GYHKLMOHMPOBAHUE, OTKa3bl
annapaTtypbl MAKW 3axBaT (3arpysKy) BbIYMCAUTENbHbLIX PECYPCOB CUCTEMbI, KOTOpble HEOBXOAMMbI ANs
BbINOJIHEHWA NPOrPaMM 1 paboTbl annapaTypsbl.

YKasaHHble AeNCTBUA MOTYT MPUBECTU K HApPYWeEHWIO WAM  OTKasy ¢ YHKLUMOHUPOBAHUA
NPaKTUYeCKN Ntobbix TexHUYeckux cpeacts UCMOH:

cpeacTs 06paboTkM MHPOpMaLMK;

CpeAcTB BBOAa/BbIBOAA MHbOPMaLMK;

CPeACcTB XpaHeHUsa MHbopmaumu;

annapaTypbl U KAHAN0B Nepesayu;

CpeacTB 3alWnTbl MHPOPMaLMK.

6. Tunosble moaenu yrpos 6esonacHocTH
nepcoHanbHbIX AaHHbIX, 06pabaTbiBaeMbix B UHOOPMALNOHHbIX
CcMCTEeMax NepCcoHasbHbIX AAaHHbIX

B 3aBMCMMOCTM OT Lenel U copep:kaHus o0b6paboTkn MNH onepaTtop MOMKET OCYLLEeCTBAATb
06paboTky MNAH B UCMAH pa3nnyHbIX TUMNOB.

Mo cTpyKType MHOOPMALMOHHbIE CUCTEMbI MOAPA3AENAOTCA HAa AaBTOMATU3MPOBaHHbIe paboune
MeCTa, N0KabHble MHGOPMALMOHHbIE CUCTEMbI U pacnpeseneHHble MHGOPMALMOHHbIE CUCTEMBI.

Mo HaNMUMIO NOAKIOYEHNI K CETAM CBS3W 0BLEro N0b30BaHMA U (MK) CETAM MeXAYHAPOAHOro
MHPOPMALNOHHOTO 0bMeHa WHPOPMALMOHHbBIE CUCTEMbI MOAPA3AENAOTCA HA CUCTEMbI, UMelLLMe
NOAKNOYEHUA, U CUCTEMbI, HE UMEIOLLNE NOAKIOYEHWNA.

Mo pexumy 06paboTKM NepcoHaNbHbIX AaHHbIX B MIHOOPMALMOHHON cucteme MHGOPMALMOHHbIE
CUCTEMbI NOAPA3AENAOTCA HA O4HOMO/1b30BATE/IbCKME N MHOFOMO/1b30BaTEbCKME.

Mo pasrpaHMYeHu1IO NpaB AOCTyNna noJsib3oBatenei MHPOPMaLMOHHbIE CUCTEMbI NOAPaA3AENAOTCS
Ha cucTembl 6e3 pasrpaHUYeHns Npas 4OCTYNa U CUCTEMbI C pa3rpaHUYeHnem Npas 4OCTyNa.

NHPOPMaLMOHHbIE CUCTEMbI B 3aBUCMMOCTM OT MECTOHAXOMAEHUA UX TEXHUYECKUX CPpeacTs
noapasfenarTca Ha CUCTEMDI, BCE TEXHUYECKME CPeacTBa KOTOPbIX HaxoaATcA B npeaenax Poccuiickoit
depepaumnn, U CUCTEMbI, TEXHUYECKME CPEeACTBA KOTOPbIX YACTUYHO WMAM LEeSMKOM HaxoaATcs 3a
npegenammn Poccuiickon deaepauum.

B 3aBMCMMOCTM OT TEXHOJIOTUI, COCTABA U XapaKTePUCTUK TexHUYeckunx cpeacts UCMAOH, a Takxke
onacHoctu peanusaumm YBMNOH 1 HacTynneHna NocneacTBuiA B pesyabTaTe HECAaHKLMOHUPOBAHHOIO UK
CNy4aliHOro A0CTyNa MOXHO BblAenunT cieaytowme tunbl UCMAH:

aBTOMATM3MpPOBaHHbIe paboyne MecTa, He MmelowMme MNOAKNIYEHME K CeTAM CBA3WU obLiero
No/Ib30BaHUA U (UIKN) CETAM MeXAYHAPOAHOro MHGOPMALNOHHOTO 06MEH];

aBTOMATM3MpPOBaHHbIEe paboune MecTa, UMeloWwMe MNOAKAOYEHME K CeTAM CBA3M obLero



Nnoab30BaHUA U (MNK) ceTam mexayHapoaAHOro MHPopMaLMOHHOIo 0bmeHa;

nokanbHble NCMNAH, He nmetlowmne NOAKAKOYEHME K CETAM CBA3U 06LLEero nonb3oBaHUsa U (1au)
ceTaAM MeXKAyHapoaHOro MHpopMaLMOHHOro 0bMeHa;

NokanbHble UCMOH, MMmetoLLMe NOAKAOUYEHNE K CETAM CBA3KM 06L1ero nonb3oBaHus u (Mam) cetam
MeXKAYHAPOAHOro MHGOPMALMOHHOIO 06MeHa;

pacnpeaeneHHble UCMNOH, He MmetlowmMe NOAK/IIOYEHME K CEeTAM CBA3WM OOLEero nosib30BaHUA U
(nnu) ceTam mexkayHapogHoro MHGOpPMaLMOHHOTO 06MEH3;

pacnpeaeneHHble UCNAH, uMmetoLLMe NOAKNOUYEHNE K CETAM CBA3M 06LLEero nonb3osaHna u (Mam)
CETAM MeKAYHAPOAHOIro MHGOPMALMOHHOIO obMeHa.

MpuMeHUTENBHO K OCHOBHbLIM TMNam UCMOH cocTaBaaoTcA TMNOBbIE MOAENN YIPO3 6e30MacHOCTH
MNAOH, XapaKTepusylolme HaCTynJeHMe  pPas/iMiHbIX  BWAOB  MOCAEACTBMA B pesysbraTte
HEeCaHKUMOHMPOBAHHOIO UM CyYalHOro AocTyna u peanunsaumn YNJH.

YacTHble mogenu yrpos 6esonacHocty NAH npumeHuTeNbHO K KOHKpeTHbIMm UCMAH cocTaBnatoTca
onepaTopamu, 3aKasumMKamu u paspabotunkamm UCMOH Ha aTanax ux co3gaHua u (Maun) skcnayatauuu.

6.1. Tunosas mogenb yrpo3 6esonacHoCcTu
NepCoHaNbHbIX AaHHbIX, 06pabaTbiBaeMbIx B aBTOMATU3NPOBAHHbIX
paboumx MecTax, He UMEIOLLMX NOAKNIOUYEHUS K CETAM CBA3K 0bLLero
NOJIb30BaHWUA U (MIN) CETAM MEXAYHAPOLHOIrO
MHPOPMALMOHHOrO 0bMeHa

Mpu obpabotke MNAH Ha aBTOMaTU3NPOBAHHOM paboyem MecTe, He MMEIOLLEM MOAKAIOYEHUNA K
CeTAM CBfA3M OOLero nosfb3oBaHMA U (MNIM) CETAM MeEKAYHapoAHOro MHGOPMaLMOHHOTO 0B6MEHa,
BO3MOXKHa peannsauma cnegyowmx YbNA4H:

Yrpo3 yTeykn MHGOPMALMM MO TEXHNYECKMM KaHanam,

yrpo3 HCA k MNAH, obpabaTbiBaembiM B aBTOMATM3MPOBAaHHOM paboyem mecTe.

Yrposbl yTe4ykn MHPopMaLMM MO TEXHUYECKMM KaHa/laM BK/IOYatoT B cebs:

YrpOo3bl YTEYKM aKyCcTUYECKoW (peyeBoii) MHbOpMaLuuy;

Yrpo3bl YTEYKM BUAOBON MHbOPMaLINK;

Yrpo3bl yTe4Ykn MHPopmauum no KaHany MNIMUH.

BO3HWKHOBEHME Yrpo3 YTEYKM QaAKyCTUYeCcKoW (peyeBoi) WHPOpMauuK, coaepKalueics
HenocpeACTBEHHO B NPOM3HOCMMOM pedn nonb3osaTenda UCMOH, BO3MOXKHO Npu Hanmunem GpyHKLUN
ronocosoro Beoga MAH 8 UCNAH nnm ¢yHKumnin BocnpomnsseseHns MOH akyCTUYECKMMUM CpeacTBamm
NCnam.

Peannsauma yrposbl yTe4kn BMA0B0OM MHPOPMALIMK BO3MOXKHA 33 CHET NPOCMOTPA MHDOPMALLINK C
MOMOLLBbIO OMNTMYECKMX (ONTUKOINEKTPOHHbIX) CPEACTB C 3KPAHOB AMCNJEEeB U APYIrUX CPeacTs
OTOOpParKeHUs CpeacTB BbIYMCAUTENBHON TEXHUKM, MHPOPMALMOHHO-BLIYUCANTENbHBIX KOMMIEKCOB,
TEXHUYECKMX CpeacTBa 00paboTKM rpaduyeckon, BuAeo- WU OyKBeHHO-LMPpPOBOM MHbOPMaLMMK,
BxoaAawmx B coctas NCMAH.

Yrposbl yTeukn nHbopmaummn no KaHany NIMUH BO3MOMXKHbBI M3-32 HA/IMUUA SNEKTPOMATrHUTHbBIX
M3/ly4eHU, B OCHOBHOM, MOHMTOPA WU cUCTEMHOro 6s10Ka KomnbloTepa. OCHOBHYO OMNACHOCTb
NpeacTaBAAOT Yrpo3bl YTEYKM U3-3a HAZIMYMA SNEKTPOMATHUTHbBIX U3/TYyYEHUN MOHUTOPA.

Yrposbl HC/l 8 aBToHOMHOM APM cBA3aHbl C AEUCTBUAMM HApyLUUTENEN, UMEILLMX AO0CTYyN K
NCNAH, Bratovas nonb3osateneit UCMAOH, peanusytowmx yrposbl HenocpeacrseHHo B UCMOH. Kpome
3TOro, WcTtoyHmMkamm yrpos HCL K wuHbopmaumm B APM moryT ObiTb annapaTHble 3aKNagKuM U
OTUyXKJaeMble HOCUTENN BPEeAOHOCHbIX NPOrpamm.

B MCNAH Ha 6ase aBToHOMHOro APM BO3MOMHbl Bce Buabl ysassumocten WCMNAH, 3a
UCK/IOYEHNEM YA3BMMOCTEW, CBA3AHHbLIX C peann3aumen NpPOTOKO/OB CETEBOrO B3aMMOAENCTBUA U
KaHanoB nepegayn gaHHbix. B Takmx NCMOH BO3MOXHbI:

Yrpo3bl, peanm3yemble B X0A4e 3arpy3KM OnepaLMoHHOM CUCTEMbI M HanpaBieHHble Ha nepexsaTt
naponei Man naeHTuouKkaTopos, mogudukaumio 6asoBol cuctembl BBoaa/sbiBoga (BIOS), nepexsat
ynpaBaeHWA 3arpy3Kom;

Yyrpo3sbl, peanusyemble MOCAe 3arpy3kM OMNepaLMOHHON CUCTEMbI M HAMpaB/ieHHble Ha
BbINOJIHEHNE HECAHKUMOHMPOBAHHOIO AOCTYNa C NPUMEHEHMEM CTaHAAPTHbIX GYHKUMI (YHUUTOXKEHME,



KONupoBaHWe, nepemelleHne, GopmatmpoBaHne Hocutenel WMHPopmaumm M T.n.) onepaLMoHHOM
CUCTEMbI WAN KaKoW-IMbOo nNpuKAagHOW nporpammbl (Hanpumep, CUCTEMbI ynpasaeHus 6asamu
OaHHbIX), C MPUMMEHEHMEeM CMeLMasbHO CO34aHHbIX Aaa BbinoaHeHua HCA nporpamm (nporpamm
npocmoTpa u moamduKaLmm peectpa, MOMCKA TEKCTOB B TEKCTOBLIX dainax v T.1.);

Yrpo3bl BHEAPEHMA BPEAOHOCHbIX MPOrpamm.

6.2. TunoBas moae b yrpo3 6e30nacHoCTH
nepcoHasibHbIX AaHHbIX, 06pabaTbiBaeMbiXx B aBTOMATU3NPOBAHHbIX
pabouynx mecTax, UMerLWMX NOAK/IIOYEHME K CeTAM CBA3M obLLero
Nnoab30BaHUA U (MN) ceTam mexayHapoaHOro
MHbOPMaLMOHHOro 0bMmeHa

Mpw ob6paboTke NAH Ha aBTOMaTU3MPOBAHHOM paboyemM MecTe, MMEtOLLEM NOAKIIOYEHUSA K CETAM
cBA3M 06LLEero NoNb30BaHUA U (MNK) CETAM MEXAYHAPOAHOr0 MHPOPMALMOHHOTO 0O6MeHa, BO3MOXKHA
peanusauna cnegyrowmx YbrH:

Yrpo3bl yTEYKN MHPOPMALMK MO TEXHUYECKMM KaHanam;

yrposbl HCA Kk NAH, 06pabaTbiBaeMbiM Ha aBTOMATU3MpPOBaHHOM paboyem mecTe.

Yrposbl yTe4KkM MHGOPMaLUKM MO TEXHUYECKMM KaHaNaM BKIHOYAOT B cebs:

YrpOo3bl YTEYKM aKyCTUYECKOW (peyeBoii) MHbOpMaLuu;

Yrpo3bl yTEYKU BMAOBOM MHOPMaLMK;

Yrpo3bl yTe4YkM MHPopmauum no KaHany NIMUH.

BosHukHoBeHume YBIAH B paccmaTpmsaembix UCMAH MO TEXHUYECKMM KaHaslam XapaKTepusyeTca
TEMMU Ke YCNOBUAMMU U AKTOPaMM, YTO U A1A aBTOMATU3MPOBAHHOrO paboyero mecta, He UMeLWEro
NOAKNIOYEHUA K ceTAM obwero nosnb3oBaHMA M (MAKM) ceTAM MeXKAyHapogHOro MHGOPMaLMOHHOIO
obmeHa.

Yrposbl HCO B WUCIMOH cBA3aHbl C AEUCTBMAMW HapywuTtenei, nmetowmux goctyn kK UCMNAH,
BK/toYan nosib3oBaTenen MCIMAH, peanusyowmx yrposbl HenocpeactBeHHo B MCIAH, a Takxke
HapywwuTenei, He metowmx goctyna K UCMNAH, peanmsytowmx yrposbl U3 BHELWHUX CETEN CBA3M obuliero
No/Ib30BaHUA U (UNK) ceTelt MexayHapoAHOro MHPOPMALMOHHOTO 0bMeHa.

Yrposbl HCA 8 UCMOH, cBA3aHHble C AEeNCTBUAMM Hapylwutenen, nmetrowmux goctyn K UCMNAH,
aHaNOrMYHbI TeM, KOTOpble MMeKT MecTo ana otaensHoro APM, He NOAKAKOYEHHOrO K CETAM CBA3U
061Lero Nonb30BaHMA. Yrpo3bl U3 BHELLUHMX CETEN BKAOYAIOT B cebs:

yrpo3bl "AHanusa ceteBoro TpaduKa' c nepexsaTom nepenaBaemoli BO BHELUHWE CETU WU
NPMHUMAEMOMN N3 BHELLHUX ceTel MHPopmaLmm;

Yyrpo3bl CKaHWPOBaHWA, HaMpaB/ieHHble Ha BbiABAEHWE TUMA onepauMoHHOW cuctembl APM,
OTKPbITbIX NOPTOB U CNYXKD, OTKPbITbIX COEANHEHUI U ApP.;

yrpo3bl BbIABJEHWUA Naposen;

yrpo3sbl nonyyeHua HCA nytem nogmeHbl OBEPEHHOTO 0OBbEKTA;

yrposbl TMna "OTKas B 06cnyKMBaHUN";

Yrpo3bl yAa/eHHOrO 3anycKa NPUAOXKEHU;

Yrpo3bl BHEAPEHMA NO CETU BPEAOHOCHbIX MPOrpamm.

6.3. Tunosas mogenb yrpos 6esonacHocTu
NepCcoHanbHbIX AaHHbIX, 06pabaTbiBaeMbix B IOKANbHbIX
MHPOPMALMOHHBIX CUCTEMAX NEPCOHAJbHbIX AaHHbIX, HE UMELOLLMX
NOAK/IIOUYEHUA K CETAM CBA3M 06LLEero nosib3oBaHusa u (Maun) cetam
MeXXAyHapoaHoro MHGopmMaLMoHHoro obmeHa

Mpun obpabotke MAH B nokanbHbix NCMAH, He nMetowMe NOAKAIOYEHMA K CETAM CBA3M obLuero
Nnosb3oBaHMA U (MAKN) ceTAM MeXayHapoAaHoro MHdOopmMaUMOHHOro obmMeHa, BO3MOXKHA peanunsauuma
cnepytowmx YbNAH:

Yrpo3bl yTEeYKM MHPOPMALMM MO TEXHUYECKMM KaHaNaMm;

yrpo3bl HCA K NAH, o6pabaTbiBaeMbiM Ha aBTOMaTM3MpOBaHHOM paboyem mecTe.

Yrposbl yTeYkU MHGOPMaLIMK NO TEXHUUYECKMM KaHanaM BKOYaloT B cebs:



Yrpo3bl YTEYKUN aKyCTUYECKOol (peueBoit) MHpopmaumm;

Yyrpo3bl yTeYKM BUAOBON MHbOPMaLLINK;

Yrpo3bl yTe4Ykn MHPopmaumm no KaHany NIMUH.

Bo3HukHoBeHue YBIAH B paccmaTtpmBaembix UCTMNAH No TEXHUYECKMM KaHanam xapakrtepusyeTca
TEMU }Ke YCNOBUAMU U paKTopamm, YTo U AnA noKasbHbIX UCMNOH, HEe MMetoLWmnX NOAKAIOYEHNS K CETAM
cBA3K 06L1ero nNo/b3oBaHUA U (UK) ceTaAM MeXKAyHapoaHOro MHGOPMaLMOHHOro 0bmeHa.

Yrpo3bl HCA B nokanbHbix NCMAH cBA3aHbl C AEACTBMAMW HapywuTenein, MMerowmx AocTyn K
NCMNAH, sBrkntodaa nonb3osaTeneit UCMAH, peanmsyowmx yrpo3bl HenocpeactseHHo 8 UCMAH.

Yrposbl HCA 8 UCIMOH, cBA3aHHble C AENCTBUAMM HapylwuTenen, nmetrowmnx goctyn K UCMNAH,
aHaNOMM4YHbl TeM, KOTOpble MMET mecTo ana otaenbHoro APM, He NOAKAOYEHHOro K CeTAM CBA3MU
obuwero nonb3oBaHuA. Kpome Toro, B Takoit MCMAH moryT MMeTb mecTo:

yrpo3sbl "AHanusa ceteBoro TpadumKa" c nepexsaTom nepesaBaemon No cetu MHGopmaLmm;

Yrpo3bl BbISIBIEHUS Naposei;

YrpOo3bl YAaNEHHOro 3aMyCcKa NPUIONKEHWIA;

yrpo3bl BHeApeHMA No CeTU BPeAOHOCHbIX MPOrpamm.

6.4. Tunosas mogenb yrpos 6esonacHoCcTu
NepCoHaNbHbIX AaHHbIX 06pabaTbiBaeMbIX B JOKa/IbHbIX
MHOOPMALMNOHHBIX CUCTEMAX MEPCOHAJIbHbBIX AAHHbIX, UMEHLLNX
NOAKNIOYEHMNE K CETAM CBA3KM 0OLLEr0 NO/Ib30BaAHUSA U (MN) ceTAM
MeXKAYyHapPoaHOro MHGOPMALMOHHOrO 0bmeHa

Mpu obpabotke MAH B nokanbHbix UCMAH, MMelOWMX NOAKAKOYEHNE K CeTAM CBA3M obuiero
Nnonb3oBaHMA U (MAKN) ceTAM MeXxayHapoAHoro MHGOPMaLMOHHOrO obmMeHa, BO3MOXKHA peanunsauma
cnepytowmx YbNAH:

YrPO3bl YTEYKN MHPOPMALMM MO TEXHUYECKMM KaHaNaMm;

yrpo3bl HCA k MH, obpabaTbiBaembiM Ha aBTOMATU3MPOBAHHOM paboyem mecTe.

Yrposbl yTe4ykn MHPopMaLMM MO TEXHUYECKMM KaHa/lamM BK/OYatoT B cebs:

YrpOo3bl YTEYKM aKyCcTUYECKoW (peyeBoii) MHbOpMaLuuy;

Yrpo3bl YTEYKM BUAOBON MHbOPMaLINK;

Yrpo3bl yTe4Ykn MHPopmauum no KaHany NIMUH.

Bo3HuKHoBeHMe YBIAH B paccmaTpmBaembix MCIMOH NO TEXHMYECKMM KaHANam XapaKTepusyerca
TEMM XKe YCOBUAMMU U GaKTOpPaMK, YTo U ana npeaplaywmx Tunos UCMNAH.

Yrpo3bl HC[, cBA3aHbl C AeNCTBUAMM Hapylwumtenen, umerowmx goctyn kK WCMAH, BKAtovan
nonb3osateneit UCMNAH, peannsytowmx yrposbl HenocpeactseHHo B MCIMAH, a TakXe HapylwuTenen, He
umetowmx aoctyna K UCMAH, peanmnsyowmx yrposbl U3 BHELHUX CeTel CBA3WM 0OLLEro nosib30BaHUs U
(nnu) cetelt mexkayHapoAHOro MHGOPMALMOHHOTO 0HbMeHa.

Yrpo3bl HC/A, cBA3aHHble C AEUCTBUAMW HapywinTenen, umerowmx goctyn Kk UCMAH, BkatovatoT B
ceba yrposbl, aHa/NOrMYHble TeM, KOTopble peanusyloTca B oTAenbHOM APM, He umetowem
NOAKNOYEHUA K CETAM CBA3W OOLLLEro NONb30BAHMA.

Yrposbl U3 BHELLHMX CETEN BKAKOYALOT B Ceb1:

yrposbl "AHanmsa ceTeBoro Tpaduka" c nepexsaTom MepenaBaemoli BO BHELUHME CeTu U
NPUHUMAEMON U3 BHELLHUX ceTeill MHPopmaLmu;

Yrpo3bl CKaHUPOBAHWSA, HaMpaB/ieHHble Ha BblABAEHME TUNA onepauMoHHoin cuctembl UCMAOH,
CeTeBbIX a4pecoB paboumx CTaHUMIA, OTKPbITbIX MOPTOB U CNYXKO, OTKPbITbIX COEANHEHWUI U Ap.;

Yrpo3bl BbISIBIEHUA Naposei;

yrpo3sbl nonyyeHua HCA nytem nogmeHbl lOBEPEHHOTO 0ObEKTA;

yrposbl TMna "OTKas B 06cnyKMBaHUN";

Yrpo3bl YAaNEHHOro 3aMyCcKa NPUIONKEHWIA;

Yyrpo3bl BHeAPEHMA NO CETU BPeAOHOCHbIX MPOrpamm.

6.5. Tunosaa moAenb yrpo3 6e3onacHocTu
NepcoHaNbHbIX AaHHbIX, 0bpabaTbiBaeMbIX B pacnpeaeneHHbIX
MHGOPMALMOHHbBIX CUCTEMAX MEPCOHANbHbIX AAHHbIX, HE UMEOLLMUX



NOAK/IOYEHMA K CEeTAM CBA3M 06LLero nonb3osBaHua 1 (Maun) cetam
MexayHapoaHoro nHdopmaLmMoHHOro obmeHa

Mpwn o6paboTke MNAH B pacnpegeneHHoblx UCMNOH, UMeIOLWNX NOAKAOYEHNE K CETAM CBA3M 06Lwero
Nosib30BaHUA U (UKN) ceTAM MeXAyHapoAHOro MHGOPMaLMOHHOrO O0bMeHa, BO3MOXKHA peanunsaums
cneayowmx YbNAH:

YrpO3bl YTEYKN MHDOPMALMM MO TEXHUYECKMM KaHaNaMm;

yrpo3bl HCA kK MAH, o6bpabaTbiBaembiM Ha aBTOMATM3MPOBaHHOM paboyem mecTe.

Yrpo3bl yTe4YKkn MHPOpMaLMM MO TEXHUUYECKMM KaHa/lamM BKIOYatoT B cebs:

Yrpo3bl YTEYKUN aKyCcTUYECKOol (peyeBoit) nHpopmalmm;

Yrpo3bl YTEYKM BUA0BON MHPOpMALLUK;

Yrpo3bl yTeuYkn MHPopmauum no KaHany NIMUH.

Bo3HuKkHoBeHUe YBIMAH B paccmaTtpmBaembix UCTMAH No TEXHUYECKMM KaHaNamM XapaKTepusyeTca
TEMMU XKe YCNoBUAMM U GaKTopamu, 4To n gasa npeaplaywmx Tunos NCNOH.

Yrposbl HC/[l cBA3aHbl C AENCTBUAMM HapywuTenei, umetowmx goctyn K WMCMNOH, BKAwo4as
nonbsosatenen UCMNAH, peannsyowmx yrposbl HenocpeacrtseHHo B UCTAH.

Mpu 3TOM MOryT 6bITb Yrpo3bl, aHAaNOMMUYHbIE TEM, KOTOPbIE UMEIOT MeCTO B O0TAe/lbHOM APM, He
NOAKNIOYEHHOM K ceTAM OOWero ro/sb3oBaHMA, a TaKKe Yrposbl, peasnsyemble BHYTPU
pacnpeaeneHHoON CeTn C UCNo/Ib30BaHMEM MPOTOKO/I0B MEKCETEBOIO B3aMMOAENCTBMA, B TOM YNCE:

yrpo3bl "AHanunsa ceteBoro TpadumKa" c nepexsaTom nepesaBaemon No cetu MHGopmaumm;

Yyrpo3bl CKaHUMPOBAHWA, HaMpaB/ieHHbIe Ha BbIBAEHWE OTKPbITbIX MOPTOB U CAYXKO, OTKPbITbIX
CoeaMHEHUM 1 ap.;

Yrpo3bl BHEAPEHMA NIOXKHOFO 06bEKTA CeTH;

Yrpo3bl HaBA3bIBAHWA JIOXKHOFO MapwpyTa nyTemM HEeCaHKLMOHMPOBAHHOTO MU3MEHEHUA
MapPLUPYTHO-aZPECHbIX AAHHbIX;

yrpo3bl BblABJEHWUA Naposien;

yrpo3sbl Tna "OTKas B obcayxkmnpaHun";

Yrpo3bl yAaseHHOro 3aMnycKa NPUNOKEHN;

Yrpo3bl BHEAPEHMA MO CETU BPEAOHOCHbIX MPOrpamm.

6.6. TunoBas moaenb yrpo3 6e3onacHocTu
NepcoHaNbHbIX AaHHbIX, 0bpabaTbiBaemMbIX B pacnpeaeneHHbIX
NHPOPMALMOHHDBIX CUCTEMAX NEPCOHA/NbHbIX AAHHbIX, UMEHOLLMX
NOAK/OYEHME K CETAM CBA3M 06LWLEro NoAb30BaHNUA M (MAK) ceTam
MexayHapoaHoro nHopmaLMoHHOro obmeHa

Mpun obpaboTke NAH B pacnpeaeneHHbix UCMOH, UMeOLWNX NOAKNOYEHNE K CETAM CBA3M 0bLero
No/fb30BaHUA U (UAKN) CETAM MEeXAYHApPOAHOro MHPOPMALMOHHOTO 0bMeHa, BO3MOMKHA peanmsaumsa
cnepytowmx YeNAH:

Yrpo3bl YTEYKN MHDOPMALMKN MO TEXHUYECKMM KaHanam;

yrposbl HCA, k NAH, 06pabaTbiBaeMbiM Ha aBTOMATU3MpPOBaHHOM paboyem mecTe.

Yrposbl yTeuykn MHbopMaLMm MO TEXHUYECKMM KaHa/lamM BK/OYatoT B cebs:

YrpOo3bl YTEYKM aKyCcTUYECKoW (peyeBoii) MHbopMaLuuy;

Yrpo3bl YTEYKN BUAOBOM MHOPMaLMK;

Yrpo3bl yTeYKN MHbOpMaLLMK No KaHaay MIMUH.

Bo3HukHoBeHUWe YBIMAH B paccmaTtpmBaembix UCTMNAH No TEXHUYECKMM KaHaNam XapaKTepusyeTca
TEMM e YC0BUAMMU U haKTOpaMu, 4To U aaa npeaplaywmx Tunos UCNAOH.

Yrposbl HC/l cBfA3aHbl C AeNCTBUAMM HapywuTenei, umetowmx goctyn K WCMNAH, BKAtoyas
nonb3osBatenen UCMNOH, peanunsyrowmx yrposbl HenocpeacteeHHo B UCMH, a TakKe HapywuTenen, He
umetowmx goctyna K UCMNAOH, peanmsytowmx yrpo3bl U3 BHELWHMX CETEN CBA3M 0OLLEro N0Nb30BaHMA U
(nnu) cetelt mexayHapoAHOro MHGOPMALMOHHOrO 0bMeHa.

Yrpo3bl HC/l, cBA3aHHble C AeCTBUAMM HapylwmTenen, nmetowmx goctyn K NCMNAH, aHanornyHbl
TEM, KOTOpble MMEIOT MecTo B pacnpegeneHHbix UCMOH, He uMetoLLelt NoAKAOYEHMA K CETAM 0bLLero
nosnb3oBaHuA. Kpome Toro, B Tako UCMOH nmeoT mMecTo yrpo3bl, peasnsyemble C UCMNOb30BaHNEM



NPOTOKO/I0B MEXKCETEBOIO B3aMMOAENCTBUA U3 BHELLHMX CETEN, B TOM YUCAE:

yrpo3sbl "AHanun3sa ceteBoro Tpaduka" c nepexsatom nepegasaemoit ns NCMAOH n npuHMmaemom B
MCMNAOH 13 BHeWHUX ceTeit tHopmauum;

Yyrpo3bl CKAHWMPOBAHMA, HaMNpaB/JeHHble HA BblABNEHME TWUNA WAW TUMNOB MCMNONb3YEMbIX
OnepauMOHHbIX CUCTEM, CETEBbIX afpecoB pabounx ctaHumin MCIMNOH, TONOAOrMK CETU, OTKPbITLIX MOPTOB
N CNyX6, OTKPbITbIX COEANHEHUA N Ap.;

Yyrpo3bl BHeAPEHMA I0XKHOro o6bekTa Kak B UCMN/H, Tak U BO BHELLIHWUX CETSAX;

Yrpo3bl NOgMEHbI LLOBEPEHHOTO 06BHEKTA;

Yrpo3bl HaBA3bIBAaHMA JIOXKHOMO MapwpyTa MNyTeM HECAHKUMOHMPOBAHHOIO W3MEHEeHUs
MapLIPYTHO-aAPECHbIX AAHHbIX KaK BHYTPM CETU, TAK U BO BHELUHUX CETAX;

Yrpo3bl BbISIBIEHUS Naposei;

yrposbl TMna "OTKas B 06cnyKMBaHUN";

YrpOo3bl YAaNEHHOro 3aMyCcKa NPUIONKEHWIA;

Yyrpo3bl BHEAPEHMA NO CETU BPEAOHOCHbIX NPOrpamm.




